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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
3
Rationale

The following figures illustrate how the NAS security context is used and managed for multiple NAS connections (with the same AMF) based on the following assumptions.
1. The same KAMF/NAS keys are used for securing the multiple NAS connections

2. Cryptographic separation is realized by using a dedicated pair of NAS COUNTs and a static connection identifier for each NAS connection.
3. The ngKSI identifies the 5G security context and is allocated during primary authentication or interworking procedures
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Figure 1: Authentication and NAS SMC only during first registration procedure
In Figure 1, UE and AMF initially share no context. UE registers and authenticates first over AN 1 and then registers over AN 2.
0. UE establishes a connection with an Access Network (AN 1)
1. UE initiates registration procedure over AN 1.

2. UE and AMF engage in an authentication and NAS SMC procedures lead to the establishement of a 5G NAS security context identified by an ngKSI of type native (e.g. value 1 in the flow). The NAS COUNTs dedicated to the connection over the AN 1 will have the value 1 due to the run of the NAS SMC. Since, the NAS security context (the NAS keys and the selected NAS algorithms) is shared among the NAS connection, the SMC procedure implicitly takes also the security context into use over the other connection. This is regardless of whether there will be any such connection. From now on all the NAS messages over the AN 1 will confidentiality and integrity protected with the NAS security context identified by ngKSI = 1.
3. AMF sends a Registration Accept to UE

4. UE establishes a connection with a different type of Access Network (AN 2).

5. UE initiates a registration procedure over AN 2. UE allocates a new pair of NAS COUNTs dedicated to this connection and uses the current NAS security context, identified by the ngKSI = 1, to integrity protect the Registration Request message. From now on all the NAS messages over the AN 2 will be confidentiality and integrity protected with the NAS security context identified by ngKSI = 1. AMF allocates a dedicated pair of NAS COUNTs to this NAS connection and checks the integrity of the received message using the current security context identified by the included ngKSI = 1.
6. AMF sends a Registration Accept to UE.
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4. Re-authentication

- non current ngKSI allocated := 2
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Figure 2: Re-authentication in between registrations
In Figure 2, UE and AMF initially share no context. UE registers and authenticates first over AN 1. A re-authentication procedure takes then place over AN 1 without a run of NAS SMC. UE registers over AN 2. It is howver FFS whether such a scenario with an authentication procedure in between registration procedures is possible.

0. UE establishes a connection with an Access Network (AN 1)

1. UE initiates registration procedure over AN 1.

2. UE and AMF engage in an authentication and NAS SMC procedures lead to the establishement of a 5G NAS security context identified by an ngKSI of type native (e.g. value 1 in the flow). The NAS COUNTs for the connection of the AN 1 will have the value 1 due to the run of the NAS SMC while the NAS COUNTs for the AN 2 will be set to the initial value. From now on all the NAS messages over the AN 1 will confidentiality and integrity protected with the NAS security context identified by ngKSI = 1.

3. AMF sends a Registration Accept to UE

4. A re-authentication procedure allocating a new ngKSI = 2 takes place without the run of a NAS SMC.

5. UE establishes a connection with a different type of Access Network (AN 2).

6. UE initiates a registration procedure over AN 2. UE uses the current NAS security context, identified by the ngKSI = 1, to integrity protect the Registration Request message. UE includes also non-current ngKSI = 2 in the Registration Request message (as done in LTE). From now on all the NAS messages over the AN 2 will be confidentiality and integrity protected with the NAS security context identified by ngKSI = 1.

7. AMF may decide to take into use the non-current security context by running a NAS SMC procedure signalling the non-current ngKSI = 2. From now on, all the NAS messages over AN 2 and AN 1 will be confidentiality and integrity protected using the NAS security context identified by ngKSI = 2. The old current security context is deleted.
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Figure 3: Re-authentication and SMC during second registration
In Figure 3, UE and AMF initially share no context. UE registers and authenticates first over AN 1 and then registers and re-authenticates over AN 2.

0. UE establishes a connection with an Access Network (AN 1)

1. UE initiates registration procedure over AN 1.

2. UE and AMF engage in an authentication and NAS SMC procedures lead to the establishement of a 5G NAS security context identified by an ngKSI of type native (e.g. value 1 in the flow). The NAS COUNTs for the connection of the AN 1 will have the value 1 due to the run of the NAS SMC while the NAS COUNTs for the AN 2 will be set to the initial value. From now on all the NAS messages over the AN 1 will confidentiality and integrity protected with the NAS security context identified by ngKSI = 1.

3. AMF sends a Registration Accept to UE

4. UE establishes a connection with a different type of Access Network (AN 2).

5. UE initiates a registration procedure over AN 2. UE uses the current NAS security context, identified by the ngKSI = 1, to integrity protect the Registration Request message. From now on all the NAS messages over the AN 2 will be confidentiality and integrity protected with the NAS security context identified by ngKSI = 1.

6. AMF may decide to re-authenticate the UE. Therefore, UE and AMF engage in an authentication and NAS SMC procedures leading to the establishement of a new 5G NAS security context identified by a new ngKSI of type native (e.g. value 2 in the flow). The NAS COUNTs for the connection of the AN 2 will have the value 1 due to the run of the NAS SMC while the NAS COUNTs for the AN 1 will be set to the initial value. From now on all the NAS messages over the AN 2 will confidentiality and integrity protected with the NAS security context identified by ngKSI = 2.

7. AMF sends a Registration Accept to UE

4
Detailed proposal

As illustrated in clause 3, there are no security issues in sharing a NAS contexts under the following assumptions:
1. Cryptographic separation is realized by using a dedicated pair of NAS COUNTs and a static connection identifier for each NAS connection.

2. The ngKSI identifies the 5G security context and is allocated during primary authentication or interworking procedures

In addition, the following is observed.

1. There is no need for a dedicated NAS SMC procedure to activate the context separately for each NAS connections.

2. The case where a standalone re-authentication happens in between registrations is handled, as in LTE, by including the non-current ngKSI in the Registration Request message.

Therefore, we propose to endorse this simpler approach for handling multiple NAS connections with same PLMN. 
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