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1
Decision/action requested

It is requested to discuss and approve the proposed way forward.
2
Rationale
We have the following open issue recorded under Clause 6 about non-activation of integrity protection. We are proposing to take (#2)-(a) as the way forward.
(#2) It is FFS how non-activation of integrity protection (i.e., no MAC-I in PDCP layer) is handled. Current proposals are (a) using LTE mechanism, ie using RRC reconfiguration as used for Relay Nodes (which supported UP integrity) and (b) using RRC reconfiguration, but different signaling (such as indication of algorithm)

Recall that the activation and non-activation of integrity protection for DRBs is an issue that was already sovled in LTE for Relay Nodes. The mechanism used in LTE is called the "rn-IntegrityProtection" field which is present in RRC layer, see below. Unless the integrity protection is activated by using the "rn-IntegrityProtection" field, there is no extra MAC-I in PDCP layer.
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In 5G, the integrity protection for DRBs is possible not only for the Relay Nodes but also for normal UEs. It is only logical and straightforward to use the same mechanism as "rn-IntegrityProtection" for activation of integrity protection of DRBs in 5G. Therefore, we propose that the mechanism used for Relay Nodes in LTE shall simply be adopted for normal UEs regarding activation of integrity protection. It is in RAN2's merit to decide the name and placement (i.e., under which IE) of such field.
3
Detailed proposal

It is proposed to record the agreement by updating the Editor's Note for (#2), as below.
*** BEGIN CHANGES ***
6           Security procedures between UE and 5G network functions    

  Editor's Note: The content of this subclause should cover network options 2, 4, 5 and 7. The content in this subclause should cover both eNB and gNB.

Editor’s Note: It is FFS to add or update relevant clauses according to the following agreements on user plane security aspects (ref. SA3#89 S3-173511).

(#2) It is agreed that non-activation of integrity protection (i.e., no MAC-I in PDCP layer) is handled by using LTE mechanism, ie using RRC reconfiguration as used for Relay Nodes (which supported UP integrity)
(#4) It is agreed to have a single UP confidentiality algorithm.

(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 

(#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

 (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

(#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

(#11) It is FFS where UP security policy resides. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup which assumes dynamic (utilizing PCF) and static configuration mechanism, statically configured in gNB.

(#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to RAN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G RAN does not have the concept of PDU session. 

(#13) It is FFS how conflict between RAN and CN is handled. Current proposals are (a) CN takes final decision, and (b) RAN overrules without consulting CN. 

*** END OF CHANGES ***

