3GPP TSG SA WG3 (Security) Meeting #90
S3-180233
22 – 26 January 2018, Gothenburg (Sweden)
revision of S3-173076
Source:
Nokia
Title:
Idle mode mobility from EPS to 5GS
Document for:
Discussion
Agenda Item:
7.2.10.1
1
Decision/action requested

Discussion paper on agreements and open issues in idle mode mobility procedure from EPS to 5GS. Review Nokia’s proposal in 3.3
2
References

[1]
S3-173521 – Agreements on Interworking & IW_01_NSA_discussion (from Ericsson)
[2]
TS 23.502 v1.4.0
[3]
TS 23.501 v1.6.0
3
Rationale

Following set of agreements in [1] provide guidelines for further work on idle mode mobility from EPS to 5GS.
· Proposal H.1: It’s mandatory to support interworking with legacy MMEs.

· Proposal Q.3: To support interworking with a legacy MME, AMF shall be able to create a 5G security context using the EPS security context received from MME.  Furthermore, AMF shall be able to set a key usage information (e.g., native or mapped) to the 5G security context.

· Proposal Q.4: AMF shall be able to reuse native 5G security context if available.  

· Proposal N.1: In 4G to 5G idle mobility the target network shall verify the integrity of the idle mode Registration Request message if it has the current security context for the UE.

· Proposal N.2: In 4G to 5G idle mobility, if the AMF successfully verified the integrity of the Registration Request message, it shall not consider the security context from the MME. In this case, the target network shall continue to use the stored security context for the UE.

· Proposal N.3: In 4G to 5G idle mode mobility, the AMF shall use the existing parameter “MS validated” to indicate to the MME in the Context Request message that it has successfully validated the UE. 
In addition, clause 4.11.1.3.3 in TS 23.502 [2] provide the specified flow for idle mode mobility procedure from EPS to 5GS. 
In the next two sections, agreements and set of open issues are presented for discussion.
3.1
Agreements
Based on the guidelines outlined above and the agreed SA2 flow in clause 4.11.1.3.3 in TS 23.502[2], following steps can be agreed as the basis for further specification of the security procedure for idle mode mobility from EPS to 5GS.
1. 5G Native context, if available, is used in protecting the Registration Request. Additional GUTI field used in the message to identify the context in AMF. 
2. The Registration request shall contain the TAU request integrity protected using the 4G NAS integrity key available at the UE

3. If the AMF needs to derive a mapped context:

3a. The AMF shall send the Context Request message to the MME with the TAU request obtained from the Registration request. 


Note: open issue 1b exists about setting UE Validated field in the Context Request message

3b. The MME shall verify the TAU request using the stored UE security context and if the verification is successful, the MME shall send the UE context to the AMF.


Note: Open issue 1b exists about setting UE Validated field in the Context Request message

3c. The AMF may either use the current mapped security context or initiate an authentication to create a new native security context. To create the mapped security context, the AMF shall derive a KAMF using the KASME and uplink NAS COUNT received from the MME

Note: Open issue 1b exists about setting UE Validated field in the Context Request message
3.2
Open Issues

1. What happens when integrity verification succeeds in AMF?

a. Activate 5G native context immediately and complete the procedure 
OR

b. Send Context Request message to source MME; the AMF sets the UE Validated flag in the CR message. This is an indication to source MME to skip integrity check. AMF ignores the context information obtained from the MME in the Context Response message

NOTE: As per behaviour in MME to MME handover, legacy MME may not look at UE Validated flag and perform integrity check by default.

2. What happens when integrity verification fails in AMF?

a. trigger new authentication 
OR 

b. obtain mapped context from source MME by sending a Context Request message

3. Protection of RR message when 5G native context doesn’t exist in the UE

a. There is no integrity verification in AMF 
OR

b. Derive mapped 5G context in the UE and use it to integrity protect RR message

4. Generating mapped context in AMF

a. To create the mapped security context, the SEAF shall derive a KSEAF using the KASME and uplink NAS COUNT received from the MME.  The SEAF then shall derive a KAMF from the KSEAF and provide the KAMF to the AMF (Qualcomm)
b. To create the mapped security context, the AMF shall derive a KAMF using the KASME and uplink NAS COUNT received from the MME (E///, NOK, HW)
5. Activating the security context

a. The AMF shall perform a security mode command procedure with the UE. If the AMF performs the NAS SMC procedure using the mapped security context, the AMF shall set the type of security context (TSC) in 5G-KSI to “mapped”. Otherwise “native”.


b. In Ericsson’s proposal, SMC is not required when activating the mapped security context.

Open issue #5 is tied to open issue 3.b, in the sense that if UE derives mapped 5G context to protect the RR message, then there is no need to perform a SMC procedure to activate the context.
3.3
Proposal
The following figure shows the steps that need to be described in TS 33.502 for idle mode mobility from EPS to 5GS, in order to be able to interwork with legacy MMEs. 
The flow below is based on agreements in 3.1 and Nokia’s position on open issues in 3.2.
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Figure 3.3-1: Idle mode mobility from EPS to 5GS
4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
9.y 
Idle-mode mobility from EPC to 5GC

9.y.1 
General
This subclause covers the case of idle-mode mobility from EPC to 5GC, as defined in 23.502[x].

9.y.2
Procedure 
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Figure 9.y.1-1 Idle mode mobility from 4G to 5G 

1. The UE initiates mobility registration update with a Registration Request message. 

The message shall include the 5G-GUTI mapped from the 4G-GUTI. The mapped 5G-GUTI has enough information to identify the 4G-GUTI and MME.

Editor’s Note: Mapping 4G-GUTI to 5G-GUTI is FFS

If the UE has a current 5G NAS security context and a valid native 5G-GUTI, the UE shall compute 5G-MAC from this 5G NAS context to protect the Registration Request message, and include the corresponding 5G-KSI, native 5G-GUTI and computed 5G-MAC in the Registration Request message. 

NOTE 1: The UE has a current 5G NAS security context in the following scenario: a UE established a current native security context during a previous visit to 5G and then moves to EPC. When the UE moves back to that same 5G, there is a current 5G NAS security context for that 5G network providing that both UE and AMF retained the 5G NAS security context.

The UE shall derive a 4G-based TAU Request message from the Registration Request, and integrity protect it with the current 4G EPS NAS integrity identified by the 4G-GUTI used to derived a mapped 5G-GUTI. The 4G-MAC field is used to store the generated MAC. The UE shall include the TAU Request message, eKSI associated with the current EPS security context, 4G-MAC and a 32-bit NONCEUE, in the Registration Request message.

2. If 5G-GUTI was included in the message along with 5G-KSI, the AMF searches for the existing UE context stored and, if available, uses it to verify the Registration request using 5G-MAC parameter. 

Editor’s Note: The action taken by the AMF when the verification fails is FFS

3. The AMF uses the mapped 5G-GUTI received from the UE to derive the MME address and sends a Context Request message to the MME to retrieve user information. 

The Context Request message shall contain the TAU Request message extracted from the Registration Request message, MS validated field and 4G GUTI. It also includes 4G-MAC and eKSI if UE could not be validated in step 2. The “MS validated” field is used to indicate whether the AMF has validated the integrity protection of the Registration request based on native 5G context.  

4. If the TAU Request message, as received by the MME, was protected with a 4G MAC, the MME verifies the integrity protection of the TAU Request message based on the current EPS security context identified by the eKSI value it received from the AMF. If the verification was successful, the MME proceeds to step 5.

5. The MME responds to the AMF with a Context Response with UE’s security context. This message includes KASME if 4G-MAC verification in the MME was successful.

6. If the AMF shares a current 5G NAS security context with the UE and has successfully validated the UE (from step 2), it proceeds to step 9 to check if it needs to establish radio bearers. If the AMF wants to change the algorithms, the AMF shall use a NAS security mode procedure in steps 8a to 8c to setup the UE using its shared security context identified by KSI5G.

Otherwise continue with Step 7.

7. The AMF shall generate a newly mapped KAMF using the KASME key it obtained from the MME. 

A 5G NAS security context is derived from the mapped KAMF key including NAS security keys. The AMF allocates KSI4G to identify the mapped KAMF key.
8a. The AMF initiates a NAS Security mode command procedure including the KSI4G, replayed UE Security capabilities and NAS algorithms. 

8b. The UE derives a mapped KAMF key from its copy of KASME in the same way as the AMF did in step 7. It shall further generate a new mapped 5G NAS Security context including NAS security keys from the mapped KAMF key.

8c. The UE responds with the NAS Security Mode Complete message 

9. If the “active flag” is set in the Registration request message or the AMF choses to establish radio bearers when there is pending downlink UP data or pending downlink signaling, a KeNB derivation is performed from the existing security context or mapped KAMF key using the KDF as specified in clause TBD.
The newly mapped KgNB key is delivered to the target gNB on the N2 interface. The AS Security context shall be established between the gNB and the UE.

10. The AMF sends a Registration Accept message to the UE.
11. The UE responds with a Registration Complete message to the AMF.
Editor’s Note: It is FFS whether UE re-authentication is strongly recommended to be performed by the AMF at the end of the handover procedure with a legacy MME.
NOTE: Warning: Since the MME is a legacy MME, which provides KASME to the AMF believing it’s talking to another MME, the AMF knows the security keys on the 4G side, and vice versa.
***
END OF CHANGES
***
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