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1
Decision/action requested

This document proposes security procedure during handover from 5GS to EPS to clause 8 “Security of interworking” in TS 33.501.
2
References
[1]
3GPP TS 33.501 

[2]
3GPP TR 33.899 clause 5.13.4.2 “Solution #13.2: Security in handover between EPS and 5GS”
3
Rationale

This document proposes handover procedure from 5GS to EPS for clause 8 “Security of interworking” in TS 33.501. There are two points in the proposal. Firstly UE’s security capabilities and access rights are checked at the AMF. This is necessary for early decision of refusal which reduces unnecessary signalling. The services provided to the UE in 5GS are also considered at the check by AMF. Secondly, the AMF derives an intermediate key and sends it to MME, and the MME derives a new key the received one. This ensures forward security between the 5GC and EPC. In the case of legacy MME, the key obtained from the AMF is used as KASME by the MME.
4 
Detailed proposal

8           Security of interworking 
Editor's Note: This clause covers security of Interworking with LTE systems.

***** Start of Change *****
8.x
Security handling during handover from 5GS to EPS

During handover from 5GS to EPS, the gNB shall send the Handover Required message to the AMF including UE's identity (such as GUTI) and UE's security capabilities. The AMF shall check whether the UE's security capabilities and access rights are valid by considering the services provided to the UE in order to decide whether it can initiate handover to EPS. The AMF shall derive an intermediate key (K'ASME) to be sent to the MME from the KAMF using a KDF as specified in clause <X>. The AMF shall send the intermediate key (K'ASME) to the MME in the Relocation Request. The request shall also include security context (K'ASME), identities of security keys (KSI, Key Set Identifier), security configurations (e.g. whether confidentiality and integrity protection is needed or not) and used algorithms. The security configurations shall be decided by the service requirements provided to the UE. Security context mapping from 5GS to EPS is carried out by the AMF as explained in clause <Y>. The MME shall check whether UE's security capabilities and access rights are valid in order to decide whether it can accept the relocation request. The MME shall derive a security key KASME from the K'ASME received from AMF as specified in clause <X>. 

NOTE: If the MME is a legacy MME, K'ASME is used as KASME.
***** End of Change *****
