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1
Decision/action requested

A solution for SUCI home routing is proposed based on discussion
2
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Rationale

In TS 33.501[1] section 6.8.1, SUPI should be encrypted into SUCI and send to network when it is in Registration Request message of type "initial registration". In order to fulfill this requirement, SUCI should be transferred from visited network to home network and be decrypted. A network function named SIDF is introduced to solve this problem. In the last meeting, it is agreed that SIDF shall be taken at UDM. 
In TS 23.501[2] section 6.2.7, UDM is defined as 

The Unified Data Management (UDM) includes support for the following functionality:

-
3GPP AKA Authentication Credential Processing.

-
User Identification Handling.
-
Access Authorization.

-
Registration/Mobility management.

-
Subscription management.

-
SMS management.

The UDM uses subscription data and authentication data that may be stored in UDR, in which case a UDM Front End (FE) implements the application logic and does not require an internal user data storage. Several different UDM FEs may serve the same user in different transactions.

NOTE 1:
The interaction between UDM and HSS is implementation specific.

NOTE 2:
The UDM is located in the HPLMN of the subscribers it serves, and access the information of the UDR located in the same PLMN.

So we can treat UDM as enhancement of HSS. And UDM is able to handle user identification as defined functionality.
However, there is a problem left as an EN: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first. 

There is a figure to show this issue as following:
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In home network, based on deploy requirement, there are more than one AUSF and UDM instances (3 in the figure as an example). Each of them are separated. What is more, it may be forbidden to have connection between UDMs. 
In 4G, when an NE wants to find an HSS, a routing agent like DRA could find right HSS based on not only MNC but also some part of MSIN. 
In TS 33.501 section 6.8.2, it is defined that the UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC). It means that MCC and MNC could not be concealed but others shall be concealed. As a result, visited network could know the home network by MCC and MNC. 
So the most important issue is: If there is more than one UDM instance, AMF needs more information before transferring SUCI to the proper UDM instance. However, it can only get information after visiting the proper UDM instance for decryption. It is a chicken and egg problem.
In another aspect, UDM, as used for subscriber management, it needs high efficiency to locate, read and write subscriber data, it does not need high computing power. However, for SUCI decryption entity, the most important function is calculation by using operator’s secret key. And it does not need to pay much attention on data access because the number of secret key is limited. 

The Seconde issue is: The feature of UDM is not suitable for SUCI decryption.
In another aspect, if UDM is used for decrypting SUCI. Some security risks may be raised. 
First, UDM is very similar like HSS. HSS is used to store and maintain root keys for each subscriber. However, if UDM is used for decrypting SUCI, it shall store network private key. Such private key is irrelavent with specific subscriber. That may break the rule that subscriber information is kept secret and separated. 
Second, as the figure shows, there may be more than one UDM instances. So the network private key may be used in more than one UDM instances. The more UDM instances have, the more possibility it can be leaked. What is more, if one of the instances is compromised and the private key is leaked, all the other instances are also impacted. As a result, storing private key in distributed places is not proper, it should be stored in centric place.
In a word, using UDM to decrypt SUCI is not a proper way to solve this problem.
To solve this problem, a dedicated and centric network function shall be involved as following figure. 
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4
Detailed proposal

============================BEGIN OF 1ST CHANGE===========================

5.5.1 
Subscriber privacy

The SIDF shall resolve the SUPI based on the SUCI. 

The SIDF shall be located in the home network. 


SIDF shall be as secure as UDM because it stores network operator’s private key(s).

Editor's Note: The list of supported public key schemes is FFS.

============================END OF 1ST CHANGE===========================

============================END OF 2ND CHANGE===========================

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1.  
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the registration request.
The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR message if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2].
The SEAF shall include the SUPI in the 5G-AIR message in case the SEAF has a valid 5G-GUTI, and re-authenticates the UE. Otherwise the SUCI is included in 5G-AIR.
Editor's Note: It is FFS how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain:

-
an indication of whether the authentication is meant for 3GPP access or non-3GPP access; and

-
the serving network name, as defined in subclause 6.1.1.4 of the present document.

NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the 5G-AIR message, the AUSF shall: check that the requesting SEAF in the serving network is entitled to use the serving network name in the 5G-AIR;

The Authentication Information Request (Auth Info-Req) sent from AUSF to UDM includes
 the following information:

-
SUCI oIPI;

-
the serving network name;

-
an indication of whether the authentication is meant for 3GPP access or non-3Iaccess;

-
the number of AVs requested, in case the AUSF is configured to run 5G-AKA.

Upon reception of the Auth Info-Req, the SIDF shall be invoked if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the authentication vector(s) request.
Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data and the access network type. For both access types, 3GPP access or non-3GPP access, the ARPF may choose EAP-AKA' (subclause 6.1.3.1) or 5G AKA (subclause 6.1.3.2). 

============================END OF 2ND CHANGE===========================

==========================BEGIN D OF 3RD CHANGE===========================

6.8.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. Access rights to the SIDF shall be defined, such that only AMF is allowed to request SIDF.


============================END OF 3RD CHANGE===========================
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