3GPP TSG SA WG3 (Security) Meeting #90
S3- 180193 
22 – 26 January 2018, Gothenburg, Sweden 
Title:
Reply LS on security during Resume reject in INACTIVE state in NR
Response to:
LS R2-1712052
Release:
Rel-15
Work Item:
New Radio (NR) Access Technology
Source:
SA WG3 
To:
RAN WG2
Cc:

Contact Persons:
Name:
Farid Adrangi
E-mail Address:
farid.adrangi@intel.com
Send any reply LS to 3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


Attachments:
1. Overall Description:
SA3 would like to thank RAN2 for the LS on Early Data Transmission (R2-1712052/ S3-173023). SA3 would like to provide a response to potential security concerns regarding RAN2 agreement to send an unprotected reject message (with a Wait Timer)  to a request message, and also replay attacks from re-using the same I-RNTI and same key to derive the short MAC-I for the subsequent resume request message after a rejection as capture below.
 Questions from R2-1712052 LS:
“Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values”

SA3 Response:
Yes, SA3 has a security concern with the above RAN2 agreement. If Reject message (carrying wait timer) is sent unprotected over SRB0, it will introduce the risk for possible DOS attack by a fake gNB. In the case of this DOS attack, the UE can repeatedly be configured with wait time values by the fake gNB. To mitigate this DOS attack, at a minimum, we need protection for the Reject Message using ShortMAC-I.  However, if this is not a feasible option as it increases the network processing load the next best option is if for some “n” number of times UE receives the RRC Reject message, then UE will simply attempt to re-authenticate with the network.  Wait Timer value should be set to minimum for non-delay tolerant and maximum value for delay tolerant devices to minimize the impact of the DoS attack.
Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”
SA3 Response:
Yes, SA3 sees a risk of replay attacks.  If Resume from INACTIVE is allowed reusing the same I-RNTI and same key after rejection, a potential replay attack is possible. A rogue UE may redirect a downlink message intended to the real UE to itself by replaying the same RRC Resume Request message.  Furthermore, a rogue may cause the network in the confusing state by replaying the same RRC Resume Request message.  This is because after receiving RRC Resume Request, the network neither receives any data from the Real UE not it has any downlink data to send to the real UE.  

2. Actions: 
To SA2/RAN2/CT1: SA3 respectfully asks RAN2 to take the above information into account.
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