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1	Decision/action requested
This contribution proposes a new key issue on the security capabilities a mobile network can offer.
2	References
[1]	3GPP TS28.530 V0.4.0 (2017-12) Management of network slicing in mobile networks; Concepts, use cases and requirement
[2]	3GPP TR33.811 V0.3.0 (2017-12) Study on security aspects of 5G network slicing management
3	Rationale					
Operators may offer customised services through Management Exposure Interface [1][2]. The main objective of this key issue is to identify the security aspects of the services may be offered. 
4	Detailed proposal					
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***	BEGIN CHANGES	***
[bookmark: _Toc467658320][bookmark: _Toc494269863][bookmark: _Toc352074857][bookmark: _Toc494269864]5	Key issues
5.X	Key Issue #X: Security capabilities of  network slices
[bookmark: _Toc352074858][bookmark: _Toc494269865]5.X.1	Key issue details
Operators may offer customised services as described under Network Slice as a Service (NSaaS) in TS28.530 [1]. These services are offered based on the operator network containing the network slice. Depending on the service offered, the communication service customer may impose on the network slice characteristics exposured, and can manage the network slice according to network slice characteristics exposed. 
The main objective of this key issue is to identify the security aspects of the network slice characteristics. The services or network slice characteristics identified in TS28.530 [1] include radio access technology, bandwidth, latency, reliability, guaranteed/non-guaranteed QoS, security level etc. However, other security relevant services or network characteristics have not been identified. For example, a service provided by a network slice instance is end-to-end, containing the Core Network part, the Access Network part and Transport part etc [1]. The user plane integrity protection or confidentiality protection of the communication services should be configurable. 
The second objective in this key issue is to identify the management functions that relevant to the security aspects are configurable so that these management functions are managible through the interface. 
The third objective is to standardize the security procedure involved. 

[bookmark: _Toc352074859][bookmark: _Toc494269866]5.X.2	Security threats
Different mobile operators may offer different security services. A communication service customer may require addtional security services not available for in the general services offered by the operator to other custermers. There could be a gap between the demand and supply, in terms of security services. 
If the security services are not identified and standarized, the customer would not be able to obtain the addtional security services for slices meeting their needs in a consistent way. 
If the potential security aspects in management are not identified, the customers may not be able to perform security management for their slices or the security solution for a specific security management servie may be poor. 
If the security services and negotiation procedure are not standardized, it would be costly for operators to provide these services. 

[bookmark: _Toc352074860][bookmark: _Toc494269867]5.X.3	Potential Security requirements		
· Network operators shall determine the security services/capabilities for a network slice instance.
· It shall be possible to configure or negotiate the network security capabilities for a slice instance through the Management Exposure Interface, under the control of operators 

***	END OF CHANGES	***

