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Decision/action requested

It is requested to endorse the proposals in the paper.
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Rationale

3.1
General
There are two solutions to protect the initial NAS message in TS 33.501[1]. In S3-173189[2], the contribution removes the hash-based mechanism for 6.7.2 without complete evaluation. So, this paper introduce the two solutions, makes a comparison, and proposes that retaining the hash-based mechanism in clause 6.7.2, and removing the mechanism from clause 6.4.6. 
Solution 1:
In clause 6.4.6 in TS 33.501[1], a solution to protect the initial NAS message (called solution 1) is introduced. The procedure is listed in figure 1.
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Figure 1 Protect the initial NAS message (solution 1)
The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. When UE has no NAS security context, the UE shall send a limited set of IEs including those needed to establish security in the initial message. In this case, the UE shall include the complete initial message (but may omit the IEs that were sent in the clear in step 1) in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the complete initial message integrity protected with the minimum set of IEs that are required to establish security in plaintext and all other IEs ciphered.
Solution 2:
In clause 6.7.2 in TS 33.501[1], a HASH-based method (called solution 2) has protected the first NAS message from being modified. The procedure is listed in figure 2. AMF computes a hash value HASHAMF of the received registration request message, and returns it in NAS Security Mode Command message. UE computes a hash value HASHUE of the delivered registration request message, and compares HASHAMF with HASHUE to judge whether the delivered registration request message has been modified. If yes, UE could resend the registration request message in NAS Security Mode Complete message.
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Figure 2 HASH-based solution (solution 2)
3.2
Evaluation

The contribution will evaluate these two solutions from 4 aspects: confidentiality requirement, detection of modification, influence on SA2 and performance overhead.
3.2.1
Confidentiality Requirement
In clause 4.2.2.2.1 in TS 23.502[3], Registration Request message includes registration type, SUPI or 5G-GUTI, last visited TAI (if available), Security parameters, NSSAI, UE 5GCN Capability, PDU session status, PDU session(s) to be re-activated, Follow on request, and MICO mode preference. 

There are just 2 sensitive IEs, i.e. SUPI and NSSAI. It is agreed that “SUPI will be protected by the home network’s public key”, so, its confidentiality could be addressed. In the SA3#88bis meeting, it is agreed that “NSSAI privacy (both in NAS and RRC layer) will not be a part of Phase 1”. 

Thus, there is no confidentiality requirement for the IEs in registration request message except SUPI in phase I, and the SUPI could be protected by the home network’s public key.

Observation 1: There is no confidentiality requirement for the IEs in registration request message except SUPI in phase I, and the SUPI could be protected by the home network’s public key.
For solution 1, the IEs sent in step 1 are in plaintext. The IEs include at least SUPI and UE security capability, and there is an EN “It is FFS which IEs can be sent in cleartext in initial messages, e.g. NSSAIs”, means that the more IEs may be sent in plaintext. So, solution 1 could not protect the IEs which has confidentiality requirement, e.g. SUPI.
For solution 2, it does not provide confidentiality protection of registration request message.

Thus, for confidentiality requirement, both solution 1 and solution 2 could not protect confidentiality of IE with confidentiality requirement (e.g. SUPI) in registration request message.  
Observation 2: For confidentiality requirement, both solution 1 and solution 2 could not protect confidentiality of IE with confidentiality requirement (e.g. SUPI) in registration request message.
3.2.2
Detection of modification
In E1.5.3 in TR 33.899[4], it is agreed that modification of uplink NAS messages sent before security activation shall be detectable in phase I.

For solution 1, when UE has no NAS security context, the complete registration request message (but may omit the IEs that were sent in the clear in step 1) will be sent in NAS Security Mode Complete message, which is ciphered and integrity protected. However, the IEs in step 1 are still sent in plaintext without any integrity protection. Consider that there is an EN “It is FFS which IEs can be sent in cleartext in initial messages, e.g. NSSAIs”, the more IEs may be added in unprotected initial message, and these IEs could be modified. But UE has no capability to detect the modification.
For solution 2, the HASHAMF and HASHUE are computed from the whole registration request message, and UE could compare the two hash value, so, the UE could detect the modification of all the IEs.
Thus, for detection of modification, solution 1 could not detect the modification of IEs in initial message, but solution 2 could detect the modification.
Observation 3: For detection of modification, solution 1 could not detect the modification of IEs in initial message, but solution 2 could detect the modification.
3.2.3
Influence on SA2
Firstly, in solution 1, the initial NAS message just includes a limited set of IEs of registration request message, that is different from normal registration request message, and it is conflict with the general registration procedure in clause 4.2.2.2.2 in TS 23.502[3]. 
Secondly, solution 1 also conflicts with registration with AMF relocation procedure in clause 4.2.2.2.3 in TS 23.502[3], the solution is listed in figure 3. The AMF could get the NSSAI sent by UE in the registration request message, and the NSSAI from UDM according to SUPI. AMF shall compare the two NSSAI, and select the allowed NSSAI. If the AMF cannot serve all the allowed NSSAI, AMF may send the initial NAS message to the appropriate target AMF selected by NSSF, and the target AMF may serve the UE who send the initial NAS message.
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Figure 3 Registration with AMF relocation
Combine the solution 1 and the registration with AMF relocation procedure, there is one problem: Step 2 in the registration procedure with AMF relocation has just included in 9a in figure 4.2.2.2.2-1 in 23.502[3], the step 9a is the authentication procedure, and the step 9b is NAS SMC procedure. When there is no 9b step, the solution 2 will fail. 
For solution 2, it is a legacy solution in LTE, and there is no additional change in TS 23.502[3].

Thus, for influence on SA2, the solution 1 has a huge change to recent SA2 standard which has been frozen but the solution 2 has no influence on SA2.

Observation 4: For influence on SA2, the solution 1 has a huge change in recent SA2 standard which has been frozen, but the solution 2 has no influence on SA2.
3.2.4 Performance
For solution 1, there are some abnormal cases, which may increase the overhead of the communication. For example, when UE has a security context, the UE will send the complete initial message integrity protected with the minimum set of IEs that are required to establish security in plaintext and all other IEs ciphered. When AMF fails to verify the integrity of the initial message or AMF has no security context, the AMF will trigger an authentication request procedure to the UE. At this time, the UE will always send the complete initial NAS message in the NAS Security Mode Complete message to the AMF no matter the initial NAS message is modified by an attacker or not, because the AMF could not get the ciphered IEs in the first message. 

But for solution 2, if the initial NAS message is not modified by an attacker, the UE will not send the complete initial NAS message to the AMF. Since attack is not always happened, it could save the overhead of the NAS Security Mode Complete message.  
Thus, for performance, in some abnormal cases, e.g. UE has a security context, but AMF fails to verify the MAC or AMF has no security context, the solution 1 has additional overhead on NAS Security Mode Complete message compared with solution 2.
Observation 5: For performance, in some abnormal cases, e.g. UE has a security context, but AMF fails to verify the MAC or AMF has no security context, the solution 1 has additional overhead on NAS Security Mode Complete message compared with solution 2.
3.3
Conclusion
Combine the observations above, both solution 1 and solution 2 could not protect the confidentiality of IEs with confidentiality requirement in registration request message. And solution 1 could not detect the modification of IEs in initial message, which is the interim agreement of SA3, but solution 2 could. In addition, solution 1 has huge change in SA2 standard, but solution 2 has no influence on SA2. Moreover, in some abnormal cases, e.g. UE has a security context, but AMF fails to verify the MAC or AMF has no security context, the solution 1 has additional overhead compared with solution 2. Thus, it is suggested to remove the solution 1 from the standard.
Proposal 1: Remove the solution 1 in clause 6.4.6 in TS 33.501[1].
4
Detailed proposal

SA3 is requested to endorse the following conclusions.

Observation 1: There is no confidentiality requirement for the IEs in registration request message except SUPI in phase I, and the SUPI could be protected by the home network’s public key.
Observation 2: For confidentiality requirement, both solution 1 and solution 2 could not protect confidentiality of IE with confidentiality requirement (e.g. SUPI) in registration request message.
Observation 2: For influence on SA2, the solution 1 may have a huge change in recent SA2 standard, but the solution 2 has no influence on SA2.
Observation 3: For detection of modification, solution 1 could not detect the modification of IEs in initial message, but solution 2 could detect the modification.
Observation 4: For influence on SA2, the solution 1 has a huge change in recent SA2 standard which has been frozen, but the solution 2 has no influence on SA2.
Observation 5: For performance, in some abnormal cases, e.g. UE has a security context, but AMF fails to verify the MAC or AMF has no security context, the solution 1 has additional overhead compared with solution 2.
Proposal 1: Remove the solution 1 in clause 6.4.6 in TS 33.501[1].
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10. Steps 11-21 of figure 4.2.2.2.2-1.
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2. Optionally step 4-9a of figure 4.2.2.2.2-1.
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