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1
Decision/action requested

It is requested to delete editor’s notes in cluase 5 of TR 33.843
2
References

[1]
3GPP TS 33.303 

[2]
3GPP TR 23.733
3
Rationale

Some editor’s notes are left in clause 5:
The editor’s note under clause 5 as below could be deleted as it is already fulfilled.
· Editor’s note: This clause will contain the key issues that need to be addressed by SA3. 
The editor’s note in subclause 5.3.4 could be deleted as it hasn’t been found a scenario that the IMSI of eRemote UE shall be shared between eRemote UE and eRelay UE in SA2 or RAN2
· Editor’s Note: It is FFS whether a scenario exists where there is sufficient trust between the eRemote-UE and eRelay-UE to allow sharing of the IMSI.

The editor’s note in subclause 5.4 could be deleted as well, as from the analysis of key issue on eRelay Discovery, it is aligned with the TS 33.303[2] with neccessary enhancement, e.g. discovery with trust relationship establishment to satisfy the scenario in [2]. So the proposed potential requirements for discovery in current specification includes the discovery requirements in [1], in another word, it is aligned with [1].  
· Editor’s Note: This clause needs to be aligned with TS 33.303[6]

4
Detailed proposal

*************** Start of 1st Change ****************
5
Key issues

5.1
Key Issue #1: Authorization for indirect 3GPP communication
5.1.1
Key Issue details

Based on the requirements of TS 22.278 [2], the following from TR 23.733[3] are considered:

-
How does the network authorise whether a UE can act as an eRelay-UE?

-
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?

In TS 33.303 [6] clause 6.1 security of authorization for ProSe Direct Discovery is described. In this clause the ProSe server is in charge of providing the service authorization It should be studied whether this case can work similarly a  3GPP network entity could also be possibly in charge of authentication and authorization, e.g. MME or ProSe  Function and may be involved for authorization( and authentication) when an eRemote UE accesses network through eRelay UE over PC5. 
*************** END of 1st Change ****************
*************** Start of 2nd Change ****************
5.3
Key Issue #3 – IMSI Privacy of eRemote-UE

5.3.1
Introduction

TR 23.733 [3] contains a number of solutions where the IMSI may be sent from the eRemote-UE to the eRelay-UE either as a result of the connection setup or for allowing the eRelay-UE to listen to paging messages on behalf of the eRemote-UE. This key issue deals with potential privacy issues of these identifiers.

5.3.2
Key Issue Details

In order to establish bearers to the network via an eRelay UE, an eRemote UE may have to perform an attach, TAU, or handover procedure. As a result, the eRemote-UE and eRelay-UE will have to share identifiers in order to let the network identify the two UEs involved in the indirect communication. Additionally, the eRemote-UE may share its IMSI with the eRelay-UE after connection setup in order to allow the eRelay-UE to forward paging messages. Depending on the identifier used, revealing these may constitute a privacy problem.

The TR 23.733 contains 10 solutions where identifiers are exchanged for the purpose of setting up or switching to the indirect connection. In addition, TR 23.733 contains one solution for paging. Depending on the solution, the identifiers that are exchanged (or sent via eRemote or eRelay-UE) are for example the following:

-
GUTI, S-TMSI;

-
IMSI;

-
C-RNTI;

-
eProSe Discovery ID;

Of these identifiers, the GUTI, S-TMSI, C-RNTI and eProSe Discovery ID are meant to be sent in the clear and have a temporary nature. The IMSI, however, is not meant to be revealed and may have to be protected. The IMSI is sent from the eRemote-UE to the eRelay-UE the following cases:

1.
When the eRemote-UE performs an initial attach via the eRelay-UE; 

2.
When a TAU, NAS Service Request, or GUTI attach results in an error from the network and an identity request;

3.
When the eRemote-UE and eRelay-UE have set up a connection and the IMSI is forwarded to the eRelay-UE to enable IMSI-paging for the eRemote-UE.

· It should be noted that the case 2 can also be done by a malicious eRelay-UE. Furthermore, the case 3 describes the situation where the eRelay-UE and the eRemote-UE have already established a connection and the eRemote-UE forwards its IMSI to the eRelay-UE so that it can listen to paging messages on its behalf.

· Concluding, some procedures and functionality may require that the eRemote-UE may send its IMSI to the eRelay-UE which may constitute a privacy problem.

5.3.3
Security Threats

Revealing eRemote-UE's the IMSI to the eRelay-UE is a breach of the user’s privacy.

5.3.4 Potential Security Requirements
· The IMSI of the eRemote UE shall never be sent to the network via the eRelay-UE in clear text;

· The IMSI of the eRemote-UE shall not be shared with the eRelay-UE for IMSI paging.


*************** END of 2nd Change ****************
*************** Start of 3rd Change ****************
5.4       Key Issues #4 on discovery

5.4.1
Key Issue details

In TS 33.303[6], the UE-to-Network Relay Discovery has been defined for Public Safety Service. There are two models of relay discovery: model A and model B. The parameters used for two model of discovery are configured by PKMF. Using configured parameters the Remote UE could discovery the nearby Relay UE which provides the desired relay service. It is noted that in R14 eRelay discovery, eRemote UE could also be provisioned with information which assists eRelay discovery e.g. preference. Compared to the Relay discovery defined in TS 33.303[6], a requirement has been proposed:

The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.
The eRemote UE and eRelay UE support pairing procedure to establish security association based on which eRemote UE could discovery eRelay UE and setup connectivity.

Based on the above analyses, the solution of Public Safety discovery in TS 33.303[6] may not be sufficient, as the existing Relay discovery solution doesn’t address how the eRemote UE discovery an eRelay UE upon paired. From this point of view, two types of discovery for eRelay discovery is proposed in TR 23.733[2]. The former one is used when no trust relationship is setup and the eRelay permits discovered by any eRemote UE, while the latter one is used when eRemote UE and eRelay UE has been paired and a trust relationship has been setup, only the authorized eRemote UE could discover eRelay UE. Both model A and model B are support for each type of discovery.

From perspective of security, no matter which type of discovery the broadcasted discovery message needs integrity protection. In addition for the restricted discovery, the discovery message also needs confidentiality and replay protection, in this way only permitted eRemote UE could discover eRelay and that the discovery message would not be replayed at a later time.

*************** END of 3rd Change ****************
