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1
Decision/action requested

SA3 is kindly requested to agree to the proposal to send an LS to SA2 with the statements as included in this discussion document.
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Rationale

In the SA2 technical report on REAR [2], there are a number of places where it is mentioned that the application of PC-5 security awaits answer from SA3. As far as we could find, SA3 has never answered SA2 about whether SA3 finds that PC-5 security is necessary. In this paper, we present our analysis and conclusions about whether PC-5 security is necessary or not based on SA3’s requirements and on the solutions that are selected by SA2 for normative work.
3.1
Requirements for PC-5 security.
The reasons for protecting the PC-5 interface between the eRemote-UE and the eRelay-UE would be that a there is communication between the eRemote-UE and the eRelay-UE. As far as user plane goes, this is never the case, because the user plane of the eRemote-UE and the eRelay-UE both terminate in the eNB and are protected by the PDCP layer. As far as control plane goes the same applies for control plane traffic that goes between the eRemote-UE and the network and between the eRelay-UE and the network. Only if there would be additional control plane traffic exchanged between the eRelay-UE and the eRemote-UE, would PC-5 security be an option. So far, SA3 has not identified in any of its key issues in TR 33.843 that this is the case.
3.2
Security Analysis of SA2 solutions

3.2.1
Introduction
As described above, a potential reason for requiring PC-5 security is that there is traffic exchanged between the eRelay-UE and the eRemote-UE. In order to see whether SA3 might have missed potential security requirements, we analysed the solutions that were picked by SA2 to see whether there is such traffic. Below, we present our findings:

-
Solution 6.1.5 contains no eRemote-UE to eRelay-UE signalling traffic or vice versa, apart from the INDIRECT_COMMUNICATION_REQUEST and RESPONSE that serve to setup the relay and which are encapsulated and decapsulated messages to and from the network. These request and response messages are similar to the Direct_Communication_Request messages (the names of the messages are different between Layer-3 and Layer-2 relays) which were left unprotected as well.
-
Solution 6.2.1 is about discovery and therefore will before any potential setup of PC-5 Security.
-
Solution 6.3.1 is about sending a NAS Service request without having to set up PC-5 Security. The question of SA2 comes from this solution. Obviously no set up of PC-5 security is required by this solution by design.

-
Solution 6.4.1 is about QoS and SA2’s decision is not to change anything in this area.

-
Solutions 6.5.2 and 6.5.5 are about handovers and path switches and largely depends on legacy procedures. There is one message exchanged, namely, release of side path between eRelay-UE and eRemote-UE in clause 6.5.2.1.3.2 and in clause 6.5.2.1.3.4. This message remains unspecified.
- 
Solution 6.6.2 is about forwarding the relevant paging messages by the eRelay-UE to the eRemote-UE. For this reason, the eRelay-UE receives the identity and paging occasions from the eRemote-UE so that it can monitor on the eRemote-UE’s behalf.
Concluding there are three messages exchanged between the eRemote-UE and the eRelay-UE that need further investigation with respect to security.
3.2.2
Security Analysis of messages

The INDIRECT_COMMUNICTION_REQUEST is left unspecified by SA2, but based on the TS 23.303 we can figure that it will contain some sort of identifier of the eRemote-UE. However, confidentiality protection using PC-5 security of this message is unlikely since it serves as a pointer to a security context, if there would have been one. Our conclusion is that this message does not need any protection, apart from specifying which identifiers are allowed and are not allowed to be sent in this message.
The connection release messages in solutions 6.2.5 and 6.5.5 are messages that are not strictly necessary. By the time they are sent, the network has already reconfigured the RRC for both the eRemote-UE and the eRelay-UE. From a security point-of-view, a potential attack related to unprotected connection release messages would be that an attacker keeps releasing any relayed connection that it sees. There are two mitigating measures, one would be to let the eRemote-UE take the message for granted as a confirmation that the connection has been released and not mandate any action following the receipt of such a message. Another mitigating measure is to leave the message out; it reduces the attack surface without causing any degration in service or state machines.

The message exchange in solution 6.6.2 contains identifiers of eRemote-UE. This message will need confidentiality protection if the eRemote-UE sends its IMSI (which is something it shouldn’t do according to TR 33.843), but may be left unprotected if the eRemote-UE sends its GUTI, since that one is meant to go over the air unprotected. In the last case, we see no reason to further protect this message from a security point-of-view.
3.3 Conclusions

Our conclusion is that there is no need to setup PC-5 security for:

-
User plane between eRemote-UE and eRelay-UE, since there is no user plane traffic from the eRemote-UE that terminates in the eRelay-UE and therefore PDCP security between eRemote-UE and eNB will suffice.

-
Control plane between the eRemote-UE and the eRelay-UE since the control plane either terminates in the network and is therefore protected using existing mechanisms, and because the messages exchanged between the eRemote-UE and the eRelay-UE during setup and tear down of the connection either are unnecessary or should not contain any sensitive information.
4
Detailed proposal

We propose that SA3 sends an LS to SA2 saying that PC-5 security does not have to be set up for REAR.
