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Rationale
In the SA2 specification TS 23.502, there are two messages (as far as we could find) where the UE provides an identity to the network, where this identity could be the SUPI. The messages are the Identity Response and the Registration Request.

The Identity Request procedure defined by SA2 is a procedure to obtain a number of identifiers from the UE, among which is the SUPI. Since an Identity Request can always be sent (as seen from the UE), it is a vulnerable procedure from a security point of view. The response to the Identity Request is the Identity Response, which according to SA2 specifications can contain the SUPI or the SUCI amongst other identifiers. However, the specifications are not always consistent in their usage of SUPI and SUCI, which we will discuss below.
The Registration Request message is send by the UE to register with the network. The Registration Request contains the temporary identifier 5G-GUTI, but can also contain the SUPI or SUCI under specific circumstances. Also here, SA2 specifications are not always consistent in their usage of SUPI and SUCI.
The circumstances under which the Registration Request can contain the SUCI are the following:

1.
General Registration procedure according to clause 4.2.2.2.1. This procedure applies to Initial Registration, Mobility Registration Update, Periodic Registration Update, Emergency Registration, and when the UE needs to update its capabilities or protocol parameters that were negotiated in the Registration procedure. During initial registration, the PEI (IMEISV) may also be requested obtained from the UE. According to TS 23.502 the SUPI is included in the Registration Request when:
a)
No home public key is configured and the UE does not have a valid 5G-GUTI;
b)
The UE registers for Emergency Services and does not have a valid 5G-GUTI;
c)
The UE has received an Update Configuration Command before indicating that the 5G-GUTI is no longer valid.
d)
The UE registers for untrusted non-3GPP access according to clause 4.11.3.1 and 4.11.4.1.

The circumstances under which the Identity Response contains the SUPI according to SA2 specifications are the following:

2.
Interworking with EPS according to clause 4.11.2.2. In case the mapped 4G-GUTI is unknown and the MME does not support N26 signalling, the MME will send an Identity Request according to initial attach and the UE shall respond with the IMSI.
3.
Interworking with EPS according to clause 4.11.2.3. In case the mapped 5G-GUTI is unknown and the AMF does not support interworking procedures, the AMF will send an Identity Request according to initial attach and the UE shall respond with the SUPI.

With respect to the General Registration procedure, SA3 has dealt with initial registration and agreed that a SUCI can be used according to 1.a). With respect to 1.b) no agreement has yet been reached and 1.c) has been out of scope for SA3 until now. One of the usages of the Configuration Update Command is to signal the invalidity of the 5G-GUTI, upon which the UE responds with an Initial Registration request with a SUPI. As far as we can tell, the invalidation of the 5G-GUTI will imply that also the NAS security context is lost, which would mean that there is no means available to protect the SUPI, and therefore the SUCI should be used in this case. The case 1.d) seems to be a mistake by SA2 since it is an initial registration, which could be performed using a SUCI. We propose to send an LS to SA2 to clarify this issue and make SA2 aware that the SUCI should be used.
With respect to point 2, there is little SA3 can do. The procedures are EPS-based, and so no changes are foreseen.
With respect to point 3, SA3 should note that if the GUTI isn’t known, the security context is also unknown. Point 3 should therefore be a reason for concern. We propose that we send an LS to SA2 to request SA2 to send the SUCI instead of the SUPI.

Proposed Actions:
-
Reach agreement on sending null-SUCI when registering for unauthenticated Emergency Services only;

-
Send an LS to SA2 to replace SUPI with SUCI in the Registration Request whenever the Configuration Update Command is used to invalidate the 5G-GUTI and to ask SA2 to replace the SUPI with SUCI in interworking scenario EPS to 5GS. An LS is provided in S3-180058 [2];
-
Add the Subscription identification procedure to our own specifications, indicating that the SUCI will be used in the Identity Response whenever there is no NAS Security Context and the SUPI is requested, except for those cases where the UE registers for unauthenticated Emergency Services when a null-SUCI will be used. A pCR is included in companion contribution S3-180059 [3].
4.
Background information

The following figure shows where the Registration Request is (1), and the Identity Request and Response (6, 7 and 11). It should be noted that 11 is for obtaining the PEI and messages 6 and 7 are used for obtaining the subscription identifier.
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