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1	Decision/action requested
As discussed in SA3 conference call on 10th Jan, S3-180014 is supposed to be used as the baseline for pCRs for clause 9 “Security handling in mobility” at SA3#90 in Gothenburg. 
This is the clean version of S3-180014.
[bookmark: _GoBack]For rationale and track changed version of S3-180014, please see the rm-version in the same zip file. 
2	Rationale
3GPP TS 33.501 underwent restructuring resulting in the version 0.6.0. Regarding mobility, there were still some restructuring tasks remaining mainly to remove and merge duplicate or redundant clause and text. This pCR provides the needed changes. 
3	Detailed proposal
[bookmark: _Toc462325919]*** BEGIN CHANGES ***
[bookmark: _Toc501107169][bookmark: _Toc501370051][bookmark: _Toc501741939]6.9	Security handling in mobility
[bookmark: _Toc501107170][bookmark: _Toc501370052][bookmark: _Toc501741940]6.9.1	General 
Editor’s Note: The use of KSEAF in 4G-5G interworking is ffs and may impact this clause.

[bookmark: _Toc501107176][bookmark: _Toc501370058][bookmark: _Toc501741945]6.9.2	Key handling in handover
Editor’s Note: This clause is meant to contain, among other things, content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that need to be considered in handover.
[bookmark: _Toc501107177][bookmark: _Toc501370059][bookmark: _Toc501741946]6.9.2.1	General
[bookmark: _Toc501107178][bookmark: _Toc501370060][bookmark: _Toc501741947]6.9.2.1.1	Access stratum
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.1.1, which is about key handling in access stratum in handover. 
The general principle of key handling for KgNB*/NH at handovers is depicted in Figure 6.9.2.1.1-1.


Figure 6.9.2.1.1-1 Model for the handover key chaining
The following is an outline of the key handling model to clarify the intended structure of the key derivations. The detailed specification is provided in subclauses 6.9.2.2 and 6.9.2.3.
Whenever an initial AS security context needs to be established between UE and gNB, AMF and the UE shall derive a KgNB and a Next Hop parameter (NH). The KgNB and the NH are derived from the KAMF. A NH Chaining Counter (NCC) is associated with each KgNB and NH parameter. Every KgNB is associated with the NCC corresponding to the NH value from which it was derived. At initial setup, the KgNB is derived directly from KAMF, and is then considered to be associated with a virtual NH parameter with NCC value equal to zero. At initial setup, the derived NH value is associated with the NCC value one.
NOTE 1:	At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing vertical key derivation.
Whether the AMF sends the KgNB key or the {NH, NCC} pair to the serving gNB is described in detail in subclauses 6.9.2.2 and 6.9.2.3. The AMF shall not send the NH value to gNB at the initial connection setup. The gNB shall initialize the NCC value to zero after receiving S1-AP Initial Context Setup Request message.
NOTE 2:	Since the AMF does not send the NH value to gNB at the initial connection setup, the NH value associated with the NCC value one can not be used in the next Xn handover or the next intra-gNB handover, for the next Xn handover or the next intra-gNB handover the horizontal key derivation (see Figure 6.9.2.1.1-1) will apply.
NOTE 3:	One of the rules specified for the AMF in subclause 6.9.2.3.3 of this specification states that the AMF always computes a fresh {NH, NCC} pair that is given to the target gNB. An implication of this is that the first {NH, NCC} pair will never be used to derive a KgNB. It only serves as an initial value for the NH chain. 
The UE and the gNB use the KgNB to secure the communication between each other. On handovers, the basis for the KgNB that will be used between the UE and the target gNB, called KgNB*, is derived from either the currently active KgNB or from the NH parameter. If KgNB* is derived from the currently active KgNB this is referred to as a horizontal key derivation (see Figure 6.9.2.1.1-1) and if the KgNB* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 6.9.2.1.1-1). 
As NH parameters are only computable by the UE and the AMF, it is arranged so that NH parameters are provided to gNBs from the AMF in such a way that forward security can be achieved.
Editor's Note: Key chaining model is FFS.
On handovers with vertical key derivation the NH is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB. On handovers with horizontal key derivation the currently active KgNB is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB.
[bookmark: _Toc501107179][bookmark: _Toc501370061][bookmark: _Toc501741948]6.9.2.1.2	Non access stratum
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.1.2, which is about NAS aspects that needs to be considered in handover.
Editor’s Note: Assignemnt of ngKSI is FFS.
NAS aspects that need to be considered are possible KAMF change and possible NAS algorithm change at AMF change that could occur at a handover. At a gNB handover with AMF relocation, there is the possibility that the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target AMF re-derives the NAS keys from the existing KAMF (if unchanged) and derives the NAS keys from the new KAMF (if changed) using the NAS algorithm identities and NAS algorithm types as input to the NAS key derivation functions (see clause <Annex>) and sends NAS SMC. When the KAMF has not changed, all inputs, in particular the KAMF, will be the same in the re-derivation except for the NAS algorithm identity. When the KAMF has changed, new NAS keys are derived irrespective of change in NAS algorithms.
In case the target AMF decides to use NAS algorithms different from the ones used by the source AMF, a NAS SMC including ngKSI (new or current value depending on whether primary authentication was run or not) shall be sent from the AMF to the UE.
This NAS Key and algorithm handling also applies to other AMF changes e.g. Registration procedure with AMF changes.
NOTE:	It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have Xn or N2 handovers for a particular gNB according to the security characteristics of a particular gNB.
[bookmark: _Toc501107180][bookmark: _Toc501370062][bookmark: _Toc501741949]6.9.2.2	Key derivations for context modification procedure 
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.3, which is about key derivations for context modification procedure.
Editor’s Note: It is FFS if this Clause should be merged with Clause 6.9.6.4.
As outlined in subclause 6.9.2.1, whenever a fresh KgNB is calculated from the KAMF (as described in Annex <TBD>), the AMF shall transfer the KgNB to the serving gNB in a message modifying the security context in the gNB. The AMF and the UE shall compute the fresh KgNB as described in Annex <TBD> according to the rules in Clause 6.9.6.4. An NCC value 0 is associated with the fresh KgNB. From the fresh KgNB, the gNB and the UE shall compute the KgNB* and then use the computed KgNB* as the KgNB as described in Clause 6.9.6.4.
[bookmark: _Toc501107181][bookmark: _Toc501370063][bookmark: _Toc501741950]6.9.2.3		Key derivations during handover
Editor's Note: This subclause is meant to contain contents corresponding to TS 33.401 [10], subclause 7.2.8.4, which is about key derivations during handover.
[bookmark: _Toc501107182][bookmark: _Toc501370064][bookmark: _Toc501741951]6.9.2.3.1	Intra-gNB-CU handover
At an intra-gNB-CU handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. 
If the current KgNB is to be changed,  the gNB and the UE shall derive a KgNB* as in Annex <TBD> using target PCI, its frequency ARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KgNB* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KgNB* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KgNB* derivation to UE in HO Command message. The gNB and the UE shall use the KgNB* as the KgNB, after handover.
If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover.
[bookmark: _Toc501107183][bookmark: _Toc501370065][bookmark: _Toc501741952]6.9.2.3.2	Xn-handover
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.2, which is about Xn-handover.
Editor’s Note: LS will be sent to RAN3 (To) and RAN2 (Cc) asking to check the content in this clause 6.9.2.3.2 from RAN3's perspective. The content may change if needed, depending upon reply LS.
As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex <TBD>.
Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 
When the target gNB has completed the handover signaling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex <TBD>. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 
If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex <TBD>. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall in this case set the value of keyChangeIndicator field to true in further handovers. The gNB should in this case perform an intra-gNB handover immediately and send appropriate response to the AMF. 
NOTE:	Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB knows the target gNB keys. The target gNB can immediately initiate an intra-gNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.
[bookmark: _Toc501107184][bookmark: _Toc501370066][bookmark: _Toc501741953]6.9.2.3.3	N2-Handover

[bookmark: _Hlk503362979]Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.3, which is about N2-handover.
Editor's Note: This clause should contain relevant aspects related to AMF change with and without AMF set change. Especially the aspects of the source AMF deriving a new KAMF during N2-Handover with AMF set change need to be covered. 
Upon reception of the HANDOVER REQUIRED message, the source AMF shall derive KAMF as defined in clause 6.9.3 (in case of N2-Handover with AMF set change) and increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex <TBD>. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the N14 FORWARD RELOCATION REQUEST message. The N14 FORWARD RELOCATION REQUEST message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 
If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the N14 FORWARD RELOCATION REQUEST message shall in addition contain a NSCI (New Security Context Indicator) meaning that the sent KAMF is a new one. The source AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex <TBD>. The source AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the source AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the fresh {NH, NCC} pair to be sent in the N14 FORWARD RELOCATION REQUEST message. The N14FORWARD RELOCATION REQUEST message shall in addition contain the KAMF.
NOTE 1:	Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the N14 FORWARD RELOCATION REQUEST message in 5G does not contain data and meta-data related to old 5G security context.
The target AMF shall store locally the KAMF and {NH, NCC} pair received from the source AMF. The target AMF shall then send the received {NH, NCC} pair and NSCI, if such was also received, to the target gNB within the NGAP HANDOVER REQUEST message. The received NSCI indicates to the target AMF that the received NH is to be treated as initial KgNB.
Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex <TBD> with the fresh {NH, NCC} pair in the NGAP HANDOVER REQUEST and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the NSCI, it shall set the keyChangeIndicator field in the HO Command message to true.
NOTE 2:	The source AMF may be the same as the target AMF in the description in this subclause. If so the single AMF performs the roles of both the source and target AMF, i.e. the AMF calculates and stores the fresh {NH, NCC} pair and NSCI if required and sends this to the target gNB. In this case, actions related to N14 messages are handled internally in the single AMF.
For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used by in the source cell are provided to the target gNB so that it can decipher and integrity verify the RRCConnectionReestablishmentComplete message on SRB1 in the potential RRC Connection Re-establishment procedure.

[bookmark: _Toc501107188][bookmark: _Toc501370070][bookmark: _Toc501741956]6.9.2.3.6	UE handling
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.4, which is about UE handling in handover.
The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.
If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>. 
If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex <TBD> iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>.
The UE shall use the KgNB* as the KgNB when communicating with the target gNB.
NOTE:	Clause 6.9.6.4 describes the UE handling related to key derivation when keyChangeIndicator in the HO command is true.
[bookmark: _Toc501107189][bookmark: _Toc501370071][bookmark: _Toc501741957]6.9.3	 Key handling in mobility registration update
Editor’s Note: Information flows for re-registrations and registration area updates are described here. Work on this subclause needs to take into account TS 33.401, clauses 6.1.4 and 6.1.5.
NOTE: Security handling in AMF relocation (with and without AMF set change) is common to both idle-mode mobility and handover. 
Editor’s Note: This clause should contain relevant aspects related to AMF change with and without AMF set change.
Within an AMF set, the 5G security context is stored in the UDSF. No key derivations are performed when a UE is assigned a different AMF from the same AMF set, as identified by the AMF SET ID. 
KSEAF shall not be stored in the UDSF.
Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context.
KSEAF shall not be forwarded to another AMF set. 
Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS.
A key KAMF shall not be forwarded to another AMF set. Rather, the old AMF shall generate a derived KAMF and transfer it to the AMF in the other AMF set. The key derivation is specified in Annex A.
Editor’s Note: In particular, it needs to be decided how non-current 5G contexts should be handled. Note that non-current 5G contexts could have been current, hence in use earlier; therefore, non-current 5G contexts cannot be transferred as such without breaking backward security
Then the new AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the old AMF. 
When the new AMF decides to use the key directly, it shall send UE the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying KAMF to establish a new NAS security context between the UE and new AMF. 
NOTE 1:	When only backward security is needed, the new AMF can directly use the new key received from the old AMF. 
When the new AMF decides not to use the KAMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 
NOTE 2:	When the old AMF is located in an exposed location, and the new AMF does not want to use the KAMF derived from the old AMF since a compromise of the old AMF potentially risks the security of the new AMF, the new AMF can perform a re-authentication procedure.
[bookmark: _Toc501107190][bookmark: _Toc501370072][bookmark: _Toc501741958]6.9.4	Key-change-on-the-fly
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9, which is about key-change-on-the-fly.
[bookmark: _Toc501107191][bookmark: _Toc501370073][bookmark: _Toc501741959]6.9.4.1	General
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.1, which is about general information related to key-change-on-the-fly.
Key change on-the-fly consists of key refresh or key re-keying.
Key refresh shall be possible for KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int and shall be initiated by the gNB when a PDCP COUNTs are about to be re-used with the same Radio Bearer identity and with the same KgNB. The procedure is described in Clause 8.3.1.4.3.
Key re-keying shall be possible for the KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int. This re-keying shall be initiated by the AMF when a 5G AS security context different from the currently active one shall be activated. The procedures for doing this are described in Clause 8.3.1.4.2.
AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KgNB refresh (performed when PDCP COUNTs are about to wrap around), KgNB re-keying performed after an AKA run, activation of a native context after handover from E-UTRAN.
Editor's note: Following NAS key related text are adapted from TS 33.401 and kept here for completeness and to not miss them out. It is FFS whether they need updating according to the agreements in SA3 and whether to move them to Clause 6.5.
Key re-keying shall be possible for KNAS-enc and KNAS-int. Re-keying of KNAS-enc and KNAS-int shall be initiated by the AMF when a 5G NAS security context different from the currently active one shall be activated. The procedures for doing this are described in Clause 7.2.9.4. 
Re-keying of the entire 5G key hierarchy including KAMF shall be achieved by first re-keying KAMF, then KNAS-enc and KNAS-int, followed by re-keying of the KgNB and derived keys. For NAS key change on-the-fly, activation of NAS keys is accomplished by a NAS SMC procedure.
[bookmark: _Toc501107192][bookmark: _Toc501370074][bookmark: _Toc501741960]6.9.4.2	NAS key re-keying
Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.4, which is about KAMF re-keying.
Editor's note: It is FFS whether this clause need updating according to the agreements in SA3 related to NAS keys (e.g., number of NAS keys, number of NAS SMCs, horizontal derivation of KAMF, etc.).
After a primary authentication has taken place, new NAS keys from a new KAMF shall be derived, according to Annex <TBD>. 
To re-activate a non-current full native 5G security context after handover from E-UTRAN the UE and the AMF take the NAS keys into use by running a NAS SMC procedure according to Clause 6.7.2.
AMF shall activate fresh NAS keys from a primary authentication run or activate native security context, which has a sufficiently low NAS COUNT values, before the NAS uplink or downlink COUNT wraps around with the current security context.

[bookmark: _Toc501107193][bookmark: _Toc501370075][bookmark: _Toc501741961]6.9.4.3	NAS key refresh
Editor’s Note: This clause is meant to contain content about KAMF refresh. Scenarios for KAMF refresh are FFS.
[bookmark: _Toc501107194][bookmark: _Toc501370076][bookmark: _Toc501741962]6.9.4.4	AS key re-keying
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.2, which is about KeNB re-keying.
Editor's Note: Necessary changes in this Clause 8.3.1.4.2 will be done to reflect the Clause 8.3.1.
Editor's Note: It is FFS whether the types and states of security contexts are named differently than in LTE.
The KgNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 
-	after a successful AKA run with the UE as part of  activating a partial native 5G security context; or
-	as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to Clauses <TBD>; or
-	to create a new KgNB from the current KAMF.
NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 
In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE.  In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex <TBD> using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB to perform the AS key re-keying. The gNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. 
When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex <TBD> using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message.
From this temporary KgNB the UE shall derive the KgNB* as normal (see Annex <TBD>). The gNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KgNB* derivations. From this step onwards, the key derivations continue as in a normal handover.
If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used.
The NH parameter shall be handled according to the following rules: 
-	The UE, AMF, and gNB shall delete any old NH upon completion of the context modification.
-	The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the N14 FORWARD RELOCATION REQUEST, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to Clauses 8.3.1.3.2 and 8.3.1.3.3.
[bookmark: _Toc501107195][bookmark: _Toc501370077][bookmark: _Toc501741963]6.9.4.5	AS key refresh
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.9.3, which is about KeNB refresh.
This procedure is based on an intra-cell handover. The KgNB chaining that is performed during a handover ensures that the KgNB is re-freshed with respect to the RRC and UP COUNT after the procedure.
[bookmark: _Toc501107196][bookmark: _Toc501370078][bookmark: _Toc501741964]6.9.5	Rules on Concurrent Running of Security Procedures
Editor’s Note: The rules are referenced here only as far as the NAS layer is concerned. Work on this subclause needs to take into account TS 33.401, clause 7.2.10, steps 8 and 9. Note that forwarding an old KAMF unchanged defeats backward security. A possible solution, for phase 1 without stand-alone SEAF, is forwarding only one or more NH, NCC pairs based on the old KAMF as only these will be needed by the new AMF. This solution assumes that the new KAMF can be taken into use after only a few handovers.
*** END OF CHANGES ***
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