3GPP TSG SA WG3 (Security) Meeting #90	S3-180010
22 - 26 January 2018; Gothenburg SE  		revision of S3-13abcd
	
Source:	InterDigital
Title:	Discussion Paper on the need and ways to make SUPI protection opaque to IMSI sniffers
Document for:	Discussion
Agenda Item:	7.2.14.2 SUCI and Schemes
Work Item / Release:	5GS_Ph1-SEC
This contribution provides background information for the use of Format Preserving Encryption for SUPI protection and for the need to make it opaque to IMSI sniffers. 
S3-180011 and S3-180069 contain PCRs corresponding to this DP.

1. Problem
[bookmark: _Toc346872290]An OTA passive attacker or observer (e.g., IMSI Sniffer) may be able to identify and track a 3GPP subscriber based on the SUPI identifier broadcast during for example a registration procedure. The attacker may also be able to determine whether the message information element carrying SUPI over the air is either a protected SUCI form (confidentiality protected) or in cleartext form using a null-scheme. Such an observer will be able to make a determination regarding the nature of communications (i.e., encrypted SUPI or cleartext SUPI) based on the detected pattern of SUPI exchange.
It is highly desirable to perform confidentiality protection or a transformation on the clear text representation of the SUPI in such a way that the resulting protected form of the SUPI will not be discernible from a clear text form of the SUPI to an observer. Note that the SUPI in IMSI form is numeric only, encoded as a Binary Code Decimal (BCD) numeric value, while the SUPI in Network Access Identifier (NAI) form is an alpha-numeric value. When SUPI is encrypted to create SUCI, the resulting encoded format will look distinctively different from the original numeric or alpha-numeric clear text form of the MSIN or NAI. An observer is, therefore, able to recognize a SUPI transmitted in clear text form vs. a SUCI transmitted in encrypted form.
There may be occasions when a UE may transmit its SUCI in the clear. Transmission of the SUCI in the clear may reveal to an observer the UE’s to target for an IMSI catcher attack. Therefore, it is desirable to protect those UE’s communicating their SUCI in the clear. 
The following use case can be derived from the above description.
An IMSI Sniffer (either a passive or an active attacker) can filter siphoned over the air SUCIs (encrypted permanent identities) from SUPIs (real, clear text permanent identities). Since an IMSI Sniffer attack is based on the value of SUPIs, such filtering of SUCIs preserves the value of sniffed SUPIs and minimally affects the cost of an attack. To counteract such an attack and lower the confidence in the value of sniffed SUPIs, the UE and the HPMN should be able to transmit a SUCI in such a way that a SUCI is indistinguishable from a SUPI to an IMSI Sniffer.
During the 3GPP SA3#89 meeting in Reno, it was noted by a number of companies that the ability to detect the mere fact of SUPI being cyphered by an OTA attacker (e.g., IMSI sniffer) represents a major problem with the current SUPI protection mechanism.
[bookmark: _GoBack]In addition, during SA3#89, it was agreed that the serving network should not be allowed to change the UE behaviour by requesting to use null-SUCI if the UE has sent a registration request with non-null SUCI. To change the UE behaviour, the serving network has to be aware of the UE using non-null-SUCI. If, for the serving network, the registration request with non-null-SUCI is indiscernible from the registration request with null-SUCI, the serving network will be unable to demand any behaviour change from the UE based on the type of the identity used. 
2. Background
2.1 [bookmark: _Toc502305497][bookmark: _Toc503114281]Introduction
For Phase 1 of 5G standardization, 3GPP SA3 decided to protect Subscription Permanent Identifier (SUPI) against privacy attacks. The resulting Subscription Concealed Identifier (SUCI), its derivation and its use are described in 3GPP TS 33.501. TS 33.501 describes the use of SUCI in the following way.
Section 3.1 provides a definition of SUCI as The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.
Section 5.1.5 provides general requirements for subscriber privacy in the following way
· The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).
· The UE shall support at least one privacy-preserving mechanism.
· The home network public key shall be stored on the tamper resistant secure hardware component. 
· The UE shall support the null-scheme.
· If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.
· Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.
· In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
· Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 
· Subscriber privacy enablement shall be under the control of the home network of the subscriber.
Section 6.12.1describes specific conditions for the use of SUPI vs. SUCI	
· In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI as defined in 3GPP TS 23.501. The SUCI is a privacy preserving identifier containing the concealed SUPI. 
- The UE shall include a SUCI only to the following 5G NAS messages:
-	If the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message. 
	- The UE shall never generate a SUCI using "null-scheme" with the following exceptions:
-	If the UE is making an unauthenticated emergency session and it does not have a 5G-GUTI to the chosen PLMN. 
-	If the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate a SUCI using "null-scheme".
- 	If the home network has not provisioned the public key needed to generate a SUCI. 
Section 6.12.2 describes 	Subscription concealed identifier
The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 
The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.
The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).
The UE shall construct the SUCI consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.
Annex C provides descriptions of  Null-scheme as follows  
· The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.
· When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 
The same Annex C gives a description of the ECIES use for concealment of the SUPI. It describes processing on UE side and home network side in Sections C.3.2 and C.3.3. 
2.2 [bookmark: _MON_1142153248][bookmark: _MON_1142153996][bookmark: _MON_1142165284][bookmark: _MON_1142165379][bookmark: _MON_1147789679][bookmark: _MON_1147789707][bookmark: _MON_1147794013][bookmark: _MON_1204355259][bookmark: _MON_1204355010][bookmark: _MON_1204355030][bookmark: _MON_1179304813][bookmark: _Toc503114282]Format-Preserving Encryption (FPE) Algorithms
Typical encryption schemes transform an input into an encrypted output. A consequence of such an operation is often to also transform the input data characteristics in terms of alphabet type and size and size of data into a format that doesn’t resemble the input data characteristics. For example, a 9-digit BCD input (333333333) encrypted using a 128-bit encryption Key (‘1 followed by 127 0’s) using an AES encryption operation is (“f7Q+khuoBh3OGxdAJEOdlg==”). The operation was carried out using a web-based encryption application (source: https://aesencryption.net). It can be observed that even though the input is a 9-digit binary coded decimal value, the output has a very little resemblance to the input.
There are many ways of preserving the format of an encrypted output relative to the format of the clear text input. Format-Preserving Encryption (FPE) has been studied as a data-type preserving encryption, where for example, protection of Social Security Numbers (SSN), which are 9-digit decimal strings was required to be encrypted and stored. The challenge was that the encryption of the SSN generally produced encrypted SSNs that did not resemble decimal digits. NIST [2] describes Format-Preserving Encryption (FPE) is designed for data that is not necessarily binary. In particular, given any finite set of symbols, like the decimal numerals, a method for FPE transforms data that is formatted as a sequence of the symbols in such a way that the encrypted form of the data has the same format, including the length, as the original data. Thus, an FPE encrypted SSN would be a sequence of nine decimal digits.
At the core of the FPE is a block-cipher (e.g., AES) that operates in various modes and based on NIST recommendation [1], currently, AES is the cipher of choice for format preserving Fiestel-based encryption scheme. This scheme is capable of supporting the following key sizes: 128, 192 and 256 bits. Three modes of operation are recommended: FF1, FF2, and FF3. There has not been any theoretically successful attack against FF1, whereas FF2 and FF3 have been shown to be inadequate during cryptanalysis. A finite set of two or more symbols is called an alphabet and the symbols in that alphabet are called characters of the alphabet. The number of characters in an alphabet is called the base, denoted by radix; thus, radix ≥ 2. SSNs can be regarded as character strings in the alphabet of base ten numerals, namely, {0, 1, 2, 3, 4, 5, 6, 7, 8, 9}. The notion of numerals is generalized to any given base as follows: the set of base radix numerals is {0, 1, …, radix-1}. The FPE algorithm also takes as input a “tweak”. The tweak can be regarded as a changeable part of the key because together they determine the encryption and decryption functions and may not be considered a secret value. (source: NIST)
3. Possible solutions
3.1 Background
We propose an approach of deriving a SUCI (i.e., encrypted SUPI) in such a way that it has the same format and characteristics as a SUPI (i.e., cleartext SUPI).
We split the solution into two main components: 
1) FP-Transformation of SUPI: mechanisms for the SUCI (an encrypted SUPI) to retain the format and characteristics of an un-encrypted SUPI, which we refer to as plain SUPI and 
2) Transmission of information elements, which enable an HN to determine if a SUCI or SUPI have been transmitted and at the same time avoiding indication of transmission of a SUCI vs a SUPI to a passive observer.

3.2 [bookmark: _Toc503114285]FP-Transformation of SUPI
3.2.1 [bookmark: _Toc503114286]Generating FP-Transformed SUCI by UE
We propose to augment solutions depicted in Figures C.3.2-1 and C.3.3-1 of the Normative Annex C of TS 33.501 (note the added functional components highlighted in yellow):  A high-level view of using FPE Algorithm (e.g., FF1) is shown in Figure 3. The FPE takes as input the SUPI, the ephemeral encryption key, and a tweak. The FPE generates an FPE encrypted SUCI, which is referred to as the FP-SUCI.



[bookmark: _Ref503100158]Figure 3: High-level FPE of SUPI
We briefly describe and illustrate the FPE equipped ECIES scheme for generating SUCI in Figure 4. The highlighted function (8> FP Transform function) and the associated data, the FP Template is used to generate the FP Cipher-text value.


[bookmark: _Ref503099978]Figure 4: FPE enabled ECIES algorithm
The Plain SUPI is transformed using he process illustrated in Figure 3. The “Plain-text block” depicted in Figure 4 is essentially the Plain SUPI which is then encrypted using the “8> FPE algorithm (e.g. an FFX: FF1), which uses the Ephemeral encryption key and the “tweak” as inputs and generates the FP-SUCI based on the FPE parameters (e.g. alphabet).
3.2.2 Using Hex format SUCI
In this scheme, the MSIN format may be expanded from a BCD encoding to HEX encoding followed by an FPE transform which preserves the original length of the input. This achieves two objectives: 1) expands the available range of IMSI’s to an operator and 2) provides a universal encoding format which provides OTA indiscernibility between SUCIs and SUPIs.
The format preserving encoding may then be used to support the generation of a SUPI of the exact same format and size of the SUCI. i.e., 36 bits or 40 bits depending upon operation region and format of the IMSI.
The analogous process may be applied to the NAI format of the SUPI.
3.2.3 Null-Scheme SUCI
When the current scheme for the generation and transmission of SUCI is used, then an attach request message containing a SUPI also includes an ephemeral public key of the UE concatenated with a MAC value. Whereas when a UE that only transmits a SUPI as part of the attach request message would send public key and MAC information that has been filled with NULL fields or fields that appear different from a protected SUPI. An attacker may target only those messages that do not carry the public key or appropriately formatted MAC, making the Null-scheme SUCI (i.e., SUPI) vulnerable to attack. We propose two approaches to make it difficult for an attacker to distinguish between a Null-Scheme SUCI and a SUPI.
1. A straight-forward approach is to include a random public key and MAC value every time a message containing a SUCI (Null-scheme SUCI) is transmitted. This approach relies on an implicit indication of the nature of the SUPI. For example, the SN may notify the HN or the HN has prior knowledge that the SUPI is being transmitted in the clear.
2. The UE that is using a Null-scheme SUCI may generate an Ephemeral mac key based on the ECIES algorithm and proceeds to generate a MAC in the same manner as in the case of SUCI or FP-SUCI. The primary difference is that the SUPI is not encrypted. Such process, however, will consume almost the same resources as the non-Null-scheme process.
3.2.4 [bookmark: _Toc503114287]Inclusion of SUPI format information in SUPI MAC
Ancillary information such as the specific nature of a SUPI encoding: Null-Scheme SUCI, Encrypted SUCI or FP-SUCI, 5Gversion, etc. may be relayed implicitly or explicitly to the HN. When relayed as part of the message field, this may leak information to an observer. To make it difficult for an attacker to distinguish between the various SUPI encoding formats, an encoding field may be incorporated into the generation of the MAC that can only be confirmed and verified by the HN.


Figure 11: Null-Scheme SUCI with MAC tag
The Encryption Indicator Flag (EIF) may be 1 byte long and may indicate if the message contains either Null-Scheme SUCI, Encrypted SUCI or FP-SUCI. These values are generated by the HN and may be pre-provisioned to the UE.
	Type of SUCI
	EIF Value

	Null-Scheme SUCI
	00000001

	Encrypted SUCI
	00000010

	FP-SUCI
	00000011


Table 1: Flags and their indication of SUPI protection
Table 1 lists example values for the EIF that may have been pre-provisioned by the HN to the UE. In the case of the Null Scheme SUCI, the process would follow as described in 3.3 and illustrated in Figure 11, where the encryption operation is completely omitted and only the MAC tag generation operation is carried out wherein, EIF flag value is set to “00000001” (flag is set to ‘1‘) is used along with the MAC Ephemeral Key as inputs into the 6> MAC function to generate the MAC-tag value.


Figure 12: MAC-tag computation for Null-scheme SUCI
Similarly, if Encrypted SUCI is used then EIF value is set to ‘00000010’ (flag is set to ‘2’) and an associated MAC-tag value is generated. If the Encrypted SUCI is used, then it is sent along with the ephemeral public key, Encrypted SUCI, MAC tag value along with other parameters. 



Figure 13: MAC-tag value computation for FP-SUCI
In the case of FP-SUCI, the EIF value is set to “00000011 (flag is set to ‘3’) is used to generate the MAC-tag value. Then the ephemeral public key, FP-SUCI, MAC-tag value and other parameters are sent during the attach-request message. The primary difference in the computation of the MAC-tag value is that in the case of FP-SUCI, the FP-SUCI is used as an input while in the case of Null-scheme SUCI, the SUPI is used as the input. 
3.3 SUPI processing at the HN
3.3.1 Generation of SUPI from FP-SUCI by HN
Figure 7 provides high-level details of the de-ciphering procedure performed by the Home Network (HN) using the ECIES algorithm. The function and the associated parameters that we have introduced are highlighted in yellow.



[bookmark: _Ref503102151]Figure 7: Decryption of FP-SUCI using FPE algorithm
The FP-SUCI decryption process combined with the ECIES decryption process is depicted in Figure 8.


[bookmark: _Ref503103294]Figure 8: Decryption of FP-SUCI by HN using FPE with ECIES

3.3.2 [bookmark: _Toc503114290]Determination of encoding format at the HN
An HN would be able to make the distinction between FP-SUCI and Null-scheme SUCI (SUPI) by verifying the MAC-tag value. An example MAC-tag verification process is shown below.


[bookmark: _Ref503113212]Figure 14: SUPI/SUCI discernibility process at the HN
1. Conclusion
The proposal described in this discussion paper allows the UE to communicate SUPI to the Home Network (HN) in such a way that the difference between SUPI and SUCI is not easily recognizable for the IMSI Sniffer, rendering IMSI Sniffer attacks less rewarding.
2. Proposal
It is proposed to capture methods and procedures to enable protection of an encrypted identifier such as the SUPI without revealing whether the clear text or encrypted form of the identifier is used in TS 33.501 (in the same Annex C that describes SUPI encryption schemes).
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