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1
Decision/action requested

We introduce a solution that meets all the security requirements and key issues identified in the living document for PLMN/RAT selection. We also propose conclusion that SA3 adopt this solution as the basis for specifying security aspects of this feature in TS 33.501.
2
References

[1]
S3-180371 - Living Document: Security of PLMN/RAT selection policies for roaming
[2]
S3-180557 / C1-180761 - Reply LS on PLMN and RAT selection policies for roaming
3
Rationale

CT1 has agreed on a control plane solution that shall be natively supported in 5GS for the steering of roaming UE [2]. The agreed solution supports the use of the authentication procedures during initial registration to update the list of preferred PLMN/RAT combination at the UE as well as the use of the NAS transport procedure to update the list after initial registration. 
In the case of steering during initial registration, key security issues that SA3 needs to conclude are

· How does the home PLMN indicate to the UE that steering needs to be performed?

· How is the Steering Information itself secured between the HPLMN and the UE? 

For the first question, Solution #1 in [1] proposes the use of a bit in Authentication Management Field (AMF) to indicate steering (AMF steering bit) as part of the 5G AKA authentication procedure. However, this solution has the following issues:

1. 5G HE Authentication Vector for 5G AKA (including the AUTN which includes the AMF bits) is generated in a secure environment (e.g. using Hardware Secure Module or HSM) at the UDM/APRF. The secure environment at the UDM/APRF that generates the 5G HE AV most likely will not have access to the information to decide whether steering needs to be performed to set the AMF steering bit before generating the 5G HE AV.

2. Solution#1 relies on HPLMN using 5G AKA as the authentication method. If the HPLMN selects an authentication method other than 5G AKA (e.g., EAP-AKA’ in Rel-15 or another EAP authentication method that gets specified in a future release), changes or modifications needs to be made to the authentication method to support UE steering. It is preferable that the solution is independent of the authentication method selected.

3. Applying solution#1 to EAP-AKA’ not only requires changes to the EAP-AKA’, it also introduces a serious layering violation between NAS and EAP layers at the UE. The EAP layer at the UE (which terminates EAP method specific authentication messages) shall not be required to understand and/or interpret information related to PLMN selection that should be handled by the NAS layer. The steering of the UE using control plane message is a NAS capability at the UE.

To overcome the above issues, we propose an alternative solution where the AUSF determines whether steering needs to be performed, e.g., based on the presence or lack of updated list (Steering Information), that is received from the UDM in Authentication – Info-Response message. The AUSF then generates a steering indication (MAC-S) that is the MAC of the Steering Information using KAUSF. If no steering needs to be performed, then the Steering Information is set to 0x00 for the MAC-S generation. The existing KDF that is shared between the UE and the AUSF can be reused for the MAC-S generation, as it serves the similar purpose as the RES*/HRES* in 5G AKA for home control of authentication confirmation. 
The steering indication, MAC-S, is included in a message from the AUSF to the SEAF as part of the authentication procedure. If the steering needs to be performed (i.e., AUSF received the Steering Information), the AUSF also includes the Steering Information, in addition to the MAC-S. In case of 5G AKA, 5G Authentication Initiation Answer (5G-AIA) message can be used. In case of EAP-AKA’, the message that carries the EAP-Success is used. Note that in case of EAP, the AUSF can derive KAUSF only after the EAP authentication is successful. 

The AMF includes the MAC-S, (along with any received Steering Information) to the UE in the NAS SMC message.
For the integrity and/or confidentially protection of the Steering Information itself, there are two options: 

Option 1: Use of KAUSF (or a key derived from it) to protect the Steering Information 

Option 2: Reuse of secure packet encoding specified in TS 31.115 to protect the Steering Information
Option 1 can work for operators who have not deployed (U)SIM Toolkit. However, in this approach, the security for the Steering Information needs to terminate at ME and the update of the list on the USIM based on the received Steering Information will not be possible. It also requires that SA3 develop a new security solution for the protection of Steering Information.
On the other hand, option 2 can reuse existing mechanisms on the USIM and can be used to securely update the list on the USIM. After the update, the USIM sends the REFRESH (Rel-99 or later USIMs) or the REFRESH - Steering of Roaming (Rel-8 or later USIMs) command to the ME so that the new Steering Information received from the HPLMN is immediately taken into use by the ME.
Therefore, we propose that SA3 adopts option 2 for the protection of the Steering Information and therefore is incorporated in the solution. In addition to option 2, if SA3 sees a need for option 1, this can also be supported by the proposed solution.
For using NAS transport procedure to update the list after initial registration, if our proposal to reuse secure packet encoding specified in TS 31.115 to protect the Steering Information is agreed by SA3, we expect no further security work in SA3 for this case.
4
Detailed proposal

SA3 is kindly requested to agree to the following proposals:

Proposal #1: NAS SMC message is used by the AMF to deliver steering indication (along with any received Steering Information) to the UE as part of the initial registration/authentication procedure. 

Proposal #2: Secure packet encoding specified in TS 31.115 is reused to protect the Steering Information.
Proposal #3: Send an LS to CT1 informing them of SA3 conclusions for proposal #1 and proposal # 2.
Proposal #4: Agree to the following pCR to the living document on PLMN/RAT selection.
************************** START OF pCR  ************************
4.X. Solution #X: 
4.X.1. Introduction

This solution addresses the Key Issue #1 and the Key Issue #2. The solution proposes to deliver the steering information to the UE during initial registration process using the NAS SMC message.
4.X.2.  Solution details
When UE initiates initial registration through a VPLMN, the UDM of the HPLMN may decide to send a list of PLMN/access technology combinations to the UE (hereafter referred to as the Steering Information). In such cases, upon reception of the Auth Info-Req from the AUSF, the UDM includes the Steering Information in the Auth Info-Resp message to the AUSF. 
In this solution, the Steering Information is protected by the HPLMN using the secure packet encoding mechanism specified in TS 31.115 (or another mechanism, if any, that gets specified). 
NOTE: How the UDM obtains the protected Steering Information for the UE (e.g., from the HPLMN’s OTA platform) is outside the scope of this solution.
After reception of the Auth Info-Resp message from the UDM, the AUSF generates the steering indication (MAC-S) as follows:

MAC-S = KDF (KAUSF, Steering Information, FC value)
The Steering Information, if received by the AUSF from the UDM, is included in the generation of MAC-S. If the AUSF did not receive the Steering Information, the AUSF sets it to 0x00.
The inclusion of Steering Information in the calculation of MAC-S allows the ME to verify that the Steering Information it receives has not been tampered with or removed by the VPLMN or by an intermediary in the interconnect network between the VPLMN and the HPLMN. This addresses Key Issue #1.
In case 5G AKA is selected as the authentication method, the AUSF includes the MAC-S and the Steering Information (if received from the UDM) in the 5G Authentication Initiation Answer (5G-AIA) message to the SEAF in the VPLMN. 
In case EAP-AKA’ is selected as the authentication method, the AUSF includes the MAC-S and the Steering Information (if received from the UDM) in the message that carries the EAP-Success to the SEAF in the VPLMN.
The AMF includes the MAC-S and the Steering Information (if received from the SEAF) in the NAS Security Mode Command (NAS SMC) to the UE. Note that both the MAC-S as well as Steering Information is integrity protected by the NAS SMC. The use of NAS SMC to carry the MAC-S as well as the Steering Information allows the ME to detect any over the air modification or removal (e.g., by an attacker present between the UE and the VPLMN) of the Steering Information or MAC-S and addresses Key Issue #2.
Upon receiving the NAS SMC, the ME first checks that the integrity of the NAS SMC passes (using the NAS integrity key as per the existing procedures in TS 33.501). If it passes, the ME then computes the MAC-S value in the same way as the AUSF and checks whether it matches the MAC-S value received in the NAS SMC. If they do not match or the MAC-S is not present in the NAS SMC, the ME treats it as the integrity check failure of the expected steering indication from the HPLMN.
If they match, but no Steering Information is included in the NAS SMC (i.e., no steering of the UE is required by the HPLMN), the ME proceeds normally with the registration procedure.
Editor’s Note: The signalling of the failure of the integrity verification of the Steering Information list at the UE to the HPLMN is FFS.
4.X.3 Evaluation
This solution meets all the security requirements identified for Key Issue #1.
The solution also addresses the Key Issue #2.
The solution works independent of the authentication method selected.

This solution allows the HPLMN to steer the UE during initial registration.


************************** NEXT CHANGES ************************
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