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1
Decision/action requested

SA3 is kindly asked to agree on the proposed additions to the living document on SBA.
2
References

 [1]
S3-180923 
Requirements for secure API design (Contribution to the Living document)
3
Rationale

In addition to security requirements to the API design captured in [1], there are additional requirements on the SEPP itself to enable it to fulfil its security functionality. Currently, some of them can only be defined vaguely by SA3, since we rely on CT groups to further specify details of the N32 protocols. These interim requirements should be captured as a baseline in the living document on SBA to allow for further contribution in future meetings.
4
Detailed proposal

4.1.X.3 
API-related requirements for the SEPP
The SEPP shall fulfil the following API-specific requirements.

-
Certain types of information require confidentiality protection. In order to reliably apply confidentiality protection to all instances of this information, the SEPP shall be able to identify all occurrences in which this sensitive type of information is transmitted. This is not limited to explicitly defined IEs, but also to state information if it is contained in the message, rather than being stored at the server.

-
The SEPP shall be aware of state information that is required to correctly interpret a message. This includes cookies or session IDs which are required to match in order for a message to be correctly interpreted at the receiving end.

-
Since the SEPP’s security functionality necessitates its awareness of the application-layer messages, the SEPP will have to adapt to future API changes. To allow for an easy way to adapt message parsing within the SEPP, it would be desireable to have an automated way of reading in API specifications. This mechanism should be based on a well-defined, standardized format.
