3GPP TSG SA WG3 (Security) Meeting #90BIS
S3-180942
26, February – 2, March 2018, San Diego, US

revision of S3-180661, 


Merge of S3-180791, S3-180545, S3-180525, S3-180650
Source:
Huawei, Hisilicon, Qualcomm Incorporated, ZTE Corporation, KPN
Title:
Update requirements of UP security
Document for:
Approval
Agenda Item:
4.1.4.2
1
Decision/action requested

It is kindly requested to approve this doc
2
References

N/A
3
Rationale

Update requirements of UE and the gNB based on the agreement of user plane security.
Two Editor’s Note are deleted with the following reasons: 

1. The list of exceptions are the same as in the section 5.1.3.

2. We have agreed that no MAC-I in PDCP layer if non-activation of integrity protection is chosen.
4
Detailed proposal

*************** Start of the 1st Change ****************
5.1.2
User data and signalling data confidentiality 

5.1.2.1
Requirements on Support and Usage of Ciphering

The UE shall support ciphering of user data between the UE and the gNB.
The UE shall activate ciphering of user data based on the indication sent by the gNB.
The UE shall support ciphering of RRC and NAS-signalling.
The UE shall implement the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The UE may implement the following ciphering algorithm:

128-NEA3 as defined in subclause 5.6.1 of the present document.
Confidentiality protection of the user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit. 
*************** End of the 1st Change ****************
*************** Start of the 2nd Change ****************
5.1.3.1
Requirements on support and usage of integrity protection

The UE shall support integrity protection and replay protection of user data between the UE and the gNB.
The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 

All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.

*************** End of the 2nd Change ****************
*************** Start of the 3rd Change ****************
5.2.2.1
Requirements on support and usage of ciphering

The gNB shall support ciphering of user data between the UE and the gNB.
The gNB shall activate ciphering of user data based on the security policy sent by the SMF.
The gNB shall support ciphering of RRC-signalling.

The gNB shall implement the following ciphering algorithms:

-
NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The gNB may implement the following ciphering algorithm:

-
128-NEA3 as defined in subclause 5.6.1 of the present document.
Confidentiality protection of user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

*************** End of the 3rd Change ****************
*************** Start of the 4th Change ****************
5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.
The gNB shall activate integrity protection of user data based on the security policy sent by the SMF.
The gNB shall support integrity protection and replay protection of RRC-signalling.

The gNB shall support the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The gNB may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.

All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected

.
NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
*************** End of the 4th Change ****************
*************** Start of the 5th Change ****************
5.3.3
Signalling data integrity 

5.3.3.1
Requirements on support of integrity protection

The AMF shall support integrity protection and replay protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The AMF may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Implementation of NIA0 in AMF is optional, NIA0, if implemented, shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.

All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected.

*************** End of the 5th Change ****************
*************** Start of the 6th Change ****************
6           Security procedures between UE and 5G network functions    














*************** End of the 6th Change ****************
*************** Start of the 7th Change ****************
6.6.2
AS UP security activation procedure

Editor's Note: This subclause is currently a placeholder. The content of this subclause is meant to describe how UP security activation is done, including aspects like activation of confidentiality and integrity protection, obtaining security policy, handling conflict between RAN and CN, etc.  The content should be according to agreements recorded as EN under Clause 6. 

AS UP integrity protection and ciphering activation is done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see figure 6.6.2-1. 

After receiving PDU session establishment message, SMF retrieves security policy, which is defined in 38.413 [34], based on SUPI and other information, such as DNN. SMF then sends the security policy to the gNB.  

The RRC Connection Reconfiguration Request message sent from the gNB to the UE for UP security activation shall contain an indication for the activation of UP encryption and integrity protection according to the security policy. This message shall be integrity protected using RRC security context that was negotiated and activated as part of the AS security mode command procedure as described in clause 6.7.4.

Similarly, the RRC Connection Reconfiguration Complete message from UE to gNB shall be integrity protected using the same RRC security context used to protect the RRC Connection Reconfiguration message.

If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.

If user plane integrity protection is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP integrity protection for such DRB using the UP integrity key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB sends the RRC Connection Reconfiguration message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the gNB after gNB receives and successfully verifies the RRC Connection Reconfiguration Complete message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP deciphering of downlink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE receives and successfully verifies the RRC Connection Reconfiguration message.

If user plane ciphering is enabled for a specific DRB as indicated in the RRC Connection Reconfiguration message, UP ciphering of uplink traffic for such DRB using the UP ciphering key that is derived based on the current KgNB shall start at the UE after the UE sends the RRC Connection Reconfiguration Complete message.

If UP integrity protection is not enabled for a specific DRB, the gNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.
If UP ciphering is not enabled for a specific DRB, the gNB and the UE shall not cipher the traffic of such DRB.

……………..

……………..

*************** Start of the 7th Change ****************
