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1
Decision/action requested

Approval to add the following content to section 5



2
Rationale

The following proposal adds content to the assessment of quantum computing impact timelines.  We assess predicted timescales for development of a cryptographically relevant quantum computer as well as the current state of standardisation of quantum-resistant algorithms.  We assess asymmetric algorithms and symmetric algorithms separately, due to the different threat model and required work.
3
Detailed proposal

***** Start of first change *****
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5
Assessment of quantum computing impact timelines

5.1
Predicted timescales and resources for quantum computing

It is unclear when a quantum computer that threatens cryptography will become available.  However, [x] cites an estimate that a quantum computer capable of breaking 2048-bit RSA may be built by 2030 for a cost of one billion US dollars.  It is likely that the cost of building a quantum computer will fall rapidly in the years following this.  The efficacy of a quantum computer is inherently connected to its fault-tolerance and the requirement for quantum error correcting codes. It is worth noting that current estimates for one logical qubit are 3200 physical qubits for quantum error correction [C]; furthermore [y] describes improving fault tolerance in a scalable architecture as “a potential show stopper for the entire effort”. 
Two research papers, [B, Table 2] and [F], have estimated the quantum resource needed to break ECC and RSA algorithms based on Shor’s algorithm under certain assumptions. They estimate that for current asymmetric cryptographic algorithms O(212)  logical qubits are required, and O(240) to O(250) quantum gates. This implies that commonly used asymmetric cryptographic algorithms are at risk when a quantum computer with O(223) physical qubits can be built.
Grassl et al. analyzed the quantum resources required to carry out an exhaustive key search for the Advanced Encryption Standard (AES) by using Grover’s algorithm, [D]. The paper suggests that a similar number of logical/physical qubits will be required to attack one AES key, but the number of gates required is significantly higher  with a total of O(286), of depth O(281), for AES-128, rising to O(2151), depth O(2145), for AES-256. 
The report [E] states that it is conceivable that a 220 physical qubit system will be available in 10 years, though it does not give an estimate of the cost. If so, a large-scale quantum computer with sufficient qubits for some cryptographic problems could be built in 10-20 years, which is within the lifecycle of 5G systems. However, [D] also notes that with their estimate of the large circuit depth required to implement Grover’s algorithm, "it seems challenging to implement this algorithm on an actual physical quantum computer".
5.2
Timelines for transitioning asymmetric algorithms

In 2017 NIST launched a study to evaluate and standardize one or more quantum-resistant public key cryptographic algorithms.  The results of the study are expected between 2023 and 2025.  Currently no quantum-resistant public key algorithms are standardized by NIST as it is assessed that not enough time has been spent analysing them.

5.3
Timelines for transitioning symmetric algorithms

The threat to symmetric cryptography from quantum computing is lower than that for asymmetric cryptography.  As such there is little benefit in transitioning symmetric algorithms without corresponding changes to the asymmetric algorithms that accompany them.
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