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1
Decision/action requested

Approve the proposed AUSF service for the living document (S3-180371).
2
References

 [1]
LS from CT1 (S3-180557/C1-180761) on Reply LS on PLMN and RAT selection policies for roaming 
3
Rationale

CT1 has decided to standardize a new and native solution for 5GS for steering of roaming [1]. The related agreed CRs to TR 24.890 are: C1-180495 and C1-180462. This contribution proposes the protection of SoR information as a service in the AUSF. 
CT1 agreed solution (C1-180495) on “Initiation of the procedure for steering of UE in VPLMN after registration”, requires the UDM to send the protected network steering information. Proposed solution assumes that the KAUSF would be used to protect the network steering information, and UDM requests the AUSF to protect the network steering information. This means that the AUSF would need to publish a new service for other NFs in HPLMN to subscribe to message protection services hosted by the AUSF.
4
Detailed proposal
****************** Start of Changes ************************
4.x
Solution #X: Steering of Roaming information protection via AUSF

4.x.1
Introduction

CT1 agreed solution (C1-180495) on “Initiation of the procedure for steering of UE in VPLMN after registration”, requires the UDM to send the protected network steering information to the AMF directly. This solution assumes that the keys in the AUSF would be used to protect the network steering information, and UDM requests the AUSF to protect the network steering information. This means that the AUSF would need to publish a new service for other NFs in HPLMN to subscribe to message protection services hosted by the AUSF.
4.x.2
Solution details 

This solution proposes that the AUSF may store the home root key KAUSF, and keys derived from KAUSF and also applies security mechanisms for protecting the information between the HPLMN and the UE using the keys derived from KAUSF, therefore it could also expose a service for other NFs in the HPLMN to protect the information (for example, list of Network Steering information). 

4.x.2.1
REQUEST/RESPONSE  

The following table illustrates a new AUSF service of applying protection and delivering the protected information, called Nausf_UEHomeProtection. This is a Request/Response service. Every time the NF service consumer needs to protect an information (which needs to be transmitted to the UE), it needs to separately request the AUSF by providing the information to be protected. 
	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nausf_UEHomeProtection
	HomeKeyProtection
	Request/Response  
	UDM 


Service Description: The AUSF applies protection using UE specific home key on the information received from the requester NF and delivers the protected information to the requester NF. 
Service operation name: Nausf_UEHomeProtection.
Description: The AUSF applies protection using UE specific home key on the information received from the requester NF and delivers the protected information to the requester NF. 
Input, Required: Requester ID, SUPI, service name, information to be protected.

Input, Optional: None.

Output, Required: Protected information.
Output, Optional: Security information (e.g, Algorithm identity).

****************** End of Changes ************************

