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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TS 33.501
3
Rationale

There have been many discussions related to the activation of NAS security for multiple NAS connections with the same AMF. Below is a list of the solutions proposed or hinted to during the previous meetings and conference calls.

· Solution (A): Require a NAS SMC run on each NAS connection for activation of a new security context.
· Solution (B): Require only one NAS connection on one of the NAS connections for activation of a new security context.

· Solution (C): Require an additional NAS SMC only in case UE is registered on both types of accesses.

On Solution (A), the upside is that it mitigates completely against the risk of race conditions. Nevertheless, it is unnecessary to run two NAS SMC procedures when the UE registers sequentially on each access. In case the UE has already activated the security context on one connection, then it can as well take directly into use when running an initial registration procedure on the other access. During the design of the system, it should be borne in mind that NAS signalling is an expensive resource. Therefore, unnecessary NAS signalling should be minimized whenever it is not possible to completely get rid of.
On Solution (B), the downside is that it requires some rules to handle race conditions in case for example the AMF decides to take into use a new key on one access while there is an active NAS connection on the other access. One possibility for example is to suspend NAS signalling on one access to be able to safely run a NAS SMC on another access. Here, there is a risk that access to services is delayed, for example if the AMF suspens NAS signalling after UE has sent a service request. For obvious reasons, this kind of impact on services must be avoided.

Solution (C), provides a compromise to handle race conditions without any impact on the services and while minimizing the required additional NAS signalling which in this case boils down to one additional NAS SMC run. The solutions can be described a set of rules:

· Whenever the UE registers over a new access, then the UE takes directly into use the vaialable security context. There is no need for an additional NAS SMC.

· Whenever the AMF decides to activate a new security context for UE that is registered on both accesses, then the AMF shall run two NAS SMC procedure to activate the new context on each connection separately. Observe here that there is a transition period (in between NAS SMC runs) during which both the AMF and the UE continu using the old security context.

· In idle mode mobility with a key change, the UE and AMF activates for both accesses by one NAS SMC. Observe here that the target AMF will not receive the old keys anyway. The same applies for handover involving an AMF change with a key change. More precisely, the new context is taken into use after the handover on both accesses without a NAS SMC run, unless an algorithm change is required.
4
Detailed proposal

It is proposed to endorse Solution (C) as the way forward to handle the activation of NAS security for multiple NAS connections.
