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1
Decision/action requested

It is proposed to remove to remove the (clause 6.4.6). 
2
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3
Rationale

The protection of initial NAS message solution in clause 6.4.6 does not contain precise description. In its current form, it would be rather confusing for other groups. For example, step 1 is in direct conflict with SA2’s registration procedure. As described in clause 4.2.2.2.2 of TS 23.502 [2], the Registration Request message contains the following information: 

UE to (R)AN: AN message (AN parameters, RM-NAS Registration Request (Registration type, SUCI or SUPI or 5G-GUTI, last visited TAI (if available), Security parameters, Requested NSSAI, Mapping Of Requested NSSAI, UE 5GC Capability, PDU Session status, PDU Session(s) to be re-activated, Follow on request, and MICO mode preference)).

There are two features in the current solution:
1. For the inclusion of a minimal set of IEs, so far, there has not been any analysis on what "limited set of IEs" and "minimum set of IEs" mean in clause 6.4.6. The only IE on which we do have security requirements is the SUPI. Those requirements have been addresses in our new privacy framework. Since there are no security requirements for other IEs, there is no use case for this mechanism at all. 
2. For the feature of partial ciphering, CIoT has been mentioned during the last meeting as a potential use case for this. In 5G, the work on CIoT is part of Rel-16/Phase 2. Therefore, it seems rather strange that SA3 is introducing a solution in the TS 33.501 [1] while other working groups, especially SA2, are not doing anything normative work for CIoT. If piggy-backing of user data in the service request message or any other NAS message is needed, and that would be the outcome of the ongoing SA2 CIoT study, then as we did for LTE, partial encryption could be one of the solutions adopted in Rel-16.
4
Detailed proposal

*** BEGIN CHANGES *** 
















*** END OF CHANGES *** 
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1. Initial Message (Subscription Identifier, UE security capabilities, [Ciphered IEs, MAC])



