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1
Decision/action requested

SA3 should agree how NR and LTE algorithms are negotiated with 5GC.  
2
References

None. 
3
Rationale and proposal 
TS 33.501 is still missing the details related to NG-RAN, i.e. a new radio access network that supports one or more of the following options with the common characteristics that it connects to 5GC:

1)
Standalone New Radio.

2)
New Radio is the anchor with E-UTRA extensions.

3)
Standalone E-UTRA.

4)
E-UTRA is the anchor with New Radio extensions.
The multitude of RATs in the access network influences the negotiation of UE security capabilities, i.e. it is not yet specified how the 5GC, NR and LTE algorithms are negotiated. In our understanding, SA3 assumes that a similar mechanism is used than what was chosen for Option 3, and documented in TS 33.401 clause E.3.4.3, i.e. it is assumed that EPS and NR algorithms will evolve independently. 
“The UE NR security capabilities shall be indicated to the network using a new IE so that the support of EPS and NR algorithms can evolve independently. The UE shall send the UE NR security capabilities to the MME in Attach Request and (when possibly changing MME) TAU Request. To enable the usage of NR EN-DC with an MME that does not understand the UE NR security capabilities in the new IE, such an MME will drop the UE NR security capabilities and never save them in its UE context. An eNB that does not receive the UE NR security capabilities shall use the E-UTRAN security capabilities algorithms to create the supported UE NR security capabilities (see Annex E.10.3.2 for more details).” 
The attached pCR proposes changes to TS 33.501 using the assumption that independent evolution assumption still applies. However, Ericsson understanding is that RAN2 is introducing NR RRC, and NR PDCP protocols in some combination to ng-eNB, and also a more simple solution would be possible where only NR algorithms are used when the UE connects to 5GC via NG-RAN. 
4
pCR 

*** FIRST CHANGE *** 
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3
Definitions, symbols and abbreviations

Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions needs to follow the 3GPP drafting rules.
5G security context: A state that is established locally at the UE and a serving network domain. At both ends "5G security context data" is stored, that consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access).

NOTE 1:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  
5G AS security context for 3GPP access: the cryptographic keys at AS level with their identifiers, the Next Hop parameter (NH), the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, counters used for replay protection. 

NOTE 2: 
NH and NCC need to be stored also at the AMF during connected mode.
5G AS security context for non-3GPP access: The key KN3IWF, the cryptographic keys, cryptographic algorithms and tunnel security association parameters used at IPsec layer for the protection of IPsec SA.
5G NAS security context: This context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. The distinction between native and mapped 5G security contexts also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the integrity and encryption keys and the identifiers of the selected NAS integrity and encryption algorithms.

Activation of security context: the process of taking a security context into use. 

Authentication key material: Authentication keys and related parameters that are used to mutually authenticate the UE and network and provide other keys for use between the UE and network.

Editor’s Note: The term “network” used in the above definition needs to be clarified.
Backward Security: In the context of KgNB key derivation, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to compute any previous KgNB that has been used between the same UE and a previous gNB. 

NOTE: Although forward and backward security definition is in the context of KgNB, it is also applicable to other derived keys between a UE and other nodes in the 5G system, e.g., KAMF.
CM-CONNECTED state: This is as defined in TS 23.501 [2]. The term CM-CONNECTED state corresponds to the term 5GMM-CONNECTED mode used in TS 24.501 [35].

CM-IDLE state: As defined in TS 23.501 [2]. The term CM-IDLE state corresponds to the term 5GMM-IDLE mode used in TS 24.501 [35].

Current 5G security context: The security context which has been activated most recently. Note that a current 5G security context originating from either a mapped or native 5G security context may exist simultaneously with a native non-current 5G security context.

Forward Security: In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).

Full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. A full native 5G security context is either in state "current" or state "non-current".
Mapped 5G security context: An 5G security context, whose KAMF was derived from EPS keys during interworking and which is identified by mapped ngKSI.
Native 5G security context: An 5G security context, whose KAMF was created by a run of primary authentication and which is identified by native ngKSI. 
ng-eNB
: A node providing E-UTRA user plane and control plane protocol terminations towards the UE, and connected via the NG interface to the 5GC.
NG-RAN
: A radio access network that supports one or more of the following options with the common characteristics that it connects to 5GC:

1)
Standalone New Radio.

2)
New Radio is the anchor with E-UTRA extensions.

3)
Standalone E-UTRA.

4)
E-UTRA is the anchor with New Radio extensions.

Non-current 5G security context: A native 5G security context that is not the current one. A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

Partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. A partial native 5G security context is created by primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".
RM-DEREGISTERED state: This is as defined in TS 23.501 [2]. The term RM-DEREGISTERED state corresponds to the term 5GMM-DEREGISTERED mode used in TS 24.501 [35].

RM-REGISTERED state: As defined in TS 23.501 [2]. The term RM-REGISTERED state corresponds to the term 5GMM-REGISTERED mode used in TS 24.501 [35].

Subscription Identifier De-concealing Function: This service is offered by the network function UDM  in the home network of the subscriber. The Subscription Identifier De-concealing Function (SIDF) is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.

Security Anchor Function: it serves as the anchor for security in 5G.
UE security capabilities: The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. This includes capabilities for NG-RAN and 5G NAS, and includes capabilities for EPS, UTRAN and GERAN if these access types are supported by the UE.

UE 5G Security Capability: The UE security capabilities for 5G NG-RAN and NAS. 
example: text used to clarify abstract rules by applying them literally.

*** NEXT CHANGE *** 

5.1
Requirements on the UE
5.1.1
General
The support and usage of ciphering and integrity protection between the UE and the ng-eNB is identical to the support and usage of ciphering and integrity protection between the UE and the eNB as specified in TS 33.401 [10]. 
5.1.2
User data and signalling data confidentiality 

5.1.2.1
Requirements on Support and Usage of Ciphering

The UE shall support ciphering of user data between the UE and the gNB.

The UE shall support ciphering of RRC and NAS-signalling.

The UE shall implement the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The UE may implement the following ciphering algorithm:

128-NEA3 as defined in subclause 5.6.1 of the present document.
The UE shall implement the ciphering algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 

Confidentiality protection of the user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on support and usage of integrity protection

The UE shall support integrity protection and replay protection of user data between the UE and the gNB.

The UE shall support integrity protection and replay protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in subclause 5.6.2 of the present document.
The UE shall implement the integrity algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 

Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 

All RRC signalling messages except those explicitly listed in TS 38.331 [21] as exceptions shall be integrity-protected.

The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
*** NEXT CHANGE *** 

5.X
Requirements on the ng-eNB

5.X.1
General
The security requirements for ng-eNB are specified in TS 33.401 [10]. 
*** NEXT CHANGE *** 

5.6
Requirements for algorithms, and algorithm selection
5.6.1
Algorithm identifier values 

5.6.1.1       Ciphering algorithm identifier values
All identifiers and names specified in this subclause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10]. 
Each encryption algorithm will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0


Null ciphering algorithm;
"00012"         128-NEA1

128-bit SNOW 3G based algorithm;
"00102"         128-NEA2

128-bit AES based algorithm; and
"00112"         128-NEA3

128-bit ZUC based algorithm.
128-NEA1 is based on SNOW 3G (see TS35.215 [14]).

128-NEA2 is based on 128-bit AES [15] in CTR mode [16].

128-NEA3 is based on 128-bit ZUC (sseTS35.221 [18]).

Full details of the algorithms are specified in Annex D.
5.6.1.2         Integrity algorithm identifier values

All identifiers and names specified in the present subclause are for 5G NAS and New Radio. In relation to AS capabilities, the identifiers and names for E-UTRAN connected to 5GC are specified in TS 33.401 [10]. 
Each integrity algorithm will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 

"00002"         NIA0


Null Integrity Protection algorithm;
"00012"         128-NIA1

128-bit SNOW 3G based algorithm;
"00102"         128-NIA2

128-bit AES based algorithm; and
"00112"         128-NIA3

128-bit ZUC based algorithm.
128-NIA1 is based on SNOW 3G (see TS35.215 [14]).

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC (see TS35.221 [18]).

Full details of the algorithms are specified in Annex D.
5.6.2

Requirements for algorithm selection

Editor’s Note: Configuration of AS algorithms over NG-RAN is pending on RAN2 feedback. 

a)
An active UE and a serving network shall agree upon algorithms for
-
Ciphering and integrity protection of RRC signalling and user plane (to be used between UE and gNB or ng-eNB) 
NOTE:
The scope of user plane protection negotiation is different in NR RRC as specified in TS 38.331 [21], and the LTE RRC as specified in TS 36.331 [y]. 
-
NAS ciphering and NAS integrity protection (to be used between UE and AMF)

b)
The serving network shall select the algorithms to use dependent on
-
the UE security capabilities of the UE,

-
the configured allowed list of security capabilities of the currently serving network entity

c)
The same set of ciphering and integrity algorithms shall be supported by the UE both for AS level with ng-eNB and for NAS level with AMF. If the UE supports E-UTRAN connected to 5GC, it shall support NR algorithms for NAS level, and LTE algorithm for AS level. 
d)
The AMF shall forward the UE 5G security capabilities to NG-RAN. 
NOTE 2:
If the UE supports both E-UTRAN and NR connected to 5GC, the UE 5G security capabilities include both the LTE and NR algorithms. 
e)
Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.
f)
The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.
g)
Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure shall configure AS security as algorithm selection for both RRC and UP and security activation for RRC only.  NAS level security mode command procedure shall configure NAS security (i.e. algorithm selection and security activation).
a)
Both integrity protection and ciphering for RRC shall be activated within the same AS SMC procedure,
b)
User plane ciphering and user plane intergrity protection shall be activated at the time of data radio bearer set-up.
h)
It shall be possible that the selected AS and NAS algorithms are different at a given point of time.
*** NEXT CHANGE *** 

6.7
Security algorithm selection, key establishment and security mode command procedure
6.7.1
Procedures for NAS algorithm selection

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.3, which is about NAS algorithm selection. 

6.7.1.1
Initial NAS security context establishment

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.3.1, which is about NAS algorithm selection at initial NAS security context establishment. 

Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the AMF shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithm and UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see subclause 6.7.2 of the present document). The AMF shall select the NAS algorithm which have the highest priority according to the ordered lists.

6.7.1.2
AMF change

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.3.2, which is about NAS algorithm selection at AMF change. 

If the change of the AMF results in the change of algorithm to be used for establishing NAS security, the target AMF shall initiate a NAS security mode command procedure and include the chosen algorithm and the UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see subclause 6.7.2 of the present document). The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see subclause 6.7.1.1 of the present document).

6.7.2
NAS security mode command procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.4, which is about NAS security mode command procedure. 

Editor's Note: Aspects related to interworking are FFS.

Editor's Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor's Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities
, the selected NAS algorithm, and the ngKSI for identifying the KAMF. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the ngKSI in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor's Note: Details of the HASHAMF calculation are FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE security capabilities 
sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. 

Editor's Note: Details of the HASHUE calculation are FFS.

The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. 

Editor's Note: the above paragraph needs to include UE action when there is a capability mismatch.
Editor's Note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 4:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

Editor's Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
*** END OF CHANGES *** 

�Copied from 38.300 


�Copied from 23.501 v201


�Based on TS 33.401 clause 7.2.4.1
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