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1
Decision/action requested

SA3 is kindly requested to approve the proposed pCR in Section 6 into TS 33.501.

2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
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3GPP TS 33.501 v0.7.0 Security Architecture and Procedures for 5G System.
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Security vulnerability in 5G-AKA draft, Martin Dehnel-Wild and Cas Cremers, University of Oxford, https://www.cs.ox.ac.uk/5G-analysis/
3
Rationale

This contribution is presented by Vodafone on behalf of the University of Oxford.  It addresses the potential authentication vulnerability raised in [2].
Session confusion within 5G-AKA could have significant security impact, and so preventing this should not be left to implementation choice; not all solutions to the session confusion problem prevent the security vulnerability.
This contribution makes two changes designed to be minimal and in line with existing design decisions. These changes have been formally shown to prevent the vulnerability.

4
Detailed proposal

*************** Start of Change 1 ****************
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple AVs.

In 5G AKA there are two types of authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced  by the HXRES* and the KSEAF in the 5G AV.

[…] Figure 6.1.3.2-1 omitted for brevity

Figure 6.1.3.2-1: Authentication procedure for 5G AKA
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For the 5G authentication vector requested, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with the Authentication Management Field (AMF) separation bit set as defined in TS 33.102 [9], deriving as per Annex A.2, and XRES* as per Annex A.4, and finally, creating the 5G HE AV from RAND, AUTN, XRES*, and KAUSF.
2.
The UDM/ARPF shall then return the 5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). The Auth-Info-Resp message shall also contain either the SUCI (if the corresponding Auth-Info-Req contained a SUCI) or the SUPI (if the corresponding Auth-Info-Req contained a SUPI).

3.
The AUSF may store the XRES* temporarily until it expires. The AUSF may store the KAUSF.
4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.

5.
The AUSF shall then return one 5GAV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The AUSF shall include the SUPI in the 5G-AIA; and in
 case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUCI in the 5G-AIA. The AUSF shall include an expiry time after which the SEAF shall not use the authentication vector for an authentication run.


*************** END of Change 1 ****************
�This is to guarantee sessions for different SUPIs cannot be accidentally confused. The way in which session confusion is avoided must not be left as an implementation choice, and could have significant security impact, as described in � HYPERLINK "https://www.cs.ox.ac.uk/5G-analysis/" �https://www.cs.ox.ac.uk/5G-analysis/�





�As above. In the concealed setting, the SUCI must be included to guarantee security, and must not be left as an implementation choice. In the non-concealed setting, the SUPI must be included for the same reason. If SA3 decide to defer revealing the SUPI to the SEAF after 5G-AKA has finished, the SUCI alone is sufficient, but this must be included.






