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1
Decision/action requested

Endorse the Detailed Proposal below
2
References

[1]
3GPP TS 33.501
3
Rationale

TS 33.501 [1] contains the following Editor’s Note on idle mode mobility from 5GS to EPS.
Editor’s Note: It is FFS whether the protection of the TAU message can be done with a mapped EPS security context.

Two solutions were proposed to solve the issue.

· Solution (A): Using the 5G security context to protect the TAU message

· Solution (B): Using the mapped EPS security context to protect the TAU message.

Both solutions have advantages and disadvantages. For Solution (A), the upside is that the source AMF does not need to support other than the currently supported 5G NAS integrity algorithm. However, on the UE side, this solution is not legacy implementation friendly since it would require changes to the EPS NAS implementation. For Solution (B), it is the other way around. Observe that for both solutions, unless the verification of the TAU message fails, the source AMF will have to send a mapped EPS security context to the target MME.
We propose Solution (A) as the way forward. However, there are still many variants on how to implement Solution (A):
· Variant (1): Using the 5G security context directly on the EPS NAS TAU message by using same 5G NAS COUNTs, integrity algorithm and NAS integrity key KNASInt.
· Variant (2): Using an intermediary key e.g. the KASME’ with the same 5G NAS COUNTs and integrity algorithm.
Both variants achieve the goals but one advantage to the first Variant is that it is simpler and does not require some additional computation before the integrity check on the AMF side.
4
Detailed proposal

We propose to endorse Solution (A) Variant (1) for the resolution of the Editor’s Note on the protection of the TAU message.
