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1
Decision/action requested

Accept normative text on NEF requirements in clause 4
2
References

[1]

TS 23.501
3
Rationale

The Network Exposure Function (NEF) supports external exposure of capabilities of network functions. External exposure can be categorized as Monitoring capability, Provisioning capability, and Policy/Charging capability
SA2 TS 23.501 clause 6.2.5 discusses NEF functionality. Relevant points from a security standpoint:
1. Exposure of capabilities and events:
3GPP NFs expose capabilities and events to other NFs via NEF. NF exposed capabilities and events may be securely exposed for e.g. 3rd party, Application Functions, Edge Computing as described in clause 5.13.

2. Secure provision of information from external application to 3GPP network: 

It provides a means for the Application Functions to securely provide information to 3GPP network, e.g. Expected UE Behaviour. In that case the NEF may authenticate and authorize and assist in throttling the Application Functions.

3. Translation of internal-external information:

It translates between information exchanged with the AF and information exchanged with the internal network function. For example, it translates between an AF-Service-Identifier and internal 5G Core information such as DNN, S-NSSAI, as described in clause 5.6.7.

In particular, NEF handles masking of network and user sensitive information to external AF’s according to the network policy.
In addition, clause 6.2.10 on Application Function mentions the following:

Based on operator deployment, Application Functions considered to be trusted by the operator can be allowed to interact directly with relevant Network Functions.

Application Functions not allowed by the operator to access directly the Network Functions shall use the external exposure framework (see clause 7.4) via the NEF to interact with relevant Network Functions.
4
Detailed proposal

************* BEGIN CHANGE *****************

5.x
Requirements on Network Exposure Function (NEF)
The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. 
The interface between the NEF and the Application Function shall fulfil the following requirements:
-
Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.
-
Mutual authentication between the NEF and Application Function shall be supported.

-
Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.

-
SUPI privacy shall be provided; it shall not be sent outside the 3GPP operator domain by NEF.
The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions.
************* END CHANGE *****************
5
Conclusion
SA3 is requested to approve the proposed security requirements for NEF.
