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1
Decision/action requested

It is propsed to discuss concern on the use of home network public key encryption.
2
References

[x]
S3-180667, Parameter for SUPI encryption, 3GPP SA3#90bis
[y]
S3-180668, Draft LS on subscription identifier encryptio, 3GPP SA3#90bis
3
Rationale

In 5G phase 1, home network public key is expected to be used for SUPI encryption only, so there is no need to make a key hierarchy or a KDF to derive different crypto keys from single home network public key, which can be commonly seen in other security keys such as KRRCint from KgNB and KNASint from KSEAF. However, as witnessed in a proposal for NSSAI encryption by home network public key, home network public key has a potential for different use cases where confidentiality protection is needed for the communication from UE to 5G core network (where NAS key is not available or applicable). 

Although it is not clear whether more uses of home network public key are desirable or not, but just to be on the safe side, we propose to add information to SUCI construction for different use cases of home network public key. There are conventional ways to add such information as follows:

a. Use existing KDF, with different FCs for different use cases (e.g. SUPI encryption and NSSAI encryption) and key input of home network public key. This is only possible for the case where chosen public key encryption scheme has a component of symmetric key encryption in the final stage (e.g. ECIES).

b. Include usage type (e.g. string of  “SUPI” or type value/function code) in addition to information (e.g. SUPI) to protect/encrypt with home network public key (i.e. SUPI || “SUPI”)
c. Differentiate the message itself which encloses the encrypted information by home network public key, whether by making different messages for each use cases (e.g. SUCI de-concealment, decryption of encrypted NSSAI) or add a parameter to the message similar to option b. 

When hybrid scheme with asymmetric and symmetric key encryption algorithms is used, option a. is the natural choice, as seen in previous generations of 3GPP systems (e.g. ECIES, RSA-KEM). This might be the only standardised scheme for the phase 1, but still network operators are allowed to use different SUPI construction scheme. In this case, option b. could be recommended.
For the option b, if the chosen asymmetric scheme is assumed to be reasonably secure (e.g. “IND-CCA” “IND-CCA2”), there is no additional harm from having a known part of plaintext (as long as it is very short), except attacker can save a very small portion of time of guessing the key or plaintext. To make sure, we might send LS to ETSI SAGE whether this is valid or not.
Additionally, especially for the case of SUPI encryption, it could be useful to include time stamp to prevent replay, and location information (e.g. serving network name or cell id) to prevent relay to the remote site. 

4
Detailed proposal

We propose to include use type information for home network public key encryption. For now, it is only applicable to SUPI encryption, and thus resulting change to Annex C is in the companion contribution S3-180667 [x]. If there is any security concern about having known plaintext in asymmetric encryption, we propose to send the LS to ETSI SAGE if there is any concern (draft LS S3-180668 [y]). 
