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1
Decision/action requested

This paper discusses the race condition authentication and NAS handling in the situation of mult-NAS in same PLMN and proposes way forward.
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Discussion

Last meeting, a race condition is identified in multi-NAS case. The race condition will impact authentication and NAS SMC significantly.

In TS 33.401 section 7.2.10, it says:

“6.
When the MME has initiated a NAS SMC procedure in order to take a new KASME into use and receives a request for an inter-MME handover or an inter-RAT handover from the serving eNB, the MME shall wait for the completion of the NAS SMC procedure before sending an S10 FORWARD RELOCATION message or initiating an inter-RAT handover.”

Which means similar race condition has been considered in LTE, but FORWARD RELOCATION is for handover, while in multi-registration, it is the Transfer Context procedure and AMF mobility notification procedure that cause the race condition. A similar simple solution is needed.

The impact on authentication is illustrated as follow:
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A2. NAS SMC procedure ([horizontal derivation])
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NAS Security Mode Command
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In this case, UE has performed authentication procedure and expect a NAS SMC. In step a1, the old AMF may transfer old Kamf to the new AMF, or horizontal derives a new Kamf and transfer the new Kamf to the new AMF. If a new Kamf is sent to the new AMF, a NAS SMC procedure with horizontal derivation indication will be triggered. If old Kamf is sent to the new AMF and algorithms are not changed, no NAS SMC procedure will be triggered. If old Kamf is sent to the new AMF and algorithms are changed, normal NAS SMC procedure will be triggered. As UE has performed authentication procedure, it expects a normal NAS SMC, while there may be no NAS SMC at all, or a different NAS SMC from expectation is received, this will confuse the UE and make it complex to handling it in the UE .
In LTE, authentication procedure will not cause the race condition because handover command is sent from source MME to the UE, as well as source MME and UE can cancel the authentication procedure by sending/receiving the handover command (for case 1 in the above figure, race condition is for NAS SMC). While in 5G multi-NAS case, second registration request is send from UE, old AMF cannot cancel the authentication procedure if race condition occurs.

The simple solution similar as in LTE to solve the race condition caused by handover for NAS SMC is illustrated as follow:
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The old AMF does not transfer the context (b2) until authentication response has been received, and indicate the new AMF that an authentication procedure has been performed. The new AMF triggers the normal NAS SMC procedure according to the indication, which will not contain horizontal derivation indication. UE treats the NAS SMC as a common procedure, i.e. both NAS connections are reset to use the new 5G security context.
Proposal 1: When the AMF has initiated an authentication procedure and receives a request for context transfer from another AMF, the AMF shall wait for the completion of the authentication procedure before transferring the context, and indicate that an authentication procedure has been performed in the transferred context.
Proposal 2: When the AMF has received the context transferred from another AMF, which includes new Kamf and an indication that authentication procedure has been performed, it shall initiate NAS SMC without horizontal derivation indication.
The impact on NAS SMC is illustrated as follow:
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The similar solution in LTE can be reused.

Proposal 3: When the AMF has initiated a NAS SMC procedure in order to take a new KAMF into use and receives a request for context transfer from another AMF, the AMF shall wait for the completion of the NAS SMC procedure before transferring the context.
4
Conclusion
Proposal 1: When the AMF has initiated an authentication procedure and receives a request for context transfer from another AMF, the AMF shall wait for the completion of the authentication procedure before transferring the context, and indicate that an authentication procedure has been performed in the transferred context.
Proposal 2: When the AMF has received the context transferred from another AMF, which includes new Kamf and an indication that authentication procedure has been performed, it shall initiate NAS SMC without horizontal derivation indication.

Proposal 3: When the AMF has initiated a NAS SMC procedure in order to take a new KAMF into use and receives a request for context transfer from another AMF, the AMF shall wait for the completion of the NAS SMC procedure before transferring the context.
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