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1	Decision/action requested
This pCR provides Seocndary Re-authentication procedure triggered by DN as agreed in Jan meeting..
2	References
 [1]	3GPP TS 33.501 v0.7.0 Security Architecture and Procedures for 5G System
3	Rationale
Secondary re-authentication procedure was specified in the last meeting. It was also agreed in SA3 that it should include a DN triggered re-authentication procedure. This contribution is to provide such a procedure to replace the Note (a place holder).  
4	Detailed proposal


***	BEGIN OF CHANGE	***
[bookmark: _Toc505674545]11.1.3	ReAuthentication




Figure 12.1.3-1 EAP Re-Authentication with an external AAA server

1-3	Secondary Authentications has been established according to procedures specified in Section 12.1.2, Initial EAP Authentication with an external AAA server.
Secondary Re-authentication may either be initiated by SMF or the external DN/AAA server. If Re-authentication is initiated by SMF, the procedure proceeds with step 4 (skipping steps 4a and 4b). If Re-authentication is initiated by the external DN/AAA server, the prodedure proceeds with the altertive steps 4a and 4b.
4.	The SMF decides to initiate Secondary Re-Authentication. 
Note:	Re-authentication may occur due to an external DN/AAA Server trigger, refresh policy of Authenticator.
4a. The DN AAA server decides to initiate Secondary Re-Authentication. 
4b. The DN AAA shall send a Secondary Re-Authenticaiton request to UPF and the UFP forwards to SMF. 
5.	The SMF shall send an EAP Request/Identity message to the UE.
6.	The UE shall respond with an EAP Response/Identity message (with Fast-Reauth Identity). 
7.	The SMF forwards the EAP Response/Identity to UPF, selected during initial authentication, over N4 interface. 
This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.
8.	The UPF shall forward the EAP Response/Identity message to the DN AAA Server.
9.	The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 
10.	After the completion of the authentication procedure, DN AAA server either sends EAP Success or EAP Failure message to the SMF.
11.	This completes the Re-authentication procedure at the SMF.
12-13.	If the authorization is successful, EAP-Success shall be sent to UE. 
12-14.	If authorization is not successful, the SMF notifies failure to UPF. Upon completion of a N4 Session Modification procedure with the selected UPF, SMF sends EAP-Fail to UE via AMF. 

***	END OF CHANGE	***
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