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1
Decision/action requested

This document proposes to move the authorization procedures of NF service access in the living document to TS33.501.
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Rationale

Authorization of service access has been discussed a lot. As described in the living document [1], authorization should consider NRF and its procedure should be specified by SA3. However, there is no solution in TS 33.501[3] yet. Contents of 9.1.3.4.3 is still absent. A corresponding solution of service authorization, i.e. the procedures in 4.3.1 has been approved before. Therefore, we propose to move the procedures into TS 33.501.  

Furthermore, we propose to remove the editor’s note “Parameters of the messages and parameters in the token are FFS” in the living document [1] because the parameters are clearly defined in this paper. 
To complete the authorization of NF service access for both non-roaming and roaming scenarios, another companion paper S3-180521 proposes to add the authorization procedure across PLMNs.
4
Detailed proposal
9.1.3.4.3
Authorization of NF service access
Editor’s Note: This content addresses the authorization of NF service access.
9.1.3.4.3.1 Service authorization in the same PLMN
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Figure 9.1.3.4.3-1: Service authorization in the same PLMN

1.
Before accessing services provided by the NF service producer, the NF service consumer sends a Service Authorization Request message to NRF for requesting authorization. This messages shall include NF type and NF instance ID of NF service consumer, NF type and NF instance ID of NF service producer, and NF service name. The request may also include other service related parameters.  
Service Authorization Request can be included in Nnrf_NFDiscovery_Request if the NF Service Consumer requests service authorization along with NF service discovery request.

2.
NRF checks whether the access can be permitted according to the maintained authorization information, e.g. the profile of the expected NF service producer. If the access is permitted, NRF sends a result along with a token proving the authorization. The token shall include the NF type and NF instance ID of NF service consumer, the NF type and NF instance ID of NF service producer, the NF service names that are permitted to be accessed, and a credential such as MAC (Message Authentication Code) or digital signature. To reduce overhead, the token can be reused and revoked. To this end, an expiration date and a token ID should be included. 

If Service Authorization Request is included in Nnrf_NFDiscovery_Request in step 1, NRF should include Authorization Result in Nnrf_NFDiscovery_Request Response which is sent to the NF service consumer. 

Note: If the authorization depends on per-UE subscription data or operator policies, NRF should obtain the subscription data from the UDM or check for the policies in PCF.

3.
After receiving the token, NF service consumer request the service by sending NF Service Request message to the NF service producer. The message shall include the token.

4.
If NF service producer is able to verify the token, step 4 and step 5 are skipped. Otherwise, NF service producer sends a Token Verification Request message to request NRF to verify the token. The message shall include the token.

5.
NRF checks whether the token is valid, e.g. whether the signature or MAC is correct, and then informs NF service producer the verification result. 

6.
If the token is valid and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and responses to NF service consumer. 
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