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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

TS 33.501 v.070
3
Rationale

This contribution proposes the combination of 2 already existing solutions to be considered in the LI / privacy discussion and for a possible voting. It is combining the verification hash solution as described in S3-180769 and the key binding of UE info by the serving network into the key hierarchy as described in S3-172488.
S3-180769 (Nokia) – Verification hash method
· SUCI generation includes SUPI and R (a long random / nonce)
· UE creates in addition to SUCI a verification hash VH = hash(SUCI,SUPI,R)
· UE includes VH in the initial registration message with SUCI
· HPLMN deconceals SUCI, retrieves SUPI, R and returns VH* to VPLMN, which is compared to VH coming from UE
· After successful authentication confirmation, HPLMN reveals SUPI, R to the VPLMN, which allows the VPLMN to capture the SUPI and continue (after reconfirmation by VH’ calculation and comparison with VH)
S3-172488 (Docomo) – Key binding method
· bind the SUPI reported by the HPLMN in an authentication run to the anchor key in the VPLMN
· ensures correctness of SUPI report by the HPLMN, as otherwise the anchor key and subsequently all other keys derived thereof would mismatch and thus effectively disabling communication
· AUSF generates K_preSEAF for 5G AV; SUPI reported in the N12 message; SEAF generates K_SEAF by binding SUPI with K_preSEAF. UE generates from CK,IK the K_AUSF -> K_preSEAF -> K_SEAF
· Nokia comment: SEAF could also calculate K_AMF by binding SUPI with K_SEAF, in which case, no additional key hierarchy step would be needed
· Nokia concern: N12 reporting is too early! But can be fixed by sending it later in 5G-ACA
Advantages/disadvantages of the verification hash method:

· SUPI is sent by UE to VPLMN in form of a hash (conform to the LI requirement)

· without SUPI known to the VPLMN yet, the VPLMN can immediately stop the communication, if there is a hash-mismatch 

· SUPI is not leaving the UICC if hash comparison is not equal
· dedicated failure reason known to the serving network operator if there is a mismatch

· no AKA run between UE and SEAF if mismatch
· VH comparison after SUPI was reported to VPLMN can be made optional, if combined with the key binding method

· hash collision was mentioned as disadvantage, but with SHA-256 this can be ruled out. Time for exhaustive search is too short. Also, in combination with key binding method this would be detected later.
· Calculation of hash was mentioned as a disadvantage, but hash calculation is simple and straigt forward

Advantages/disadvantages of key binding method:

· Main disadvantage: as a stand-alone solution, the key binding is not conforming to the LI requirement as sent to SA3 in LS-reply S3-171063 from SA3-LI. SUPI is never transferred from UE to VPLMN, neither encrypted nor as hash inclusion
· in combination with verification hash: the key binding would detect the unlikely event of a collision and stop communication
· in combination with verification hash: in the unlikely event, a VPLMN is continuing with AKA even if VH would mismatch (or VPLMN would ignore the result of the hash comparison), the key binding will detect this mismatch. (Note, this would be a poorly implemented VPLMN).
· Method can be used as generic method, no need to distinguish between SUPI or SUCI request for authentication vector by the AMF/SEAF.
4
Detailed proposal

***
BEGIN CHANGE 1
***
6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1.  
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
Editor’s Note: Figure needs editing: N1 message includes (VH, SUCI) or 5G-GUTI alone.
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the registration request. If SUCI is used, the UE uses SUPI and R as input into the SUCI generation. In addition, UE generates a verification hash VH from SUCI, SUPI and R and sends both, SUCI and VH in the registration message. The VH shall be later used by the SEAF to compare with a HPLMN calculated VH* and may do so later with a self-calculated verification hash VH', once the SUPI was reported from the HPLMN.
Editor's note: The hash function for generating the verification hash needs to be specified in the Annex and possibly referenced here. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE. Only one authentication vector can be requested at a time. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2].
The SEAF shall include the SUPI in the 5G-AIR message in case the SEAF has a valid 5G-GUTI, and re-authenticates the UE. Otherwise the SUCI is included in 5G-AIR.
Editor's Note: It is FFS how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain:

-
the serving network name, as defined in subclause 6.1.1.2 of the present document.

NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the 5G-AIR message, the AUSF shall: 
-
check that the requesting SEAF in the serving network is entitled to use the serving network name in the 5G-AIR by comparing the serving network name it receives with the serving network name it expects, and 
-
temporarily store the received serving network name.

The Authentication Information Request (Auth Info-Req) sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;

-
the serving network name;

-
an indication of whether the authentication is meant for 3GPP access or non-3Iaccess;

Upon reception of the Auth Info-Req, the UDM/SIDF shall be invoked if a SUCI is received. SIDF, as offered as a service by UDM, shall de-conceal SUCI to gain SUPI and R, i.e. both input parameters of SUCI generation, before UDM can process the authentication vector request.
The UDM/ARPF shall choose the authentication method based on the subscription data. 

NOTE 3:
The 5G-AIA message is sent in reply to the 5G-AIR message and is described as part of the authentication procedures in section 6.1.3.
***  END CHANGE 1  ***
***
BEGIN CHANGE 2
***
6.1.3
Authentication procedures

Editor's Note: The term authentication vector in this clause is used for authentication vectors that contain different elements. It is FFS to specify what is in each authentication vector.


6.1.3.1
Authentication procedure for EAP-AKA'

Editor's Note: Text needs to be edited related to identity proof of SUPI by verification hash VH and KPRESEAF binding with SUPI according to the changes in 6.1.3.2 once agreed.


<…..>
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. Further, 5G AKA enhances EPS AKA by providing a verification hash as a SUPI identity proof to the SEAF without revealing SUPI over the air if a real-encrypted SUCI (i.e. no null-SUCI) is used for Auth-info-Req.
5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple AVs.

In 5G AKA there are two types of authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced by the HXRES* and the KSEAF in the 5G AV.
If SUCI was provided in the Auth-info Req message, the UDM/ARPF generates in addition to the authentication vector a verification hash VH* from SUCI, SUPI, and R as input parameters, the latter two are retrieved from SUCI (see clause 6.1.2 for details). For this, UE is using a strong collision-resistant hash function such as SHA-256.
Together with the authentication vector 5G HE AV, UDM/ARPF provides VH* in the Auth-info Resp to the AUSF, which forwards it to the SEAF together with the 5G AV in the 5G-AIA message. 
SEAF is comparing UE reported VH and HPLMN reported VH* to check at an early stage if the HPLMN is using the same subscription identifier SUPI as the UE used in the registration request. This is possible without SUPI being yet revealed to the VPLMN. If VH and VH* do not match, communication between serving network and UE is stopped. The serving network can determine exactly the cause for the communication stop by either UE or HPLMN lying.
Editor's note: The hash function for generating the verification hash needs to be specified in the Annex and possibly referenced here. 
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For the 5G authentication vector requested, the UDM/ARPF shall create a 5G HE AV. If SUCI is used, the UDM/ARPF does this by first extracting (or de-concealing) the SUPI and R from the SUCI and then requesting the 5G HE AV with SUPI. The authentication vector with the Authentication Management Field (AMF) separation bit set as defined in TS 33.102 [9] is then generated, deriving KAUSF as per Annex A.2, and XRES* as per Annex A.4, and finally, creating the 5G HE AV from RAND, AUTN, XRES*, and KAUSF. Further UDM/ARPF shall generate VH* from SUCI, SUPI, and R using a strong collision-resistant hash function such as SHA-256.
2.
The UDM/ARPF shall then return the 5G HE AV and VH* to the AUSF in an authentication information response (Auth Info-Resp). 

3.
The AUSF shall store the XRES* temporarily until it expires. The AUSF may store the KAUSF.
4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Annex A.5 and KPRESEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KPRESEAF.
Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.

5.
The AUSF shall then return the 5G AV (RAND, AUTN, HXRES*, KPRESEAF) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), the AUSF shall also include the VH* as generated by UDM/ARPF in step 1. The AUSF shall further include an expiry time after which the SEAF shall not use the authentication vector for an authentication run.


NOTE 2:
The VPLMN is not required to wait for the AV to expire before requesting a new AV.

Editor's Note: The minimal expiry time of an AV needs to be standardised so that the serving network has time to run authentication.

Editor's Note: The flows needs to be updated to match SBA names and request/response style

6.
The SEAF shall compare VH and VH* in case 5G-AIR included SUCI. If there is a mis-match, SEAF shall stop the authentication process. If the hash comparison was successful, the SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has expired, even if the verification hash comparison was successful, the SEAF shall request a new AV. In case the AUSF received a 5G-AIR with SUPI, only the expiry time specified by the AUSF shall be checked by SEAF.
7.
In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful.  

8.
The USIM shall return RES, CK, IK to the ME. The ME then shall compute RES* from RES according to Annex A.4. 
9.
The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 

10.
The SEAF shall then compute HRES* from RES* according to Annex A.5, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 

11.
The SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the SUPI and the serving network name) to the AUSF.

12.
When the AUSF receives the 5G-AC message it may 
verify whether the AV has expired. If the AV has expired, the AUSF may consider the confirmation unsuccessful. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the confirmation message as successfully verified. 

13.
The AUSF shall indicate in the Authentication Confirmation Answer (5G-ACA) whether the confirmation was successful or not. If successful, the AUSF shall provide SUPI and R to the SEAF within 5G-ACA.
Editor’s Note: Treatment of missing 5G-ACA and treatment of 5G-ACA indicating an error is FFS. 

Editor’s Note: How SEAF informs UE and other network functions of 5G-ACA errors is FFS

14. If the authentication was successful, the SEAF by now knows the user info (SUPI, R) as provided by the HPLMN (and based on the SUCI input parameters added by the UE in the registration message) and will store it. 
The SEAF may calculate a VH' = hash(SUCI, SUPI, R) itself, in order to compare the outcome with VH as received from UE. If there is a mismatch between the reported VH from UE and the VH’ calculation by the serving network, the SEAF shall reject the UE. If the verification hash comparison and the authentication was successful, the SUPI shall be stored and used by the SEAF. This check is optional, since the key binding method as described in step 15 would reveal any false reporting by the HPLMN. However, it is important that SUPI and R are stored by the SEAF, in case a SUPI would be requested by any LI authority.
NOTE: The verification hash VH for SUPI identity proof was introduced for the attacking scenario, that UE works as specified and has no functional additions while the HPLMN UDM may be assumed to be cheating. Thus, the underlying assumption of the verification hash solution is that the UE is not cheating or cooperating in cheating with the UDM. Without this assumption, any proprietary application layer scheme between the UE and the UDM, with the aim of lying to the AMF/SEAF about the true SUPI, could be realized, even without SUPI concealment. This would have been possible in EPS already.
15. SEAF shall calculate the key KSEAF from the key KPRESEAF as received in 5G AV and the SUPI (either as received in 5G-ACA after the successful hash comparison or as already stored in SEAF from an earlier AKA run). UE shall calculate KAUSF according to Annex A.2, KPRESEAF from KAUSF according to Annex A.6 and KSEAF from (KPRESEAF and SUPI) according to Annex A.X.
NOTE: By binding the SUPI with the KPRESEAF into KSEAF, a serving network will not be able to overrule the verification hash comparison of step 5. I.e. it is not possible to continue with NAS SMC in case a badly implemented VPLMN would omitted step 14 or a malicious HPLMN would have sent a wrong SUPI, R pair in step 13, even after it has provided the correct VH* in step 5. 

NOTE: For simplicity the KSEAF is always calculated as KDF(SUPI,KPRESEAF), i.e. also in case of AMF/SEAF requesting the authentication vector based on the SUPI.
NOTE: UE calculation of KAUSF can also happen earlier.
KSEAF then shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. Then the SEAF provides the ngKSI and the KAMF to the AMF.
NOTE: NAS SMC can only be completed successfully, if UE and SEAF have created KSEAF in the same way. Otherwise authentication would be stopped.
The steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 
Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.

***   
END CHANGE 2   ***
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