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Decision/action requested

Addition of OTA message to activate the mechanism in solution#2
2
References

[1]
3GPP TS 33.834 v0.3.0 

3
Rationale

This contribution addresses editor’s note present in clause 9.2.3.1 for solution#2 “Pre-installed multiple key pairs”.
Editor's note: It is FFS whether this solution could be improved by adding OTA message to activate this mechanism.
In case of solution#2, the sending of OTA message in conjunction with the use of proprietary AMF bits provides the following security advantages:

- Addition of a trusted channel of communication coming from the Home Network

- Control of the change of the key K. The change of the key K in the USIM with the use of proprietary AMF bits in the AUTHENTICATE command takes place only if the USIM has previously received an OTA message for activation of the replacement mechanism. The OTA message enables the replacement of the key K in the USIM for a limited time. 
The option consisting in using proprietary AMF bits in conjuction with the use of OTA message to activate the replacement mechanism is the preferred option for solution#2. This option is more reliable than the option consisting in OTA message updating a file that holds the key K with HSS updated on receipt of a successful TA PoR.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TS 33.501 [1].

9.2
Solution #2: Pre-installed multiple key pairs
9.2.1
Introduction

This solution proposes to have multiple K/Opc or K/TOPc pairs pre-installed on the USIM and for the pair to be used to be indicated by some means.

This solution addresses key issue #1 and #2.

9.2.2
Solution Description

The USIM and the HSS may hold multiple K/OPc or K/TOPc pairs for a USIM subscription although the operation of this is not currently standardised.

For this solution, multiple K/OPc and/or K/TOPc combinations are loaded into the USIM at manufacture.  The Ks may be either related to each other by the use of some strong algorithm or completely independent of each other.  Where a strong algorithm is used to generate other K’s, this will be pre-agreed between the network operator and the manufacturer and any keys used by this algorithm shall be exchanged both securely and by a different means than the normal provisioning process.

Only one of the K/OP or K/TOPc combinations is sent to the network operator provisioning system by the normal provisioning means.  If the K’s are independent of each other, the other K’s may be securely stored by the manufacturer or transported to the operator separately using a different transport mechanism.

When the operator determines that a change of K is needed (either in response to a compromising event or as part of a planned change to improve security), the operator signals this change to the USIM.  This could be achieved using the following existing mechanisms:

- For 3G, LTE and 5G, the K to use could be signalled by the HSS in the authentication message using the proprietary AMF bits detailed in 3GPP TS 33.102 [x].  This has the advantage that the HSS and USIM will be synchronised even if several vectors have been pre-allocated to visited networks. Additionally, the home operator may also send an OTA message to the USIM prior to the sending of the authentication message with proprietary AMF bits. This OTA message activates the replacement mechanism to change K in the USIM. 
- For all 3GPP technologies, the switch from one key to another could be made using a USIM OTA message.  This message could either update a file that holds which K to use or a specific APDU for the purpose.  As the handset will fail authentication while the USIM and HSS are out of sync, care will need to be taken as to when to update the HSS record with the new K.  As there may be an authentication as part of the delivery of the SMS OTA, it is advised that the HSS is updated on receipt of a successful OTA PoR.  This method could also be used to deactivate keys that are known to be compromised.

This solution does not require any changes to the current 3GPP specifications.

9.2.3
Solution Evaluation
9.2.3.1
Key Issues

This solution does not mitigate a security issue due to a compromise at the manufacturer as all of the keys are preinstalled by the manufacturer.

This solution can mitigate against all of the other potential attacks listed for key issue #1.

Where the AMF indication is used to indicate the K/Opc or K/TOPc to use, this communication is suitably replay protected and integrity protected by the authentication procedure (see 3GPP TS 33.102 [x]).   


Where USIM OTA is used to indicate the K/Opc or K/TOPc to use, this communication should be integrity protected, privacy protected and replay protected by the OTA protocol.  Note: from the current options, only AES is recommended as a secure enough ciphering algorithm.

This solution mitigates Key issue 2 by updating the key to use on each effected USIM individually.
9.2.3.2
USIM and ISIM types applicable

This solution is suitable for all USIMs and ISMIs.  This solution would also work with eSIMs.

9.2.3.3
Potential hardware and software impacts

For this solution the USIM and the HSS software will need to be updated to implement the key change procedure and to implement the key indication procedure.

Optionally, a standardised interface between the OTA server and the HSS could be developed to manage the K/OPc or K/TOPc change and synchronisation of use between the HSS and the USIM.
9.2.3.4
Key exchange protocols and transportation

In this solution, the keys are preinstalled on the USIM so there is no key exchange between the home network operator and the USIM.  

The key exchange between the manufacturer and the home operator should be different that the normal provisioning message else this solution will have the same drawbacks as not using this solution.
9.2.3.5
3GPP technologies supported
Where the AMF indication is used to indicate the K/Opc or K/TOPc to use, this solution is suitable for 3G, LTE and 5G.   

Where USIM OTA is used to indicate the K/Opc or K/TOPc to use, this solution is suitable for GSM, 3G, LTE and 5G.
9.2.3.6
Assessment of additional risks
There is still a storage and transport risk with solution.  As all the keys are generated at production time, all of the keys will need to be stored somewhere and also transported from production to the home operator.
9.2.3.7
Conclusion
Editor’s Note: To be added.
