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1
Decision/action requested

Remove section 9.1.2 on Diameter/GTP based NF to NF interface
2
References

[1]

S3-180362 TS 33.501 [after SA3#90]
3
Rationale

In 5G, SBA is introduced to model services as network functions (NFs). Network Functions communicate each other through the service based interface and not anymore through dedicated point to point reference points. These referece points are based on Restful HTTP. There is no Diameter or GTP based interfaces between NF to NF in 5G SBA.

Hence the section on NF to NF interfaces based on Diameter or GTP is removed from the TS.
4
Detailed proposal

************* BEGIN CHANGE 1*****************
9          Security procedures for interfaces 

9.1
Protection of interfaces between 5G Network Functions

9.1.1
General

This clause applies only to signalling interfaces, with the exception of N3 (user plane interface between the access network and the core network). 

Editor's Note: It is ffs whether to include further user plane interfaces here.

Editor's Note: Whether to include management interfaces here is FFS. 

************* END CHANGE 1 ********************
************* BEGIN CHANGE 2*****************


















************* END CHANGE 2*****************
************* BEGIN CHANGE 3*****************
9.8
Interfaces based on DIAMETER or GTP

9.8.1
General

9.8.2
Protection at the network layer

Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   

Here, the solution from EPS can be adapted to use in 5G.

The protection of IP based interfaces for 5GC and 5G-AN shall be done according to NDS/IP as specified in TS 33.210 [3]. Traffic on interfaces carrying control plane signalling shall be integrity and replay protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 

NOTE:
According to TS 33.210 [3] and TS 33.310 [5], in case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection.

Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [4] as profiled by TS 33.210 [3]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 

Editor's Note: Whether IPsec support is mandatory or optional for 5G CN entities is FFS. 

Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. The certificates shall be implemented according to the profile described in TS 33.310 [5]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [5].

QoS considerations
if the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header's DSCP, the resulting traffic may be reordered to the point where the receiving node's anti-replay check discards the packet. If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [6]. 

Editor's Note: This might need to be revised depending on the progress on the QoS architecture in other working groups.

9.8.3
Protection at the application layer

Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   

Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is to take into account the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 

9.8.4
Authorization aspects

Editor's Note: it is ffs whether this subclause is needed. It was implicit in NDS/IP in earlier generations, but application layer protection may entail new aspects. 

************* END CHANGE 3*****************
************* BEGIN CHANGE 4*****************
9.1.2
Service Based Interfaces 

9.1.2.1
General

Editor's Note: Service Based Interfaces use HTTP/2 which natively supports TLS 1.2. It is FFS if the use of TLS 1.3 should be mandated when using TLS and whether additional security measures (e.g Protecting JSON data using JOSE) are required.

Editor's Note: This clause is to take into account the NF registration and authentication procedure.

9.1.2.2
Protection at the network or transport layer

All network functions shall support TLS. Network functions shall support both server-side and client-side certificates for authentication between each-other. If TLS is used for service based interfaces, all network functions shall use both server-side certificates and client-side certificates for authentication. 

The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 [X].
TLS shall be used within a PLMN unless network security is provided by other means.

Editor’s Note: Profiles for TLS Client certificates are FFS

9.1.2.3
Protection at the application layer

Integrity protection shall apply to all attributes transferred over the N32 interface.

The following attributes shall be confidentiality protected when being sent over the N32 interface:

-
Authentication Vectors

-
Cryptographic material

-
Location data, e.g. Cell ID and Physical Cell ID

The following attributes should additionally be confidentiality protected when being sent over the N32 interface:

-
SUPI

Editor's Note: Solutions in this subclause may apply, in particular, when there may be intermediaries modifying messages, e.g. in roaming situations.   

Editor's Note: This subclause is to include solutions satisfying the requirements on e2e security in clause 5.7. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 

9.1.2.4
Authorization and authentication aspects

9.1.2.4.1
General

Editor's Note: this subclause is to cover how an HTTP-based service request can be authorized. 

9.1.2.4.2
Authorization and authentication between network functions and the NRF

NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, the protection at the transport layer shall be used for mutual authentication of the NRF and NF.

Procedures for transport layer protection of service base interfaces are specified in clause 9.1.2.2 of the present specification.

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.

Editor’s Note: It is FFS how to perform authentication in case a non-transparent proxy is in between the NF and NRF. In such case the NRF will only see the client-certificate of the non-transparent proxy and not the actual NF.

For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].

For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.

9.1.2.4.3
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.

9.1.2.4.4
NF service registration process

Editor’s Note: This content addresses the security of NF service registration.

Editor’s Note: NF Service Registration authentication shall be based on public key/certificates, however specific solution is FFS.

************* END CHANGE 4 *****************
5
Conclusion
It is requested that SA3 agree on removing section 9.1.2 on Diameter/GTP based interfaces.
