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1	Decision/action requested
Approve the pCR to the living document
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3	Rationale
This is a proposed update to the SBA living document for Phase 1. It proposes a mechanism to integrity protect messages across N32, while allowing modifications by intermediate nodes.
4	pCR of type other to Living Document
+++++++++++++++++++++BEGIN CHANGES+++++++++++++++++++++++++
4.3.2.2.2.X Integrity protection based on JSON patch
There is a requirement for "e2e" integrity protection in conjunction with requirement for intermediaries to be able to modify the message in a verifiable way.


Figure 4.3.2.2.2-1: Message flow across N32 interface
1.	The vSEPP receives an HTTP request.
2.	The vSEPP shall encapsulate the HTTP request into a JSON object encapsulatedRequest consisting of three JSON objects: 
-	the request line shall be put into an element called requestLine containing an element each for the method, the URI, and the protocol of the request received in step 1.
-	the header of the request received in step 1 shall be put in into an element called httpHeaders, with one element per header of the original request.
-	the body of the request received in step 1 shall be put into an element called http body.
Editor's note: how to deal with multipart messages is FFS.
	The vSEPP shall include its own identity and the encapsulatedRequest into a JSON object called partRequest as well to allow the hSEPP to identify the originator. 
Editor's note: it is FFS whether: The vSEPP shall include the first intermediary’s ID in the partRequest. This authorizes the first intermediary to perform modifications.	Comment by NOKIA4: May be this needs more thinking. Why not have an EN
Editor’s Note: Only authorized intermediaries are allowed to perform modifications. Authorization mechanism is FFS
	Editor's note: whether the hSEPP should include a policy which elements are allowed to be changed by the first intermediary is FFS.
	The vSEPP shall integrity protect the complete partRequest using JWS.
	The integrity protected partRequest shall be put into an array. 
3.	The vSEPP shall use HTTP POST to send the encapsulated request to the first intermediary (visited network's IPX provider).
4.	The first intermediary (e.g. visited network's IPX provider) checks the integrity and authenticity of the encapsulated request. It shall parse the encapsulated request and determine which changes are required. The first intermediary creates a JSON element called operations, taking the sytnax and semantic from RFC 6902, that, when applied as a JSON patch to the encapsulated request, will result in the desired request. If no patch is required, the operations element is empty.

Editor's note: error handling in case of failed integrity check is FFS.
	The first intermediary creates a JSON element called partRequest that includes the intermediary's identity, and integrity protect the partRequest in a JWS.
Editor's note: whether the the part Request includes the hSEPP ID or the next intermediarie's ID to authorize further changes is FFS. Inclusion of a policy is not required, because this would be under the home networks remit.
	The integrity protected partRequest is appended to the array inside the encapsulated request created in step 2. 
5.	The first intermediary sends the encapsulated request to the second intermediary (home network's IPX) as in step 3.
6.	The second intermediary checks the integrity and authenticity of the encapsulated request and the partRequest. It parses the encapsulated request, apply the modifications described in the partRequest and determine further modifications required to result in the desired request. These modifications are recorded as a further patch request. Further processing is like in step 4 (create a pertRequest and integrity protect).
[bookmark: _GoBack]Editor's note: it is FFS, if a policy is included in step 2, how and whether the second intermediary can check that the first intermediary only changed allowable elements.  	Comment by Steve Kohalmi: Perhaps it doesn’t have to.  Maybe it is up to the hSEPP to verify the whole the whole chain. 
7.	The second intermediary sends the encapsulated request to the hSEPP as in step 3.
Note: The behaviour of the intermediaries is not normative, but the hSEPP assumes that behaviour for processing the resulting request.
8.	The hSEPP shall check the integrity and authenticity of the encapsulated request and the partRequests. The hSEPP checks whether the modifications performed by the intermediaries were permitted by policy. The hSEPP shall decapsulate the encapsulated request, verify signatures, apply the patches in the partRequests in order, perform filtering on the resulting request, and create a new HTTP request according to the "patched" encapsulatedRequest.	Comment by Steve Kohalmi: I think this is going to be pretty difficult to call out in a normative text without defining what these are.  I don’t think we want to introdude a new FN, the FW.  Perhaps it should just say “verify the request conforms to secure protocol guidelines”.
Editor's note: which signatures the hSEPP needs to verify is FFS
9.	  The hSEPP shall send the HTTP request resulting from step 8 to the home network's NF.
10.-18.	These steps shall be analogous to steps 1.-9., but treating the HTTP response like the HTTP request.

Below is an example to illustrate the elements in the JSON:
partRequest created by vSEPP
{
"partRequest": {
    "previousSignature": "",
    "originatorIdentity": "some MNO's SEPP",
    "encapsulatedRequest": {
      "requestLine": {
        "method": "POST",
        "URI": "APIroot/nausf_auth/v1/ue_authentications",
        "protocol": "HTTP/2"
      },
      "httpHeader": {
        "Accept: application/json",
        "Content-Type: application/json",
        "host: ": "hplmn.f.q.dn",
        "content-length: ": 100
      },
      "body": {    
        "UE-id": "maguro_suci",
        "Serving network name": "some_VPLMN",
        "access_type": "5G" }
    },
    "nextHopIdentity": "next intermediaries name"
  }
}

partRequest created by Intermediary
{
  "partRequest": {
    "previous": "<signature of previous request entry in requesthistory array>",
    "next": "<expected next originator>",
    "originator": "intermediary name",
    "operations": [
      {
        "op": "replace",
        "path": "/HTTP-headers/Host",
        "value": "HPLMN2.com"
      },
      {
        "op": "replace",
        "path": "/HTTP-headers/Content-Length",
        "value": "131"
      },
      {
        "op": "add",
        "path": "/HTTP-body/new_element",
        "value": "value1"
      }
    ]
  }
} 

The complete request with change history as will arrive at the hSEPP

{
  "requestHistory": [
    {
      "integrityProtectedPartRequest": "protectedHeader.protectedPayloadIsPartRequestFromVSEPP.signature"
    },
    {
      "integrityProtectedPartRequests": "protectedHeader.protectedPayloadIsPartRequestFromFirstIntermediary.signature"
    },
    {
      "integrityProtectedPartRequests": "protectedHeader.protectedPayloadIsPartRequestFromFirstIntermediary.signature"
    }
  ]
}


*********************END CHANGES******************
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