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Rationale

3.1
Problem formulation
According to the current agreements [1, 2], SA3 plans to design an application layer solution for SEPP-SEPP communication security. There are different proposals for the different releases, but the common goal is a solution where the SEPP protects some of the IEs of a given messages, some IEs are readable but integrity protected, and some IEs are modifyable.

The problem is that a SEPP of a given release will not know which IEs to protect if the message belongs to a service that was introduced or modified later. 
If this problem is not solved, it will put a severe restriction for SBA, as the idea behind SBA is that it should be easy to introduce new NFs and new services. If it is necessary to update the SEPP of both PLMNs for any new service that involves roaming, adding new services would be significantly harder.
This problem has already been discussed in a conference call by CT4 and in the joint conference call between CT3, CT4 and SA3. To our knowledge, there are two solution proposals so far: local configuration (O&M) of the SEPP, and using OpenAPI so that at least the API would adapt. Here, we present a solution that we believe is more flexible.

3.2

Basic idea of the solution

Part 1: protection policies

For a newly introduced service and for every message included in this service, it is expressed by a policy which elements should be encrypted and/or integrity protected.

Part 2: obtaining the policies
The basic idea is that the SEPP either retrieves the policy from the NRF when the message arrives, uses a cached policy or receives the policy together with the message. 

3.3

Remarks on the timeline

Some parts of the solution will need to be included in Rel-15 in order for this solution to work. Other features can be included in later releases. Specifically, it is all functionality involving the SEPP that needs to be included in Rel-15, otherwise a Rel-15 SEPP will not be able to interwork with NFs introduced later. On the other hand, all functionality related exclusively to NFs does not need to be specified in Rel-15, as a Rel-15 NF will be able to interwork with SEPPs of all later releases anyway.
Due to the extremely short time until the completion of Rel-15 for SA3, it is necessary to focus only on the most essential features or this solution for Rel-15. Everything that can be postponed to a later release, or is in the scope of another 3GPP working group, should not be discussed in SA3 at the moment in order to keep focus on the most essential points.

In the following, we study which parts of the solution are essential for SA3 at the moment, and which are not.

3.4

Evaluation of features for relevance for SA3 in Rel-15 

3.4.1
Protection Policies

How exactly the policies are formulated does not require security competence but rather competence in the formulation of policies. Hence the detailed specification of the protection policies should be in scope of CT4. The relevant part for SA3 is that the policy expresses which elements should be encrypted and/or integrity protected, as well as the scope of the policy. 

In order to convince SA3 that it is possible to specify such policies, we describe briefly how this could be done. The policy could identify a certain path segment on the URI request line (matched by means of a regular expression, for example), or identify a certain variable in the URI query parameter list (simply by listing the variable name), or identify a certain JSON element in the HTTP body part (defined by means of the JSON Pointer syntax defined in IETF RFC 6901 [3]). The policy would also indicate the type of protection to apply to the information element identified, i.e. only integrity protected or additionally encrypted. Alternatively, the policy could state which elements are not to be protected, i.e. are readable or modifyable. 

The scope of a policy determines for which messages this policy is applicable. The granularity of the scope could, for example, be on at service level or at message type level. Also subscription and PLMN aspects could be relevant. 

The details of the granularity of the scope of a policy seem to be in CT4 scope. However, SA3 may have some security related requirements. For example, different services would most probably have different requirements on the protection of IEs over N32. Hence SA3 could require that the granularity is at service level or more fine grained. 

In order to support a quick discussion, we make the following concrete proposal: SA3 requires that the granularity is at service level or more fine grained. Whether ‘per subscription’ is relevant, is to be discussed between SA3 and CT4. Other details are for CT4 to decide.

3.4.2
SEPP obtaining the policies 
As said above, all functionality involving the SEPP that needs to be included in Rel-15, otherwise a Rel-15 SEPP will not be able to interwork with NFs introduced later. We propose three basic ways how the SEPP could obtain the policies. All need to be included in Rel-15, otherwise it will be hard to add them in later releases.
Variant 1: The SEPP retrieves the policy from the NRF after having received the message.

Variant 2: The NF sending the message includes the applicable policy in the message.

Variant 3: The SEPP uses a cached or pre-configured policy. No need to retrieve a policy.

3.4.3
Detailed flows between NFs, NRFs and SEPPs for obtaining the policies
When trying to define the detailed flows for the SEPP obtaining the policies, one quickly runs inte a magnitude of different cases and decisions. Which entities are allowed to introduce policies, the producer NF, the consumer NF, the NRF of the producer NF, the NRF of the consumer NRF? In which flows will they be sent to the SEPPs? Will the SEPPs on both ends of N32 use the same policies for the same service? Will there be standardized policies for standardized services? Etc.

However, it is not necessary to discuss all these details at the moment. Rel-15 NFs will not need to use policies, as they are already interoperable with Rel-15 SEPPs. So it is sufficient to introduce the details for Rel-16 NFs.

3.4.4
Conflicting or no policies

The situation may occur that the SEPP has either no or several conflicting policies for a given message.

In order to handle the case of no applicable policy, the SEPP needs to be able to send an error message to either the NF or NRF that is supposed to provide the policy. 

However, the exact behaviour for no or several conflicting policies can be left to operator configuration of the SEPP.
3.4.5
Conclusion on the evaluation

The basic functionality needed in Rel-15 is how the SEPP obtains and applies the policies, as well as error messages and some security-related requirements on the policies. The details of applying the policies are in CT4 scope. Hence SA3 can, for the moment, focus on how the SEPP obtains the policies and sends the error messages, as well as security related requirements on the policies. Below, we present a pCR to TS 33.501 with a text proposal for the most basic features. 
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pCR

***BEGIN CHANGES***
4.3.X
Solution #X: Policies for protection on the N32 interface
A message protection policy determines which part of a certain message shall be integrity protected, which part of a certain message shall be confidentiality protected, and which part of a certain message shall be modifyable by IPX providers. For application layer protection of messages on the N32 interface, the SEPP shall apply message protection policies.

Editor's Note: The specification of the protection policy is in scope of CT4. SA3 requires that the granularity is at service level or more fine-grained. Whether 'per subscription' is relevant, is to be discussed between SA3 and CT4. Other details are for CT4 to decide.
If the SEPP neither has nor obtains a policy applicable for a specific message, the SEPP shall apply a default policy.

Editor's Note: Which IEs are protected according to the default policy is for further study.

For the protection of a specific message, an NF may include a message protection policy applicable for that specific message into the message.
The SEPP shall retrieve a message protection policy from the NRF, if operator configuration requires, e.g. when the SEPP has no message protection policy available for a message to be sent on N32.

Editor's Note: It is for further study whether the procedure is a service offered by the NRF.
The SEPP shall send message protection policy error messages to NFs or the NRF if operator configuration requires, e.g for the case that the SEPP has no policy applicable for a specific message.

It is up to operator configuration how the SEPP behaves if more than one policy applicable for a specific message are available to the SEPP.
***END CHANGES***

