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1
Decision/action requested

Accept the text in X.Y on SEPP for normative spec in TS 33.501
2
References

[1]

S3-180362 TS 33.501 [after SA3#90]
3
Rationale

In 5G, SBA is introduced to model services as network functions (NFs) that communicate with each other using Restful APIs. In the scenario where the two communicating NFs are in two different PLMNs, communication happens over the roaming interface between the two participating PLMNs. 

To protect messages that are sent over the roaming interface, 5G introduces SEPP as the entity sitting at the perimeter of the PLMN network and acting as a proxy that protects all the traffic going out of the network. The SEPP implements application layer traffic for all the data exchanged between two NFs at the service layer.
In this paper an introductory text is provided for SEPP.
4
Detailed proposal

************* BEGIN CHANGE 1 *****************
4.X
Security Edge Protection Proxy (SEPP)

To protect messages that are sent over the N32 interface, 5G System architecture introduces Security Edge Protection Proxy (SEPP) as the entity sitting at the perimeter of the PLMN network that:

-
receives all service layer messages from the Network Function and protects them before sending them out of the network on the N32 interface and 

-
receives all messages on the N32 interface and forwards them to the appropriate Network Function after verifying security, where present.

The SEPP implements application layer security for all the service layer information exchanged between two NFs across two different PLMNs.
   ************ END CHANGE 1 ********************
************* BEGIN CHANGE 2 *****************
5.7.4
Requirements for e2e core network interconnection security

5.7.4.1
General

The present subclause contains requirements common to subclauses 5.7.2 and 5.7.3

A solution for e2e core network interconnection security shall satisfy the following requirements. 

-
The solution shall support adding, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.

NOTE:
Typical example for such a case is IPX providers modifying messages for routing purposes.

-
The solution shall provide confidentiality and/or integrity end-to-end between source and destination network for specific message elements identified in this specification. For this requirement to be fulfilled, a proxy – cf [2, clause 4.2.4] shall be present at the edge of the source and destination networks dedicated to handling e2e Core Network Interconnection Security. IThe confidentiality and/or integrity for the message elements is provided between two proxy nodes of the source and destination networks–. 

Editor’s Note: Which specific message elements require end-to-end protection is ffs. Whether only confidentiality or only integrity or both are applied to the specific message element is ffs.


-
The destination network shall be able to determine the authenticity of the source network  that sent the specific message elements protected according to the preceding bullet. For this requirement to be fulfilled, it shall suffice that a proxy function in the destination network that is dedicated to handling e2e Core Network Interconnection Security can determine the authenticity of the source network.

-
The solution should have minimal impact and additions to 3GPP-defined network elements.

-
The solution should be using standard security protocols. 

-
The solution shall cover interfaces used for roaming purposes.

-
The solution should take into account considerations on performance and overhead.

-
The solution shall cover prevention of replay attacks.

-
The solution shall cover algorithm negotiation and prevention of bidding down attacks.

-
The solution should take into account operational aspects of key management.

5.7.4.2
Requirements for Security Edge Protection Proxy (SEPP)
The SEPP acts as a non-transparent proxy node and shall satisfy the following requirements:

-
It shall protect application layer control plane messages between two NFs belonging to different PLMNs that use the N32 interface to communicate with each other.

-
It shall perform mutual authentication and negotiation of cipher suites with the SEPP in the roaming network.

- 
It shall handle key management aspects that involve setting up the required cryptographic keys needed for securing messages on the N32 interface between two SEPPs.

-
It shall perform topology hiding by limiting the internal topology information visible to external parties.

-
As a reverse proxy it shall provide a single point of access and control to internal NFs.

************* END CHANGE 2 ********************

5
Conclusion
It is requested that SA3 agree on the introductory text for for Security Edge Protection Proxy (SEPP).
