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4.1.1.1
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

TS 33.501 v.070
3
Rationale

< serving network name> is not for study anymore. Editor’s note changed accordingly and editorial corrections.

4
Detailed proposal

***
BEGIN of CHANGE 1
***
6.1.4
Linking increased home control to subsequent procedures

6.1.4.1
Introduction 

The authentication and key agreement protocols mandated to provide increased home control, compared to EPS AKA in 4G. This increased home control comes in the following forms in 5G: 

-
In the case of EAP-AKA', the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. subclause 6.1.3.1 of the present document. 

-
In the case of 5G AKA, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. subclause 6.1.3.2 of the present document. 

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g. the location update procedure in some way to achieve the desired protection.

The actions taken by the home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

But some guidance is given in the following subclause as to what measures an operator could usefully take. Such guidance may help avoiding a proliferation of different solutions. 

The N13 interface shall support sending information from the AUSF to the UDM that a successful or unsuccessful authentication of a subscriber has occurred. 

NOTE: 
It may be sufficient for the purposes of fraud prevention to send only information about successful authentications, but this is up to operator policy.

6.1.4.2
Linking authentication confirmation to update location procedure

This subclause gives informative guidance on how a home operator could link authentication confirmation (or the lack thereof) to subsequent 5G Update Location procedures to achieve protection against certain types of fraud, as mentioned in the preceding subclause. 

Approach 1: 

The home network records the time of the most recent successfully verified authentication confirmation of the subscriber together with the identity of the 5G visited network that was involved in the authentication. When a new 5G Update Location Request message (5G-ULR) arrives from a visited network, the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not, the 5G-ULR message is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new 5G Authentication Initiation Request (cf. subclause 6.1.2 of the present document) for fetching a new authentication vector before repeating the 5G-ULR message. 

NOTE 1: 
With this approach, the authentication procedure and the 5G Update Location procedure are performed independently. They are coupled only through linking information in the home network. 

NOTE 2: 
It is up to the home network to set the time threshold to define what 'sufficiently recent' is.

Approach 2: 

As a variant of the above Approach 1, Approach 2 is based on a more fine-grained policy applied by the home network; the home network could classify roaming partners into different categories, depending on the trust - e.g. derived from previous experience placed in them, for example as follows: 

-
For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the 5G-ULR.

-
For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks).

-
For a visited network in the third category, the home network would perform no checks regarding 5G-ULRs and authentication at all. 

Further approaches are possible, depending on the home operator's policy.

***
END of CHANGE 1
***
