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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

Clause 5.1.5 defines privacy requirements on UE. It is defined that calculation of SUCI is allowed either in USIM or in ME, as specified by the home network operator. The consequence would be that when the SUCI is calculated in ME, then ME would need to use one of standardized protection schemes specified in Annex C. When the SUCI is calculated in USIM, then the USIM could either use one of standardized protection schemes specified in Annex C, or a proprietary scheme chosen by the home network operator.

First, irrespective of whether USIM or ME calculates SUCI, and irrespective of whether standardized or proprietary scheme is used, the network needs to identify the protection scheme that the UE (USIM or ME) used to calculate the SUCI, similar to the identification of the home network public key. Protection scheme identifiers for proprietary schemes could also be proprietary. But, protection scheme identifiers for standardized schemes shall also be standardides. Therefore, currently defined shemes in Annex C (C.2 and C.3.4.1) are updated accordingly. 
Second, when the SUCI is calculated in ME, then ME would need to use one of standardized protection schemes specified in Annex C. In other to mitigate the effect of unbounded size of the SUCI, there is a need to specify maximum size of the scheme-output. To that end, it is proposed that each protection scheme profiles specified in Annex C shall also specify the maximum size of the scheme-output. 
Any new ECIES profiles when and if added, shall also define similar scheme idenfier and maximum size of scheme-output.
3
Detailed proposal

***
BEGIN CHANGE
***.
C.2 
Null-scheme  

The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.
The scheme properties for this null scheme shall be the following: 

-
scheme identifier








: <TBD>
-
maximum size of scheme-output



: <TBD> bits
Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and maximum size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.
***
NEXT CHANGE
***.
C.3.4.1
Profile <A>

The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp256r1

-
point compression







: true

-
backwards compatibility mode




: false
The scheme properties for this ECIES profile <A> shall be the following: 

-
scheme identifier








: <TBD>
-
maximum size of scheme-output



: <TBD> bits

Editor's Note: It is FFS to contact other WGs (like CT1) or wait for their progress before finalizing the identifier, and maximum size of the null-scheme. The maximum size should cover both the IMSI and NAI formats.
Editor's Note: It is FFS if and which other curves will be specified (other curves currently proposed are secp384r1, NIST P-384, NIST P-256, brainpool384, brainpool256, M-383, Curve41417, and Curve25519).

Editor's Note: If other curves are specified, it is FFS if separate profiles (comprising the corresponding ECIES parameters) will be specified

Editor's Note: It is FFS which curves are mandatory to support depending on the location of the SUCI calculation.

***
END OF CHANGES
***


