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1
Decision/action requested

We propose resolutions for the ENs in clause 5.1.4 (Secure storage and processing of subscription credentials) of draft TS 33.501
2
References

[1]
S3-180362 - draft TS 33.501 v0.7.0  
3
Rationale

In clause 5.1.4 of [1], there are following Editor’s note:

Editor's Note: It is FFS whether such a security assurance scheme to be used for evaluation of the credentials and identifier storage and processing is within the scope of 3GPP and if so, the requirements related to it.

Editor's Note: The above requirements need to be updated with the agreed terminology for e.g. long-term key.
The first Editor’s Note can be deleted as the security assurance scheme used and the requirements related to it are determined by the operator that issues the subscription credentials. This has been out of scope of 3GPP in past releases when UICC is used for subscription credentials storage and processing. Moreover, no security assurance scheme that can be used is identified in SA3. Therefore, it is proposed that this Editor’s Note is deleted with a NOTE stating that the security assurance scheme is out of scope of 3GPP.

The second Editor’s Note can also be deleted if the terminology clarifications proposed in this pCR is agreed to by SA3.

4
Detailed proposal

SA3 is kindly requested to agree to the following pCR.
************************** START OF pCR  ************************

5.1.4
Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:

-
The subscription credential(s) shall be integrity protected within the UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) (e.g., K in  5G AKA or EAP-AKA’) shall be confidentiality protected within the UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.
NOTE: The security assessement scheme used for the security evaluation of the tamper resistant secure hardware component is determined by the issuer of the subscription credential(s) and is outside the scope of 3GPP specifications. 


************************** END CHANGES ************************

