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1
Decision/action requested

This pCR resolves ENs and updates the idle mode mobility procedure from 5GS to EPS
2
References

None
3
Rationale

It is proposed in the companion contribution S3-180788 that in mobility from 5GS to EPS, the AMF sets the Used security algorithms to undefined algorithms (i.e., EIA7 and EEA7) to trigger a NAS security mode procedure by the target MME. It is also proposed in the companion contribution S3-180784 that in idle mode mobility from EPS to 5GS, the AMF performs NAS security mode procedure to activate a security context. 
Performing NAS security mode procedure in both scenarios above eliminates the need for maintaining an algorithm mapping table both at the UE and the network. Maintaining an algorithm mapping table would cause compatibility issues if new algorithms are added later as choice of the algorithms should be configured at the source system (i.e., AMF) and furthermore supported algorithms by the UE also needs to be known by the source system. This would incur implementation complexity at the AMF. Whereas if a NAS security mode procedure is mandatorily performed, such extra configuration, potential signalling and implementation complexity can be avoided.
Therefore, it is proposed to run a NAS security mode procedure at the target system during idle mode mobility and remove the first ENs.

Regarding the second EN, it is proposed to establish a full 5G key hierarchy in intersystem mobility from EPS to 5GS for future proofness. Then, if there is a further use of KSEAF in addition to the initial KAMF derivation in later phases, the same can be applied to the interworking procedure automatically. This would also provide consistency in key derivation when a key is supplied by another system, e.g., EPS or HPLMN in roaming. Therefore, it is proposed to derive KSEAF from KASME in 4G to 5G mobility and subsequently derive KAMF and other keys from KSEAF. 

Finally, regarding the freshness parameter in deriving a mapped 5G security context (i.e., KSEAF) in handover, it is proposed to use NH value as a freshness parameter. When an MME performs a handover procedure, the MME always derives a new {NH, NCC} pair. Therefore, NH freshness is guaranteed even in a subsequent handover after a handover failure. Whereas, the downlink NAS COUNT remains unchanged if handover fails, which would potentially lead to sending the same keys to different network functions, e.g., to different AMFs and corresponding gNBs. This may not be a huge issue since those two different AMFs would get the same KASME in any case and hence are able to derive any keys related to the KASME. However, it may not be desirable to allow two different gNBs would get the same key from security point of view. For example, a gNB who is potentially malicious and rejected handover request possesses the key that may be used by another gNB. This case does not happen if NH is used as a freshness parameter in derving KSEAF. Therefore, it is suggested to use NH as a freshness parameter in deriving KSEAF for handover from EPS to 5GS.
Some editorial corrections are also proposed.
4
Detailed proposal

It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.

***
BEGIN OF FIRST CHANGE
***
8.6
Mapping of security contexts



8.6.1
Mapping of a 5G security context to an EPS security context

The derivation of a mapped EPS security context from a 5G security context is done as described below:

-
The K'ASME key, taken as the KASME, shall be derived from the KAMF using the current NAS Uplink COUNT value in idle mode mobility or the NAS Downlink COUNT value in handovers as described in Annex A.14. 

-
The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target MME initiates an NAS SMC to select other algorithms as described in TS 33.401 [10].

8.6.2
Mapping of an EPS security context to a 5G security context

The derivation of a mapped 5G security context from an EPS security is done as described below.

-
The K'SEAF key, taken as the KSEAF, shall be derived from the KASME using the current NAS Uplink COUNT in idle mode mobility or the NH
 value in handovers as described in Annex A.15. 



-
The ngKSI for the newly derived KSEAF key shall be defined such as the value field is taken from the eKSI and the type field is set to indicate a mapped security context.

NOTE:
Whenever an algorithm change is required, the target AMF initiates a NAS SMC to select other algorithms as described in <TBD>.
***
END OF FIRST CHANGES
***
***
START OF SECOND CHANGES
***
A.14
KAMF to K'ASME derivation for interworking

A.14.1
Idle mode mobility

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from 5G to 4G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

A.14.2
Handover

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from 5G to 4G at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.
A.15
KASME to K'SEAF derivation for interworking

A.15.1
Idle mode mobility

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 4G to 5G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

A.15.2
Handover

This input string is used when there is a need to derive K'SEAF from KASME during mapping of security contexts from 5G to 4G at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NH value

-
L0 = length of NH value (i.e. 0x00 0x032)

The input key shall be KASME.

***
END OF SECOND CHANGES
***
�It is proposed to perform NAS SMC instead of using a mapping table.


�It is proposed to derive a KSEAF to establish a full key hierarchy. Or, we may keep this for now so as to resove other ENs.


�NH provides a freshness even in case of subsequent HO after a HO failure.


�Removed due to the above change, i.e., NH as a freshness parameter. Also, A.14 is updated.





