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1
Decision/action requested

This pCR resolves ENs and updates the idle mode mobility procedure from 5GS to EPS
2
References

None
3
Rationale

This contribution proposes to remove the ENs regarding the triggering of NAS security mode procedure in mobility from 5GS to EPS over N26.
In LTE, during the MME change, if the target MME does not support the NAS security algorithms used by the source MME, the target MME changes the NAS security algorithms and indicates the selected NAS security algorithms to the UE by performing NAS security mode procedure. This behavior can be used to trigger a NAS security mode procedure during the mobility from 5GS to EPS by having the AMF set the Used NAS algorithms to the values that are not supported by the MME (namely, set the Used NAS algorithms to undefined NAS algorithms such as EIA7 and EEA7). 

This requires that EIA7 and EEA7 shall not be assigned to a new algorithm later, which needs to be specified in TS33.401. This does not cause a loss of algorithm space as this bit will be needed to signal that algorithms beyond the 6th ones are supported.
4
Detailed proposal

It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.

***
BEGIN OF FIRST CHANGE
***
8.3
Handover from 5GS to EPS over N26

If the UE is initially registered and connected withto the 5GC, the 5GC has a current security context for the UE. The current security context may be a mapped security context resulting from a previous mobility from EPC, or a native security context resulting from a primary authentication with the 5GC. 

When the AMF performs a handover procedure to the EPC, after checking the UE’s access rights and security capabilities, the AMF shall prepare a UE context including a mapped EPS security context for the target MME. To construct the mapped EPS security context, the AMF shall derive a KASME using the KAMF and the current downlink NAS COUNT and then increments its stored downlink NAS COUNT value, and further derive NAS keys (i.e., KNASenc and KNASint) to be used in EPC as described in clause <TBD>. The uplink and downlink NAS COUNT associated with the derived NAS keys are set to 1. In the mapped EPS security context, the AMF shall set the Used NAS integrity protection algorithm to EIA7 and the Used NAS Cipher to EEA7 (see clause 8.38 in TS29.274 [xx]).
NOTE: Algorithms for EIA7 and EEA7 are not defined in TS 33.401, hence setting the Used NAS integrity protection algorithm to EIA7 and the Used NAS Cipher to EEA7 triggers the target MME to change the NAS algorithms and then perform NAS security mode procedure.
Editor’s Note: It is FFS whether the current downlink NAS COUNT is used as a freshness parameter in KASME derivation.

The AMF shall also derive the initial KeNB from the KASME as specified in Annex A.3 of TS 33.401 [10] and subsequently derives NH two times as specified in Annex A.4 of TS 33.401 [10]. The {NH, NCC=2} pair is provided to the target MME as a part of UE security context in the Relocation Request message. 

Editor’s Note: It is FFS whether the following text is needed in this clause: The MME shall check whether UE's security capabilities and access rights are valid in order to decide whether it can accept the relocation request.

Upon the reception of the Handover Command message, the UE shall derive the mapped EPS security context as described in clause <TBD> using the current downlink NAS COUNT and increment its stored downlink NAS COUNT value. The UE shall also derive the {NH, NCC=2} pair and further derive the AS keys based on the received AS security algorithms selected by the target eNB as described in TS 33.401 [10]. The uplink and downlink NAS COUNT associated with the derived NAS keys are set to 1. The UE shall immediately take into use the newly created mapped EPS security context, both for NAS and AS communication. 
***
END OF FIRST CHANGE
***
***
BEGIN OF SECOND CHANGE
***
8.5 
Idle-mode mobility from 5GS to EPS
8.5.1
General

This subclause covers the case of idle-mode mobility from 5GS to EPS, as defined in 23.502[8].

8.5.2
Procedure
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Figure 8.5.2-1 Idle mode mobility from 5G to 4G
1.
The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped 4G-GUTI derived from the 5G-GUTI and its EPS security capabilities. The mapped 4G-GUTI contains the information of the AMF that has the latest UE context in the 5G network.

The UE integrity protects the TAU Request message (NAS-MAC) using the current 5G NAS context identified by the 5G-GUTI used to derive the mapped 4G-GUTI. The corresponding NG-KSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.

Editor’s Note: It is FFS whether the protection of the TAU message can be done with a mapped EPS security context.

2.
Upon receipt of the TAU Request, the MME obtains the AMF address from the mapped 4G-GUTI value.

3.
The MME forwards the complete TAU Request message including the eKSI, NAS-MAC and mapped 4G-GUTI in the Context Request message. 

4.
The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message.

5.
If the verification is successful, the AMF shall derive a mapped EPS security context (including KASME) using the KAMF. 

Editor’s Note: Generation of a mapped KASME key in AMF is FFS.

In the mapped EPS security context, the AMF shall set the Used NAS integrity protection algorithm to EIA7 and the Used NAS Cipher to EEA7 (see clause 8.38 in TS29.274 [xx]). The AMF shall include the mapped EPS security context in the Context Response message it sends to the MME. The AMF shall never transfer 5G security parameters to an entity outside the 5G system. 
NOTE: Algorithms for EIA7 and EEA7 are not defined in TS 33.401, hence setting the Used NAS integrity protection algorithm to EIA7 and the Used NAS Cipher to EEA7 triggers the target MME to change the NAS algorithms and then perform NAS security mode procedure.
6.
The MME initiates a NAS Security mode command procedure with the UE including the eKSI in the NAS Security mode command. The Security mode command shall include the replayed UE EPS security capabilities, selected NAS security algorithms and eKSI identifiying the KASME.


7-9.
The MME establishes AS security and completes the procedure with a TAU Accept message.
***
END OF SECOND CHANGES
***
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