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1
Decision/action requested

This pCR resolves ENs and updates the handover procedure from 5GS to EPS
2
References

None
3
Rationale

This contribution proposes to remove the ENs in the handover procedure from 5GS to EPS over N26.
In the Clause 8.3, the KASME derivation in the 5GC to EPC handover is based on the KAMF and the downlink NAS COUNT as an input parameter, and downlink NAS COUNT is incremented by one after KASME derivation. This ensures that even if the handover procedure fails, the AMF would not derive the same KASME due to the increased downlink NAS COUNT. In other words, the downlink NAS COUNT will never be resued for KASME derivation by the AMF and as such, can be used as a freshness parameter for KASME derivation.
Therefore, it is proposed that KASME derivation in 5GS to EPS handover use the downlink NAS COUNT as a freshness parameter and the first EN be removed.

It is also proposed to remove the second EN by adding the following text:

The subsequent handover procedure is same as that of S1-Handover specified in the clause 7.2.8.4.3 of TS 33.401 [10].

The new text clarifies that the target MME behavior is same as specified in TS 33.401, hence there is no need to repeat the MME behavior in the present specification.

Finally, minor editoral changes are proposed for consistency with other clauses.
4
Detailed proposal

It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.

***
BEGIN OF FIRST CHANGE
***
8.3
Handover procedure from 5GS to EPS over N26

If the UE is initially registered and connected with the 5GC, the 5GC has a current security context for the UE. The current security context may be a mapped security context resulting from a previous mobility from EPC, or a native security context resulting from a primary authentication with the 5GC. 

When the AMF performs a handover procedure to the EPC, after checking the UE’s access rights and security capabilities, the AMF shall prepare a UE context including a security context for the target MME. To construct the security context, the AMF shall derive a KASME using the KAMF and the current downlink NAS COUNT and shall then increment its stored downlink NAS COUNT value The AMF shall further derive NAS keys (i.e., KNASenc and KNASint) to be used in EPC as described in clause <TBD>. The uplink and downlink NAS COUNT associated with the derived KASME shall be set to 1.


The AMF shall also derive the initial KeNB from the KASME as specified in Annex A.3 of TS 33.401 [10] and subsequently derive NH two times as specified in Annex A.4 of TS 33.401 [10]. The {NH, NCC=2} pair is provided to the target MME as a part of UE security context in the Relocation Request message. 
The subsequent handover procedure is same as that of S1-Handover specified in the clause 7.2.8.4.3 of TS 33.401 [10].

Upon the reception of the Handover Command message, the UE shall derive the mapped EPS security context as described in clause <TBD> using the current downlink NAS COUNT and increment its stored downlink NAS COUNT value. The UE shall also derive the {NH, NCC=2} pair and further derive the AS keys based on the received AS security algorithms selected by the target eNB as described in TS 33.401 [10]. The uplink and downlink NAS COUNT associated with the derived NAS keys shall be set to 1. The UE shall immediately take into use the newly created mapped EPS security context, both for NAS and AS communication.
***
END OF FIRST CHANGES
***
