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1
Decision/action requested

This contribution provides justification for the security feature bidding down proposals and concludes that SA3 should endorse selecting one such proposal for Rel-15.
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3
Rationale

Over the last several meetings, there has been much discussion on the bidding down protection of security features, see [2] and [3] for a discussion on such proposals. S3-180343 [1] tries to argue that such a bidding down of security features is not necessary in Rel-15. The contribution fails to provide any justification for not including such bidding down protection as it purely discusses existing security features (or at most security feature that work between the UE and AMF). 
If a security feature exists above the AMF (above in the sense that the AMF should have no knowledge of the security keys etc of that feature) in the serving network, then there is a clear opportunity for the AMF to bid down such security. To illustrate this, we take an example of security that was discussed in Phase 1 but was decided to not be included. Suppose that later it is decided to protect the NAS SM signalling directly between the UE and SMF rather than relying on the UE to AMF security. Presumably such a decision would be made based on not allowing the AMF to be able to modify and/or see into the NAS SM traffic. 
Without adding some signalling between the UE and SEAF (that is passed via the AMF) above the current NAS MM signalling it would be impossible to securely negotiate the use of the new feature.   The AMF would always be able to remove such signalling if it was not mandatory and in effect inform the SEAF that the network does not support the new feature and the UE the network also does not support the new feature. Providing a solution like those suggested in [2] and [3] means that the UE and network support of such new features can be surely informed to each other. Futhermore applying such a solution means that the security can be applied in such a way that a Phase 1/Phase 2/…/ Phase X UE can work with a Phase 1/Phase 2/… /Phase X network without causing backwards compatibility problems. 
The above discussion shows how it would be impossible to move to a deployment such as the below without the security risk of a AMF bidding down the security used. In this scenario, the network would like to provide security that terminates in a more secure location than the AMF for either some or all of the user plane traffic for a particular UE. Achieving this means that the AMF cannot know the keys that encrypted such user plane traffic and also cannot force the UE to send the desired traffic without the desired security. 
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Without some feature set bidding down, it would be impossible for the UE to know whether it was talking to a Phase 1 network that does not support the enhanced security or not. This means that the UE could be tricked into using only the UE to gNB security. With secure feature signalling, the UE could be aware that not only does the network support enhanced security but the UE should use such security. This would prevent the user plane traffic being sent with the appropriate protection.

A final observation is that the use of the proposals in [2] and [3] are not purely aiming to negotiate whether a security feature is actually to be used (although they could if needed), but whether such a security feature is supported. 
4
Detailed proposal

It is proposed that SA3 endorse including a solution like the one described in [2] or [3] in TS 33.501.
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