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1
Decision/action requested

This contribution contains the agreed agenda and the notes for the conference call on bidding down between 5G releases.
2
Meeting information
Topic: Bidding down between 5G releases
Date and time: Friday the 9th of February 14:30 CET to 15:35 CET
Chair: Noamen Ben Henda (Ericsson) chairs the call and takes notes.

Participants (incomplete list): Adrian Escott, Colin Blanchard, Brusilovsky Alec, Castagno Mauro, Jeff Cichonski, Ken Carlberg, Minpeng, Sheeba Backia Mary, Sivakamy Lakshminarayanan, Wanqiao Zhang, Yi Jin, Vesa Torvinen, Anja, Rajavel, Philip Ginzboord, Andreas Kunz, Marcus, Kievit, S. (Sander), Takahito Yashizawa, LinyiGao 
3
Agenda and notes
Two input documents have been provided for the call, one by Ericsson and one by Qualcomm. It is proposed to present and discuss each of them separately in the order they are listed in the table below. Informal agreements, if any, are to be captured in the conclusion clause.
	Discussion item
	Notes

	Opening
	Meeting opened at 14:35 CET. 
Agenda agreed

	draft_S3-18AAAA_feature_bid_down_v2 (Qualcomm)
	Adrian presented. Key points: One of the issues is if security is needed for NAS SM signalling in phase 2. If we don’t add the feature set feature in phase 1, we have the bidding down-attack. Not about what security is used, but what is supported. 
Noamen: The trust model is not clear to us; is this about a miss-behaving serving operator.
Adrian: AMF may be moved into less secure location, at the edge. 

Colin: Assumed serving network; if the AMF could remove security features e.g. between UE and HPLMN.
Adrian: SN cannot modify e.g. EAP; the feature set is within the SN. 

Colin: Just trying to invent security feature that could be removed; can the AMF remove that feature? Adrian: yes. 

Noamen: This is more within the same SN; you assume that there are trusted and untrusted nodes; if the AMF cannot be trusted, then everything else than the feature set would not work. 

Adrian: Trusted for certain things. 

Marcus: If you have problems with AMF in the future, then there are other more serious problems. 

Adrian: AMF telling this feature is not supported in this network; we are relying on one element which is not good; same thing happened in UMTS RNC. 

Minpeng: two comments; 1) same comment as Marcus – if AMF is compromised, then AMF can do much more than the bidding-down; 2) there is only opportunity for AMF but that is not a fact because we don’t know phase 2; we should not fix this in phase 1 
Suresh: In our view, when the trust model is that AMF and SMF are separate, and AMF is in unsecure location; 

Noamen: We are not sure what we are after; does the solution solve the problem; we are not sure if the threat is valid; we cannot speculate about the future features. 

Anja: What are you assuming about the standalone SEAF then? You talk about standalone SEAF 

Noamen: Our view is that we should focus on the standalone SEAF feature, and not speculate on other potential feature; difficult to design a solution for a feature we don’t know.
Anja: We could agree that we will never have this feature; 

Adrian: Once you accept the split, you have no direct connection to the UE; the SEAF needs to act always towards the UE as a phase 1 SEAF. 

Noamen: In your scenario, the AMF is not trusted.

Adrian: Without the feature, the UE will connect to the untrusted AMF. 

Noamen: Usually the UE indicates what it supports, and the network chooses and not the other way around. Since when do we require the networks to indicate which features it supports? 

Adrian: Maybe we did it wrong; now it is time to change it. 

Colin: The protocol will not change; how would you identify that you have split? 

Noamen: Exactly. Try to prevent phase 2 AMF from lying; it is a big change if AMF is not trusted – and the feature set alone does not help; the AMF has access to everything, e.g. subscriber identifier 

Adrian: You can protect the UP to SMF 

Noamen: Why do we need to agree this already now? 

Adrian: AMF is still in reasonable secure environment 
Noamen: Any other questions on Qualcomm input? 

Anja: General comment about the trust model; the HN is not trusted anymore for LI; it is not that we have fixed trust model 

	S3-18xxxx-v1_Coexistense_Phase_1_2_AMF (Ericsson)
	Noamen presented. 
Slide 2 (phase 2 expected behaviour with standalone SEAF)

Slide 3 (5G trust model) 

Slide 4 (AMF compromise) 

Slide 5 (feature set) 
Alf commented off-line that the initial registration is not analysed; Noamen commented that this does not matter since UE can as well be initially registered at a compromised AMF. 
Adrian: Slide 3, the AMF+ can prevent access to security service 

Noamen: Compromise is an exceptional situation; the AMF+ is not normally compromised. 

Adrian: The slides don’t talk about feature set; can limit the damage that is done. 

Adrian: feature set lets SEAF be in control. 

Marcus: UE can only go to the legacy AMF; UE cannot use security with SMF. 

Adrian: This is exactly the issue; AMF+ did bidding-down. 

Marcus: This is misconfig of the network, not bidding-down. 

Sander: No, this makes sense. AMF in train or moving platform. Want to have anchor back in the network; 

Noamen: Why do you need the feature set for this? You still trust the AMF for keys, and everything else; 

Sander: Increase the barrier between two AMFs; you can predict the behaviour of UE; the problem is isolated in specific type of AMF; can also modify the UE behaviour 
Noamen: It is not like we disagree just for fun; we need proper justification; now you talk about mobility; target AMF has always possibility to re-authenticate; why the feature set is needed for this mobility scenario. 

Marcus: Even if there is misconfiguration, you would still fall-back to phase 1; we have no problem in phase 1 

Adrian: Not true; the AMF+ may prevent UP security to terminate further back 

Noamen: For me we would need NAS SMC like mechanism between UE and SEAF; not sure how much the hooks in phase 1 would help. 
Noamen: We also spent 0,5 h on this document; let’s close it 

	Closing
	Noamen: We will record in the minutes that there was no agreement; Ericsson needs more clarity so that we are all convinced that we need this. Other comments? No. Thanks for joining, have a nice weekend. 

Meeting closed at 15:35 CET


4
Conclusion
There was no agreement on the issue during the conference call.
