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Decision/action requested

A presentation of a solution for inclusion into the living document or inclusion into the TS directly.
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Rationale
One of the reasons for not using TLS between two SEPPs is that intermediary IPX nodes have to provide so-called mediation services. These services include all sorts of services like replacing elements, removing parts of subscriber data, changing error codes, etc. However, if mediation services could be applied on the message before it was end-to-end encrypted, this would greatly reduce complexity. In particular for phase-1 this may be a possible way forward.

This paper was written under the assumptions that:

-
SA3 will accept an end-to-end security solution for direct connections between SEPPs;

-
SA3 will not finish the work required to get a final solution for roaming;

-
SA3 will not go for an exception for security of the N32 interface;

-
Operators will want to use mediation services, even with only end-to-end security between SEPPs.

In this paper, the proposal is explained in detail. In order to record the solution, we also propose a pCR for inclusion into the living document [2] and a pCR for inclusion into TS 33.501 [1].
4
Detailed proposal

4.1
Using mediation services with end-to-end encryption

4.1.1
Generic

The scenario that is depicted in the figure below is a scenario with two MNOs, MNO A and MNO B and two IPX providers, IPX A and IPX B. The IPX provider A provides mediation services for MNO A and IPX provider B provides mediation services for MNO B. Both MNOs have one network function (NF), which we have left unnamed. For this scenario, we present an example of how this solution could work in the case of agreeing on end-to-end encryption over the IPX, namely for the HTTPS case and for the JOSE case. 
4.1.2
End-to-end encryption using HTTPS
In part 1a, we assume that the SEPPs themselves use HTTPS for providing end-to-end security. In this case, the solution works as follows:

1.
The SEPP A receives a HTTP(S) Request from NF A as usual. 
2.
In case this request contains sensitive information according to clause 9.1.3.3, the SEPP A performs an action to hide these fields for the mediation service. This action is not to be standardized. Some examples are:
a.
Replacing the values of these with some other values, e.g. a hash of the value. The SEPP A stores the hash of the value and the corresponding value temporarily.

b..
Entirely removing the fields from the message and storing bot the header and the value temporarily.

c.
Encrypting the fields using some proprietary mechanism.

3.
The SEPP A invokes the Mediate service running at the IPX A by sending a MediateAndReturn Request message to the IPX provider. The MediateAndReturn Request contains the message that was received from the NF A and has it’s sensitive information removed or hidden according to step 2.
4.
The Mediation services performs it’s mediation

5.
The mediation service sends the MediateAndReturn Response message, which contains the mediated message, to the SEPP A.

6.
Upon reception, the SEPP A reinserts the sensitive information. This action depends on how the SEPP A has removed or hidden the sensitive information and can be entirely proprietary.
7.
The SEPP A then sends the mediated version of the original NF A’s request to the SEPP B over HTTPS. So the request would look like a request that came from NF A apart from the mediated fields.

8.
The SEPP B receives the request, and if mediation is deemed necessary, the SEPP B also removes or hides the sensitive fields from the message.

9.
The SEPP B then invokes the Mediate service running on IPX B by sending a MediateAndReturn Request message to IPX B.

10.
The mediation service performs it’s mediation.

11.
The mediation service sends the MediateAndReturn Response message, which contains the mediated message.
12.
The SEPP B re-inserts the sensitive information

13.
And finally, SEPP B sends the request to NF B.

In short, the solution relies on standard HTTP and HTTPS. In between the steps 2 and 6, the SEPP A will either have to keep state or use an encryption / decryption mechanism. In between the steps 8 and 12, the SEPP B has a similar task. In case IPX provider hosts the SEPP (e.g. for small operators), the steps 2-6 would probably be left out altogether.
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Figure 1 – Mediation service using HTTPS
Comments received during the conference call:

Comment: Can it be done without HTTPS, but based on Application Layer security?

Reply: We believed it was possible, so we included a new solution in clause 4.1.3

Comment: This solution introduces additional messages, which is unnecessary and inefficient.

Reply: We agree with this observation. However, given the restricted time, we don’t think it’s possible to develop another solution before freezing Rel-15. True end-to-end would not allow IPX providers to continue their business and furthermore, this solution could provide a migration path, e.g. by calling a different service at the IPX provider.

Comment: Setting up TLS is expensive.

Reply: That’s true. Work arounds exist e.g. by keeping a TLS session open for longer. Our proposal does not make assumptions about whether a new TLS session is necessary everytime or whether a standing session can be reused.

Comment: With this solution, you almost have the full solution ready and time continues to be a problem.

Reply: The solution was indeed designed to meet in the middle between having only TLS between two operators and a model where hop-by-hop protection is used. We do believe that there is still lot’s of work to be done to get from this solution to the final solution, which will have to support more features. With respect to this solution, we believe that the time is tight, but possible. In fact, the only things that need to be standardized according to us are:

-
Which sensitive fields there are. It’s already specified in clause 9.3.3.1

-
The action that the SEPP needs to remove / hide the sensitive fields. The exact action can even be proprietary and doesn’t need standardization.

-
The reverse action of the SEPP to reinsert the fields.

-
That the SEPP should use HTTPS.

-
Optionally, the name of the mediation service. This would allow for a standardized migration path by changing the name of the service.

We believe that this can even be done within the timeframe of the SA3#90-bis meeting.
4.1.3
End-to-end security using JOSE
In part 1a, we assume that the SEPPs themselves use HTTP request with an encrypted JOSE payload for providing end-to-end security. In this case, the solution works as follows:

1.
The SEPP A receives a HTTP(S) Request from NF A as usual. 

2.
The SEPP A takes the request and wraps the whole request into a JSON format. So, the request headers go into a field called ‘HTTPRequestHeader’, a binary blob goes into a field called ‘BinaryBlob’ and the session cookie goes into a field called ‘SessionCookie’. Then, the SEPP determines whether the message contains sensitive information according to clause 9.1.3.3 and performs an action to hide these fields for the mediation service. This action is not to be standardized. Some examples are:

a.
Replacing the values of these with some other values, e.g. a hash of the value. The SEPP A stores the hash of the value and the corresponding value temporarily.

b.
Entirely removing the fields from the message and storing bot the header and the value temporarily.

c.
Encrypting the fields using some proprietary mechanism.

3.
The SEPP A invokes the Mediate service running at the IPX A by sending a MediateAndReturn Request message to the IPX provider. The MediateAndReturn Request contains the message that was received from the NF A and has it’s sensitive information removed or hidden according to step 2.

4.
The Mediation services performs it’s mediation

5.
The mediation service sends the MediateAndReturn Response message, which contains the mediated message, to the SEPP A.

6.
Upon reception, the SEPP A reinserts the sensitive information. This action depends on how the SEPP A has removed or hidden the sensitive information and can be entirely proprietary. The SEPP A encrypts the message using standard JOSE using the target SEPP’s public key.
7.
The SEPP A then sends the mediated version of the original NF A’s request to the SEPP B over HTTP.

8.
The SEPP B receives the request, decrypts the request, and if mediation is deemed necessary, the SEPP B also removes or hides the sensitive fields from the message.

9.
The SEPP B then invokes the Mediate service running on IPX B by sending a MediateAndReturn Request message to IPX B.

10.
The mediation service performs it’s mediation.

11.
The mediation service sends the MediateAndReturn Response message, which contains the mediated message.

12.
The SEPP B re-inserts the sensitive information

13.
And finally, SEPP B reconstructs the HTTP Request from the JSON fields and sends the HTTP Request to the NF B.

In short, the solution relies on standard HTTP and JOSE. A complicating factor is that the SEPPs will have to convert the entire HTTP Request into a JSON object, which in itself will be contained in another HTTP request.. The receiving SEPP will have to do the reverse conversion. Like in the solution based on HTTPS, in between the steps 2 and 6, the SEPP A will either have to keep state or use an encryption / decryption mechanism. In between the steps 8 and 12, the SEPP B has a similar task. In case IPX provider hosts the SEPP (e.g. for small operators), the steps 2-6 would probably be left out altogether.
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Figure 2 – Mediation service using JOSE end-to-end encryption
This was not discussed in the conference call.
What needs to be done is the following. With respect to this solution, we believe that the time is tight. Things that need to be standardized according to us are:

-
Which sensitive fields there are. It’s already specified in clause 9.3.3.1;

-
The JSON blob that will contain the original HTTP Request from the NF;

-
The action that the SEPP needs to remove / hide the sensitive fields. The exact action can even be proprietary and doesn’t need standardization.

-
The reverse action of the SEPP to reinsert the fields

-
The way the receiving SEPP recontructs the HTTP Request from the JSON.

-
That JOSE should be used. Key management was left out of scope for phase-1.

-
Optionally, the name of the mediation service. This would allow for a standardized migration path by changing the name of the service. Also, the name of the services between the SEPPs.

We don’t believe that this can be done within the timeframe of the SA3#90-bis meeting.

[image: image1][image: image3.png]MNO A

NF A

MNO B

SEPP B

SEPP A IPXA IPX B
1. HTTPS Request
2. Remove Sensitive fields &
Construct JSON
3. HTTP Request
4. Med. Service

5. HTTP Response

6. Reinsert sensitive fields

7. HTTP Request

>

NF B

8. Remove Sensitive Fields

9. HTTPS Request

10. Med. Service

11. HTTPS Response

12. Reinsert sensitive fields &
Reconstruct HTTP Req.

13. HTTPS Request




