3GPP TSG SA WG3 (Security) Meeting #90Bis
S3-180714
26 February - 2 March 2018, San Diego (US)
revision of S3-18xabc
Source:
Ericsson
Title:
SBA Authorization Framework
Document for:
Approval 
Agenda Item:
4.1.13.4 NF-NF Authentication & Authorization
1
Decision/action requested

Approve pCR to TS 33.501
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Rationale

In 23.501 7.1.4 it is stated that 

· “It is expected that an NF authorisation framework exists in order to perform consumer NF authorisation considering UE, subscription or roaming agreements granularity. This authorisation is assumed to be performed without configuration of the NRF regarding UE, subscription or roaming information”

Rel-15 has defined the concept of Network Functions (NF), but in Rel-15 NF can have many services. 
Assuming client certificates and only static authorization based on client certificate/Subject Name would be used, authorization would be either be only on a NF level, or a certificate per service would be needed.
In case there is a change in authorizations, authorization policies would need to be updated in many NFs. 
Token based authorization would simplify application logic in different services and NFs as they would only need to implement logic to verify a token’s validity and scope. With a token-based solution, access to subscriber data could in many cases be restricted to NF Authorization Function only.
The pCR below proposes a new Service Authorization Function (SAF) that would provide the NF authorization framework for 5G Core. The NAF can be collocated with the NRF or it can be an independent function. 
NF-SAF authentication can be the same as for NF-NRF, see clause 9.1.3.4.2 in TS 33.501. 

It is further proposed that OAuth 2.0 (RFC 6749) would be selected as the base for the Authorization framework

· OAuth2.0 is widely used and well known 
· OAuth2.0 is flexible and extensible
· While OAuth2.0 is often used to delegate user authorization to a third party without requiring access to credentials. With the “Client Credentials” flow (https://tools.ietf.org/html/rfc6749#section-1.3.4) OAuth2.0 can be also used between applications without interaction.
As shown in the references, multiple options exist already or are being developed for authentication, client registration and token validation in IETF [2]. 
4
Detailed proposal

**** Begin Change ****

Note to rapporteur: It is proposed to add the following reference to TS 33.501.
[x]

RFC 6749: "OAuth2.0 Authorization Framework".
**** Next Change ****
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AES
Advanced Encryption Standard

AIA
Authentication Initiation Answer

AIR
Authentication Information Request

AIR
Authentication Information Response

AIR
Authentication Initiation Request

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation.

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector

CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System

GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange

KSI
Key Set Identifier
LI
Lawful Intercept

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 
NDS
Network Domain Security

NEA
Encryption Algorithm for 5G
NF                       Network Function
NG
Next Generation

ngKSI
Key Set Identifier in 5G
NIA
Integrity Algorithm for 5G
NR
New Radio

NSSAI
Network Slice Selection Assistance Information
PDN
Packet Data Network

QoS
Quality of Service 
RES
RESponse
SAF
Service Authorization Function
SEAF
SEcurity Anchor Function

SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN Id
Serving Network Identifier
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

Editor's Note: SIDF, SUCI, and SUPI will be updated after getting response from SA WG2.

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function
USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

**** Next Change ****
9.1.3.4.3
Authorization of NF service access


Editor’s Note: SAF network function needs to be defined in TS 23.501

The Service Authorization Function (SAF) shall provide NF-NF authorization.

SAF and NF shall authenticate each other before the NAF authorizes requests from an NF. Authentication between SAF and NF shall follow the same procedures and requirements as for authentication between NRF and NF, as specified in clause 9.1.3.4.2.

NF-NF authorization shall use the OAuth2.0 framework as specified in [x], with the following profile:

The roles of the entities participating in NF-NF authorization according to the roles in [x] section 1.1 shall be as follows:

-
SAF shall have the role of an Authorization Server

-
The consumer NF shall have the role of the Client

-
The producer NF shall have the role of the Resource Server

The SAF shall have access to subscription data and shall implement an application logic or configuration in order to make authorization decisions based on subscription data, consumer service and produder service. 

Editor's Note: Details of how the SAF has access to subscription data are for further study. Whether more specific authorization policies are necessary is for further study.

NFs and SAF shall support the following procedure for NF service authorization:

Editor's Note: The procedure is described in Figure 9.1.3.4.3-1. Details of the procedure are for further study.
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Figure 9.1.3.4.3-1: Procedure for NF service authorization

NFs shall have a logic to obtain and verify access tokens from the SAF.

Editor’s Note: It id FFS to decide the optimal way and the details to validate tokens. Tokens can be cryptographically signed based on a shared secret or public key. SAF can also be contacted to verify validity and the scope of token, either as suggested in RFC7662 or by other means. It is also possibe that both methods need to be supported by SAF and NFs for optimization and interoperability reasons.
**** End Change ****
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