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1
Decision/action requested

Approve pCR to TS 33.501 below
2
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3
Rationale

In the contributions [1], [2] and [3], we discuss the Editor's Notes in clause 8.2 of TS 33.501 [4]. We present several possible solutions and give a concrete proposal which of the solutions we think have the most advantages.
In the present contribution, we implement the resolution of Editor's Notes as proposed in [1], [2] and [3], as a pCR to TS 33.501 [4]. 

We also propose some minor editorial changes such as inserting missing references. Finally, we also fix a confusing typo in annex A.15 "KASME to K'AMF derivation for interworking".
4
Detailed proposal

***BEGIN CHANGES***
8.2
Registration procedure for mobility from EPS to 5GS

During mobility from EPS to 5GS, the security handling described below shall apply whenever the UE has a native 5G security context, e.g. establish during an earlier visit to 5G.

The UE shall include the ngKSI and the UE 5G security capability alongside the mapped 5G-GUTI in the Registration Request message. The Registration Request message shall only be integrity protected by the UE using the native 5G NAS security context as described in clause <TBD>. The Registration request shall contain the TAU request integrity protected using the EPS NAS security context shared 
the source MME. 


Upon receipt of the Registration request, the AMF shall interact with the MME identified by the mapped 5G-GUTI to retrieve the UE security context. The AMF shall include the enclosed TAU request in Context Request message to the MME. It is expected then that MME verifies the TAU request using the stored UE security context and if the verification is successful, the MME sends the UE context to the AMF. 

The AMF shall verify the integrity of the Registration Request message. In case the verification succeeds then the AMF shall then dispose of any security parameters received from the source MME in the Context Response message. In case the verification fails or the 5G UE context is not available then the AMF shall treat the Registration Request message as if it was unprotected. In such case, the AMF may either derive a mapped security context from the EPS context received from the source MME as described in clause 8.6.2 or initiate an authentication procedure to create a new native 5G security context. In both cases, the AMF shall then activate the resulting security context (mapped or native) by a NAS SMC procedure.


If the UE does not have a native 5G security context, then the UE shall derive a mapped 5G security context as described in clause 8.6.2. The UE shall include the UE 5G security capabilities in the Registration Request message. The Registration request shall contain the TAU request integrity protected using the EPS NAS security context shared with the source MME.

Upon receipt of the Registration request, the AMF shall interact with the MME identified by the mapped 5G-GUTI to retrieve the UE 
context. The AMF shall include the enclosed TAU request in the Context Request message to the MME. It is expected then that the MME verifies the TAU request using the stored UE security context and if the verification is successful, the MME sends the UE context to the AMF.

The AMF shall either perform re-authentication to establish a native 5G security context or derive a mapped 5G security context in the following way: The AMF shall retrieve the EPS security context received from the MME and derive a mapped 5G security context as described in clause 8.6.2. 
The AMF shall perform a NAS security mode command procedure as described in clause 6.7.2 in order to take the native 5G security context or mapped 5G security context in use. 

***NEXT CHANGE***

A.15
KASME to K'AMF derivation for interworking

A.15.1
Idle mode mobility

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from EPS to 5GS at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

A.15.2
Handover

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from EPS to 5GS at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

***END CHANGES***
�Aligns formulation of this sentence with parallel sentence in paragraph 5 of this clause.


�It is not only the security context that is obtained in the Context Request.





