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1
Decision/action requested

Endorse the Detailed Proposal below
2
References

[1]
3GPP TS 33.501
3
Rationale

TS 33.501 [1] contains the following Editor’s Note on idle mode mobility from 5GS to EPS.
Editor’s Note: It is FFS how the AMF indicates the MME to run a NAS SMC.

Two solutions were proposed to solve the issue.

· Solution (A): Selecting void NAS algorithms values so that the target MME is forced to perform a NAS SMC to select new algorithms
· Solution (B): Using a predefined algorithm mapping.

· Solution (C): Optionaly including EPS algorithms in initial NAS algorithm negotiation to be used solely for interworking.

The core of the issue is the selection of the NAS algorithm to be used with EPS. On Solution (B), it was earlier pointed out that the use of predefined mapping table would require continuous standard updates, should new algorithms be introduced for LTE or NR. Solution (A) seems more like a temporary work around and not a proper security design. In addition, using some of the existing undefined values to indicate that no valid algorithms are selected rules them out automatically from being candidates when new algorithms are introduced.
On Solution (C), the main observation is that the support of the N26 interface between MME and AMF is optional and is an operator choice. In fact, interworking using the N26 interface is expected to take place within the same operator network, i.e. between MMEs and AMFs belonging to the same operator and connected to the same HSS+/UDM. The operator is aware of the support of the N26 itnerface and the different nodes capababilities. Therefore, the operator can configure the AMF in advance to indicate which EPS algorithms to use for interworking already during initial NAS context establishment. That is in NAS SMC. 

For Solution (C), the AMF optionaly indicate the EPS algorithms to be used for interworking with EPS. These algorithms are also part of the 5G security context and are to be used solely during the generation of the mapped EPS security context. The UE is then able to completely derive a full mapped EPS security context and activate it after sending the TAU message. A NAS SMC procedure would not be needed unless the target MME selects other algorithms. This is in line with the legacy behaviour.

4
Detailed proposal

We propose to endorse Solution (C) for the resolution of the Editor’s Note on the need for a NAS SMC in target MME.
