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1
Decision/action requested

This contribution contains the agreed agenda and notes for the CT3/CT4/SA3 joint conference call on SBA/N32 security.
2
Meeting information
Topic: SBA/N32 security

Date and time: Monday, February 12th 14:30 CET to 15:45 CET
Chair: Hans Christian Rudolph (Deutsche Telekom AG) chairs the call and takes notes.

3
Agenda and notes
Two input documents have been provided for the call, one from the last meeting of SA3 and one by NTT Docomo/Deutsche Telekom AG. It is proposed to present and discuss each of them separately in the order they are listed in the table below. Informal agreements, if any, are to be captured in the conclusion clause.

	Discussion item
	Notes

	Opening
	

	S3-180389: LS to CT3 CT4 on SBI Design and its Security Implications (SA3)
	Huawei (CT4): How does SEPP get impacted by state information? Why would it need to know?

DT (SA3): Might impact message parsing if IEs depend on certain state, also, session info secure to be protected in transfer (e.g. Web Cookies)
Huawei (CT4): Currently no Cookies are considerd, but HTTP-headers are possible. 
In the LS sec. 1.2.1 requirements in points 1 and 5 contradict. Not changing SEPP is impossible if it must be application-aware. SEPP needs detailed knowledge on current API.
E/// (CT4): Agree with Huawei, no change is too ambitious.
CT4 confirms that there will be no binary blobs on N32. N16 may use binary blob; there is no decision yet. N12 and N16 are the only roaming interfaces that may have a binary blob.
Nokia (CT4): Decision for N16 interface is still open. Depends on size of EAP payload; decision to be made by April meeting

E/// (CT4): SA3 has only one meeting left; target should be next meeting

	Update on SA3-internal discussion
	The chair provided a summary of SA3 discussions on SBI since last meeting in Gothenburg and mentioned that an exception sheet for Rel-15 is considerd by a large part of the group. Common understanding is, there shall be a complete security solution for N32 in Rel-15 and application layer security is favoured.

	Further worksplit between SA3 and CT groups with regards to N32 interface
	Nokia (CT4): N32 is not SBI and thus, no task for CT4. Which working group is responsible for protocols on N32? Our current assumption in is SA3.

E/// (SA3): SA3 competence is general mechansims, session security, etc. There will be CT3/4 work required.
Huawei (CT4): Agree, usually CT4 should handle protocol details.

DT (SA3): SA3 did not do detailed stage 3 work up till now. 

Nokia (CT4): When are final SBI requirements available? Impossible for CT4 to progress w/o requirements.
DT (SA3): In order to be able to specifiy requirements, we need to understand basic message structure and concepts first.

Nokia (CT4): Fair, but requirements are needed to carry on. 

DT (SA3): Agree, N32 is not SBI. But do we use the same protocols?

Nokia (CT4): Yes, just proxy for other NF’s HTTP messages.
E/// (SA3): SEPPs are not only forwarding messages, but also require independent signalling for SEPP-to-SEPP session management.

Nokia (CT4): According to SA2 spec 23.501, N32 is reference point-based. What exactly would these dedicated messages be?

E/// (SA3): For encryption between SEPPs, some negotionation needed.

Nokia (CT4): Is E2E TLS considered as an option?

DT (SA3): Has been discussed, but is far from an optimal solution, as transition to a final, application layer solution will never happen, once a working system is deployed by operators.
Nokia (SA3): Valid, but not final. We still have to consider that option.

Nokia (CT4): Would SA3 be able to specify requirements by end of May?

Nokia (SA3): Should be possible to provide high level overview. Providing a comprehensive list of requirements by then will be difficult.

E/// (SA3): Agree with Nokia that finishing by May is quite optimistic.

Nokia (CT4): If not achievable, then we cannot make September deadline. In that case, E2E TLS might be a relevant option.

CT chair: Agree with Nokia. Requirements need to be available by end of May at the latest in order to enable futher stage 3 work.

E/// (SA3): Therefore, E2E TLS is still a valid backup solution.

CT3 chair: N24 between Policy Servers in hPLMN and vPLMN is CT3’s responsibility and thus the group involved, too, and has same concerns as CT4. CT3 already replied to SA3 LS during last meeting.

	draft_S3-18xxxx-v1_Interface guidelines to allow SEPP security functions (NTT Docomo, DT)
	E/// (CT4): Only arrays and key value pairs in JSON. RFC states that keys should be unique.

E/// (SA3): Does JSON RFC explicitly forbid this?

E/// (CT4): Not forbidden, but dicouraged. CT4 could consider explicitly forbidding it in API guidelines document (TS 29.501).
Huawei (CT4): Agreed.

E/// (SA3): One option would be to always protect the binary blob.

DT (SA3): Yes, but context for the protection of the binary blob would be required and thus, further specification work.

E/// (SA3): Could be the same solution as for the rest of the N32 message.

Huawei (CT4): With regards to duplicate attributes, would JSON pointers for linking attributes be problematic?

DT, E/// (SA3): Needs to be studied by SA3 first.

	Any other business
	None

	Closing
	


4
Conclusion
Specification work by both CT groups as well as SA3 is required to capture N32 security mechanisms. SA3 to provide guidelines for secure API design and IE definition, CT groups to specify further details accordingly.
Security requirements by SA3 must be available by end of May in order to enable futher stage 3 work.
In case May deadline cannot be met, E2E TLS will need to be considered as a backup solution for N32.

3GPP-specific protocol and JSON restrictions could be captured in TS 29.501.
