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1
Decision/action requested

This document discusses a 2-solution approach for Service access authorization in 5G SBA that includes support for both the NF producer authorization based on static configuration data and OAuth access token based authorization. 
SA3 is requested to approve this proposal.
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Discussion
3.1
Service access authorization based on static configuration

3.1.1
SA2 view of Service authorization

In TS 23.501[1] clause 7.1.4, SA2 defines two levels of authorization:

First level: per NF level authorization during NF discover, managed by NRF 

Second level: per UE level authorization during NF service access, managed by producer NF itself.

a) During NF Discovery, NRF checks Service Authorization information in the NF profile of the target NF (producer) to authorize the requesting NF (consumer) before providing target NF details to the consumer NF. 
Service Authorization information "shall include the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer".
b) During NF Service access, the producer NF has logic to authorize on a per UE, subscription or roaming agreements granularity. There is no further need to authorize the consumer NF at this point.
According to clause 7.1.4 above, this logic is embedded into the NF service logic, and could mean accessing per-UE subscription information in UDM or accessing operator policies/rules in PCF etc. 
In this method, how authorization check gets done in the producer NF is outside the scope of SA3.
Accompanying pCR S3-180683 introduces normative text for service access authorization based on static configuration information.
3.2
Service access authorization based on OAuth
A different approach would be to specify a token-based solution, e.g. utilizing the OAuth2.0 framework.
OAuth 2.0 is a de facto industry standard for web service authorization. It allows, with the “scope” attribute, different levels of granularity. For Rel-15 one could think about a simpler OAuth based authorization at NF-level, where the the consumer NF (OAuth 2.0 client) obtains token from an authorization server (say, NRF) to obtain service access from a specific producer NF. Authorization server performs NF level verification before granting the consumer NF an access token with a specified lifetime value.

OAuth 2.0 allows us to obtain service access authorization at a more fine-grained level, for e.g. on a per-UE basis. In other words, it provides a flexible and standardized mechanism for authorization.
Accompanying pCR S3-180678 introduces OAuth based service access authorization; pCRs S3-180680 and S3-180681 provide solutions based on OAuth based tokens.
3.3
Evaluation

While we completely agree that we should have OAuth based authorization framework that can in the future be scaled for finer granularity or larger set of usecases, it’s also our view that for simpler systems/deployment OAuth based approach adds overhead and possible performance issue due to for e.g need for exchanging public keys, using RSA encryption etc.
Some additional points to observe based on SA2’s discovery and service access model:

1. 5G Phase 1 will likely be a fully controlled environment. Basic level of trust will be in place, e.g. because all the network functions have been certified, tested and deployed by the network operator. 

2. NF’s register with the NRF by authenticating itself with NRF. In the process, the registering NF shares its NF profile with the NRF for later use during discovery. 

3. Once NFs are deployed, Producer NF trusts NRF (local) that it verifies the authenticity of the discovery request from the Consumer NF, before providing information about it to the Consumer NF. It is SA3’s responsibility to ensure that this trust model is put in place by defining an authentication method for authentication of the Consumer NF by the NRF. This also applies to roaming scenarios where Consumer NF could belong to the roaming partner while the producer NF could belong to the Home operator.
4. For finer granularity, NF producer will use locally configured database (UDM) based on per-UE subscription information.

In our view,

-
SA2 defined authorization of NF producer consumer during NF producer discovery, and NF producer’s reliance on the NRF to trust the NF consumer, is a simpler approach that’s already built into the architecture and can be taken as one of the accepted methods for service access authorization.

-
SA3 must also define OAuth token based solution as an add-on solution that complements SA2’s solution by providing a standardized approach that works well for API authorization.

3.4
Conclusion

Based on the analysis in 3.3, it is our recommendation that 
1. SA3 adopt both the SA2 defined authorization mechanism based on static configuration, and the SA3 defined authorization mechanism based on OAuth access tokens, as the supported methods for Service access authorization in 5G SBA.

2. Authorization mechanism based on static configuration be made mandatory to support.
3. OAuth based authorization mechanism be made optional to support.
