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1
Decision/action requested

This document has a proposal to re-prioritize SBA activities for phase 1 (Rel-15). 

This was first presented at the SA3 Conference Call on SBA/N32 Security on February 6th, 2018.
2
References
[1]

S3-180352 – Living document (after SA3#90)
3
Rationale

Document to discuss re-prioritization of SBA Security work for Phase 1.
4
Discussion
4.1
Current agreement on IPX Security work in Phase 1
SA3 has come to an agreement that the following tasks are necessary to implement for Phase 1.
Task 1: 
Define SEPP and its functionality

Task 2:
Define a mechanism/protocol allowing SEPPs to protect application layer information on the N32 interface.

Task 3:
Identifying all IEs that require e2e protection 

a. Integrity protect ALL IEs e2e. This would eliminate the need to identify and categorize IEs in phase 1. 

NOTE: The implication of this is that in phase 1 there is no support for intermediate nodes in IPX network to manipulate IEs that are in transit. 

b. Confidentiality protection is mandated ONLY for Authentication vector IEs, cryptographic material, Location Data (e.g. Cell ID and Physical Cell ID). In addition, SUPI may be confidentiality protected.
Task 4:
Come up with a protection scheme that will provide e2e confidentiality protection for AVs and e2e integrity protection, replay protection for ALL information transferred on N32.
Task 5:
Determination of where to implement e2e security – in SEPP or in individual NFs

NOTE: There was agreement at the call that e2e security shall be implemented in SEPP
Task 6:
Key distribution and management aspects. 
NOTE:  SA3 has also discussed that TLS may be used in Phase 1 as a security solution between SEPPs, in case any of the above identified tasks cannot be completed in Phase 1.

4.2
Pending tasks for SBA security
4.2.1
Service layer procedures
NF-NRF Authentication & Authorization for Registration and Discovery
· TLS certificate based authentication already specified in 9.1.3.4.2. Check for completeness
· NF-NRF Registration procedure is blank in 9.1.3.4.4
NF-NF Authentication & Authorization for Service access
· Define Token-based authorization solution
· Define Authentication mechanism (including with remote NFs in a different PLMN)
4.2.2
Interconnect Security
From the list in 4.1, tasks 3 and 5 are largely agreed in SA3. What’s remaining are:
Task 1: 
Define SEPP and its functionality

Task 2:
Define a mechanism/protocol allowing SEPPs to protect application layer information on the N32 interface (largely agreed – based on JOSE, but no normative test exists)
Task 4:
Come up with a protection scheme that will provide e2e confidentiality protection for AVs and e2e integrity protection, replay protection for ALL information transferred on N32 (based on JOSE framework)
Task 6:
Key distribution and management aspects. 
4.3
Challenges in completing the tasks identified in 4.2
The main challenges we have in front of us now are:

1. Lack of time – just one meeting ahead of us to complete the Rel-15 security work
2. Lack of common understanding in SA3 on how Application layer security needs to be implemented in SEPP

3. Lack of common understanding between CT4 and SA3 including agreements on dependencies 
4. Already stretched Stage 3 timelines for CT4/3

Since SA3#90Bis is the only meeting remaining for us to complete Rel-15 security work for 5G, it is important that we get the base 5G security functionality specified in Phase 1. 
The functionality of SEPP is still undefined in SA3. Infact there is no agreement on many details. For e.g., there is no agreement on how SEPP is going to determine which IEs to encrypt, which IEs to integrity-protect only etc. There are multiple schemes that are loosely discussed but nothing has been documented and analysed thoroughly.
There is also the aspect of coming to a common understanding with CT4 that’s developing Restful APIs. This can only come after SA3 has analysed and concluded on a solution for Application layer security. 
The common opinion in CT4 is that they are already behind in their Stage 3 work and if they are to implement specific changes to their APIs to make them security aware, it just adds more stage 3 work for them.
Also, the current agreed proposal for interconnect security anyhow doesn’t meet IPX guidelines determined by the GSMA DESS group. It was always perceived as a stop-gap measure till we implement full-blown application layer security in Rel-16 (Phase 2).

So, what can we do for Phase 1 (Rel-15)?

4.4
Proposal for Phase 1 (Rel-15)

1. Complete all service layer procedures in 4.2.1:

Since Rel-15 is expected to be available for deployment, it is important that we complete security for all the service layer procedures in Phase 1.

· NF-NRF authentication for Registration

· NF-NRF authentication for Discovery

· NF-NF Authentication and authorization for service access
2. Defer Application layer security (ALS) to Rel-16. For Phase 1 look at the following options for securing the N32 interface:

a. Specify security at the transport layer based on TLS. There is e2e security on N32 between two SEPPs.
OR

b. Security is un-specified in Rel-15. Operator has an option to deploy TLS between two SEPPs. This means SEPPs must support TLS, but implementing TLS is an operator option.
c. No roaming in Rel-15. In other words, there is no N32 interface in Rel-15. This option implies that there is no option for roaming at all in Rel-15. But this is something for SA2 to finally decide.

NOTE: We are not proposing an exception sheet to implement ALS simply bcoz of the concern that it may result in a Stage 3 impact if it is determined that CT4 also has some work to do in Stage 3 for Application layer security.
3. Define and design functionality for SEPP (including Application layer security)

Let’s begin defining and designing functionality for SEPP. In the process if SA3 determines the need for CT4 APIs to be security aware, then we have the option to initiate discussion with them for a possible agreement and inclusion of the SA3 requested changes into their API design in Phase 1, if it’s possible timewise.

4. Initiate an LS with GSMA to understand more about specific needs from IPX operators – which IEs need to be available for modification etc.
4.4.1
Proposed security for N32 in Phase 1 (Rel-15)
In Nokia’s view, e2e TLS between two SEPPs is a viable option for Rel-15. 
We also don’t think that this is a stop-gap measure. There may be scenarios/deployments where the roaming interface is direct between the two operators and thus apt for deploying TLS end to end between two SEPPs.
NOTE: How this fits in Rel-16 when we implement ALS in SEPP, is something that needs careful study in Rel-16.
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