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Decision/action requested

We propse to use type information “SUCI” to the construction of SUCI in annex C, TS 33.501 
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Rationale

A companion contribution S3-180666 [xx] proposes to add type information to the encryption with home network public key, to make the use of home network public key future-proof. Currently, only agreed use case of home network public key is SUPI encryption, so, in this contribution, we propose the relevant changes to Annex C of TS 33.501 [yy]. For the hybrid asymmetric/symmetric scheme such as ECIES, type information is added to the input of KDF, and for other asymmetric scheme (optionally deployed by operators, or to be included the specification in the future), type information is recommended to be included as a plaintext of the encryption.
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Detailed proposal

It is proposed to include the following change in Annex C of TS 33.501 [yy].
*** Change Proposal #1 ***
C.x 
Inputs of the schemes

The SUCI construction schems will include use type information of home network public key as an input. For hybrid schemes of asymmetric and symmetric key encryptions, the type information, “SUPI”, will be included in the key deriviation function. Otherwise, this type information will be included as a part of plaintext.

*** End of Change Proposal #1 ***

*** Change Proposal #2 ***
C.3 
Elliptic Curve Integrated Encryption Scheme (ECIES)

C.3.1
General

The use of ECIES for concealment of the SUPI shall adhere to the SECG specifications [29][30]. Processing on UE side and home network side are described in high level in clauses C.3.2 and C.3.3. 

C.3.2
Processing on UE side

The ECIES scheme shall be implemented such that for computing a fresh SUCI, the UE shall use the provisioned public key of the home network and freshly generated ECC (elliptic curve cryptography) ephemeral public/private key pair according to the ECIES parameters provisioned by home network. The processing on UE side shall be done according to the encryption operation defined in [29].

The final output shall be the concatenation of the ECC ephemeral public key, the ciphertext value, the MAC tag value, and any other parameters, if applicable. 

NOTE:
The reason for mentioning "any other parameter, if applicable" in the final output is to allow cases, e.g., when point compression is used then depending upon the type of ECC curve the sender may be required to send an additional sign indication.
NOTE:
The key derivation scheme will include the use type information of home network public key, i.e. “SUPI” as a shared information of SECG specification [29].

Editor's Note: The format and encoding of the final output needs to be finalized by CT WG1.

The Figure C.3.2-1 illustrates the UE's steps.

 
[image: image1.emf]Eph. 

private key

1>

 Eph. key pair

generation

2> 

Key

agreement

Eph. 

shared key

3>

 Key

derivation

Eph. master 

shared key

6>

 Symmetric

encryption

Eph. 

public key

Public key 

of HN

Plain-text 

block

Cipher-

text value

Eph. 

enc. key

4> 

MSBs

Final output = Eph. public key || Ciphertext || MAC tag [|| any other parameter]

5> 

LSBs

Eph. 

mac key

MAC-tag 

value

7>

 MAC 

function


Figure C.3.2-1: Encryption based on ECIES at UE

C.3.3
Processing on home network side

The ECIES scheme shall be implemented such that for deconcealing a SUCI, the home network shall use the received ECC ephemeral public key of the UE and the private key of the home network. The processing on home network side shall be done according to the decryption operation defined in [29].

NOTE:
Unlike the UE, the home network does not need to perform a fresh ephemeral key pair generation for each decryption. How often the home network generates new public/private key pair and how the public key is provisioned to the UE are out of the scope of this clause.

The Figure C.3.3-1 illustrates the home network's steps.
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Figure C.3.3-1: Decryption based on ECIES at home network

C.3.4
ECIES profiles

The ECIES profiles shall be compliant with and use the terminology from SECG version 2 [29][30]. The profiles shall use “named curves” of prime group order.

All profiles shall use the Elliptic Curve Cofactor Diffie-Hellman Primitive (section 3.3.2 of [29]) to enable future addition of profiles with cofactor h ≠ 1. For curves with cofactor h = 1 the two primitives (section 3.3.1 and 3.3.2 of [29]) are equal.

All profiles shall use point compression to save overhead. Note that if modern curves such as curve25519 are added in the future, they should use their own standardized formal for point to byte string encoding.

The profiles shall not use backwards compatibility mode (therefore are not compatible with version 1 of SECG).

C.3.4.1
Profile <A>

The ECIES parameters for this profile shall be the following:

-
KDF











: ANSI-X9.63-KDF

-
Hash











: SHA-256

-
MAC











: HMAC–SHA-256

-
mackeylen









: 256

-
maclen










: 64

-
ENC











: AES–128 in CTR mode

-
enckeylen










: 128

-
EC Diffie-Hellman primitive




: Elliptic Curve Cofactor Diffie-Hellman Primitive

-
EC domain parameters






: secp256r1

-
point compression







: true

-
backwards compatibility mode




: false

Editor's Note: It is FFS if and which other curves will be specified (other curves currently proposed are secp384r1, NIST P-384, NIST P-256, brainpool384, brainpool256, M-383, Curve41417, and Curve25519).

Editor's Note: If other curves are specified, it is FFS if separate profiles (comprising the corresponding ECIES parameters) will be specified

Editor's Note: It is FFS which curves are mandatory to support depending on the location of the SUCI calculation.

*** End of Change Proposal #2 ***
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